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1.0

DELIVERY ORDER
TASK ORDER (79)
Office of Nuclear Security and Incident Response (NSIR)
Classified Systems Support

OBJECTIVE

The Contractor shall support the Information Security Branch (1ISB) in Certification and Accreditation (C&A),
documentation, Information Assurance (1A), and Information Technology (IT) security support of the following:

Standalone workstations (2 Linux Workstations). One workstation is located in NRC HQ and one
workstation is located in Region II. Both will need to be authorized. The Contractor will need to ensure
the configuration guidance from the Department of Energy has been properly met and all necessary
forms are completed so DAA can sign off on what has been done.

No travel is required.

Information System 1 has 15-20 components (windows servers, database servers, mail servers, DNS
servers, and network infrastructure devices, and Information Assurance services). System 1 is located
in NRC HQ, Executive Blvd., Region I, Region I, Region Ill, and Region IV. The Contractor will need to
ensure the system documentation meets Department of Defense Information Assurance Certification
and Accreditation Process (DIACAP) requirements and adequately defines the controls that have been
implemented by the system.

_Independent testing has already been performed on this system.

No travel is required.

Information System 2 has 10-15 components (windows servers, database servers, mail servers, DNS
servers, and network infrastructure devices, and information Assurance services). System 2 is located
in NRC HQ. The Contractor will need to ensure the system documentation meets DIACAP
requirements and adequately defines the controls that have been implemented by the system.

Independent testing has already been performed on this system.
No travel is required.

Information System 3 has 4-10 components (radios, handsets, encryptors, frequency control
computers). This is system is located in Region IV. The Contractor will need to develop a system
security plan and authorization package based on the Federal Emergency Management Agency
(FEMA) requirements.

Independent testing has already been performed on this system.
No travel is required.

It is anticipated that additional standalone workstations may need to be authorized. The Contractor
should be prepared to support the NRC in authorizing 5 more workstations.

As needed, the Contractor shall provide communications support to NSIR as it relates to the
authorization of their classified systems. Not to exceed 200 hours.

As needed, the Contractor shall develop additional documentation to support NSIR’s classified
systems. Not to exceed 400 hours.

As needed, the Contractor will provide NSIR with security engineering support to ensure they maintain
a robust information assurance program for their classified systems. Not to exceed 200 hours.
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2.0 BACKGROUND
The following summarizes the systems that the Contractor will be working with:

The ISB Secure Telecommunications Team (STT) supports the Nuclear Regulatory Commission (NRC) by
providing the means and methods to securely communicate classified voice, video, and data internal and
external to the NRC. To accomplish this, the STT manages and maintains a number of classified networks,
computers, telephonic systems, video teleconferencing, and other systems that are regulated by National,
Department of Defense (DoD), Director of National Intelligence (DNI), Department of Homeland Security
(DHS), Department of Energy (DOE), and NRC policies.

The NRC is a United States Government independent agency charged with protecting the people and the
environment through safety and security regulations

3.0 PERSONNEL QUALIFICATIONS

All personal working on this effort need to have an NRC Q clearance and must be TS/SCI cleared. A full
scope polygraph is not required. The Contractor must possess the proper clearance and professional
certifications required for work in a sensitive area on highly classified systems.

The Contractor shall:

Hold a current TS/SCI access.

DoD requires personnel to be Security+ or CISSP certified.

Have experience with classified systems, computers, and teiephonic equipment.
Be proficient in the use of Microsoft Office products.

Be proficient with Windows and Linux.

Have a background in Networking.

The Contractor should have knowledge and experiehce with:

The DoD Information Assurance Certification and Accreditation Process (DIACAP).
Information Assurance Vulnerability Alerts (IAVAs).

information Assurance Vulnerability Management (IAVM).

Security Technical Implantation Guides (STIGs).

DoD Vuinerability Management System (VMS).

Developing Plans of Action and Milestones (POA&Ms).

4.0 SCOPE OF WORK

The Contractor must verify that the systems have been properly, configured, and maintained according to
federally mandated, DoD, DNI, DHS, DOE and NRC defined security requirements. The Contractor will
identify any operational risks found that may affect each system’s ability to perform its mission and protect its
data (stored and transmitted). The Contractor will complete all the requisite security documentation for the
systems. The Contractor shall perform the following: '

Risk Assessment

Security Categorization
Privacy Impact Assessment
System Security Plan, or equivalent documentation required for each system
Vuilnerability Assessment
IA compliance

IAVA response



e STIG compliance

e POA&Ms _

e Interim Approval To Test Memorandums and Packages

e Approval to Test Memorandums and Packages

e Interim Approval To Operate Memorandums and Packages

* Approval To Operate Memorandums and Packages

o DIACAP Packages

e VMS entries

e Other projects as assigned pertaining to classified systems C&A, security documentation, and
IT security

The Contractor shall ensure that the steps, templates, and reports outlining C&A, and security documentation
are presented in NRC'’s Project Management Methodology, or in the form and format required by the system
owner or the system'’s cognitive authority.

The Contractor shall provide the necessary security support staff to develop the associated documentation to
support the tasks specified.

5.0 SCHEDULE

The Contractor shall provide security documentation and reports for each system consistent with the NRC-
approved integrated project plan or in the form and format required by the system owner or the system’s
cognitive authority. '

6.0 TASKS

The Contractor shall support and provide supporting and required documentation for C&A, |A and other
required security related compliance activities as they relate to the information and telecommunications
systems within the purview of 1SB.

7.0 PERIOD OF PERFORMANCE
The period of performance of this task order will terminate on July 31, 2013.
8.0 TRAVEL

There will be no travel requirements for this task.

9.0 MEETINGS

At the request of the NRC, the Contractor’s technical representative shall attend regular status meetings at
NRC Headquarters to discuss work being done under this task order.



