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A.2 PRICE/COST SCHEDULE

ITEM DESCRIPTION OF
NO. SUPPLIES/SVCS

QTY UNIT UNIT
PRICE

AMOUNT

0001 85 hours -
Mental Health Review Officer - Base
- October 14, 2012 - October 13, 2013
NAICS Code Description: Offices of Physicians, Mental Health Specialists

FUNDING/REQ NO: 1: $5,000.00 ADM-12-332

1001 85 hours
Mental Health Review Officer - Option riod 1
- October 14, 2013 - October 13, 2014
NAICS Code Description: Offices of Physicians, Mental Health Specialists

2001 85 hours n 2
Mental Health Review Officer - Optio eriod
- October 14, 2014 - October 13, 2015
NAICS Code Description: Offices of Physicians, Mental Health Specialists

3001 85 hours o _
Mental Health Review Officer - Optio eriod 3
- October 14, 2015 - October 13, 2016
NAICS Code Description: Offices of Physicians, Mental Health Specialists

4001 85 hours
Mental Health Review Officer - Option eriod 4
- October 14, 2016 - October 13, 2017
NAICS Code Description: Offices of Physicians, Mental Health Specialists

GRAND TOTAL

ACCOUNTING AND APPROPRIATION DATA:

ACRN APPROPRIATION REQUISITION NUMBER AMOUNT

1 2012-40-51-F-170-JCN-D2372-BOC-252A-APPNUMBER-31X0200
ADM-12-332 P

A.3 CONSIDERATION AND OBLIGATION-LABOR-HOUR CONTRACT (AUG 2011)

(a) The ceiling price to the Government for full performance under this contract is $66,725.00.
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(b) The contract includes direct labor hours at specified fixed hourly rates, inclusive of wages, fringe, overhead,
general and administrative expenses, and profit.

(c) It is estimated that the amount currently obligated will cover performance through 03-13-2013.

(d) This is an incrementally-funded contract and FAR 52.232-22 - "Limitation of Funds" applies.

A.4 PERIOD OF PERFORMANCE (AUG 2011) ALTERNATE III (AUG 2011)

This contract shall commence on 10-14-2012 and will expire on 10-13-2013. The term of this contract may be
extended at the option of the Government for an additional four option periods, from 10-14-2013 to 10-13-2017. The
term of this contract may be extended at the option of the Government for an additional four option periods.

Base Period: October 14, 2012 - October 13, 2013 Option Period(s): 4

A-2
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ADDITIONAL SIMPLIFIED ACQUISITION TERMS AND CONDITIONS

A.5 NOTICE LISTING CLAUSES INCORPORATED BY REFERENCE

The following clauses are hereby incorporated by reference (by Citation Number, Title, and Date) in accordance
with the clause at FAR "52.252-2 CLAUSES INCORPORATED BY REFERENCE" contained in this document. FAR
52.252-2 contains the Internet address for electronic access to the full text of a clause.

NUMBER TITLE DATE
FEDERAL ACQUISITION REGULATION (48 CFR Chapter 1)

52.212-4 CONTRACT TERMS AND CONDITIONS- FEB 2012
COMMERCIAL ITEMS

52.224-1 PRIVACY ACT NOTIFICATION APR 1984
52.224-2 PRIVACY ACT APR 1984
52.232-18 AVAILABILITY OF FUNDS APR 1984
52.232-22 LIMITATION OF FUNDS APR 1984
52.245-1 GOVERNMENT PROPERTY APR 2012

A.6 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR
EXECUTIVE ORDERS-COMMERCIAL ITEMS (MAY 2012)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions
of commercial Items:

(1) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).

Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 7104 (g)).

(2) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).

(3) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Pub. L. 108-77, 108-78)

(b) The Contractor shall comply with the FAR clauses In this paragraph (b) that the Contracting Officer has indicated
as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

a (1) 52.203-6, Restrictions on Subcontractor Sales to the Govemment (Sept 2006), with Alternate I (Oct 1995) (41
U.S.C. 253g and 10 U.S.C. 2402).

a] (2) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010)(Pub. L. 110-252, Title VI, Chapter 1
(41 U.S.C. 251 note)).

(] (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (JUN
2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act
of 2009.)

A-3
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[ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (FEB 2012) (Pub. L. 109-
282) (31 U.S.C. 6101 note).

[] (5) 52.204-11, American Recovery and Reinvestment Act-Reporting Requirements (JUL 2010) (Pub, L. 111-5).

[x] (6) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment. (Dec 2010) (31 U.S.C. 6101 note).

0 (7) 52,209-9, Updates of Publicly Available Information Regarding Responsibility Matters (FEB 2012) (41 U.S.C.
2313).

D (8) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (MAY 2012) (section 738 of
Division C of Pub. L. 112-74, section 740 of Division C of Pub. L. 111-117, section 743 of Division D of Pub. L. 111-8,
and section 745 of Division D of Pub. L. 110-161).

a (9) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (NOV 2011) (15 U.S.C. 657a).

[] (10) 52,219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (JAN 2011) (if the
offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

a (11) [Reserved]

IX] (12)(1) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2011) (15 U.S.C. 644).

[ (il) Alternate I (NOV 2011).

O (iii) Altemate II (NOV 2011).

0 (13)(i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).

] (11) Alternate I (Oct 1995) of 52.219-7.

O (iii) Alternate II (Mar 2004) of 52.219-7.

] (14) 52,219-8, Utilization of Small Business Concerns (JAN 2011) (15 U.S.C. 637(d)(2) and (3)).

I' (15)(i) 52.219-9, Small Business Subcontracting Plan (JAN 2011) (15 U.S.C. 637(d)(4)).

[] (ii) Alternate I (Oct 2001) of 52.219-9.

O (iii) Alternate II (Oct 2001) of 52.219-9.

r3 (Iv) Alternate III (JUL 2010) of 52.219-9.

O (16) 52.219-13, Notice of Set-Aside of Orders (NOV 2011) (15 U.S.C. 644(r)).

1] (17) 52.219-14, Limitations on Subcontracting (NOV 2011) (15 U.S.C. 637(a)(14)).

0 (18) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(I)).

o (19)(i) 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged Business Concerns (OCT
2008) (10 U.S.C. 2323) (if the offeror elects to waive the adjustment, it shall so Indicate in its offer.)

[] (Ii) Alternate I (June 2003) of 52.219-23.

A-4
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I] (20) 52.219-25, Small Disadvantaged Business Participation Program-Disadvantaged Status and Reporting
(DEC 2010) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

] (21) 52.219-26, Small Disadvantaged Business Participation Program-Incentive Subcontracting (Oct 2000)
(Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

0 (22) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NOV 2011) (15 U.S.C.

657f).

[x] (23) 52.219-28, Post Award Small Business Program Rerepresentation (APR 2012) (15 U.S.C 632(a)(2)).

U (24) 52.219-29, Notice of Set-Aside for Economically Disadvantaged Women-Owned Small Business
(EDWOSB) Concerns (APR 2012) (15 U.S.C. 637(m)).

[ (25) 52.219-30, Notice of Set-Aside for Women-Owned Small Business (WOSB) Concerns Eligible Under the

WOSB Program (APR 2012) (15 U.S.C. 637(m)),

[XI (26) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

[x] (27) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (MAR 2012) (E.O. 13126).

[x] (28) 52,222-21, Prohibition of Segregated Facilities (Feb 1999).

[x] (29) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

[x] (30) 52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212).

[x] (31) 52.222-36, Affirmative Action forWorkers with Disabilities (Oct 2010) (29 U.S.C. 793).

[x] (32) 52.222-37, Employment Reports on Veterans (SEP 2010) (38 U.S.C. 4212).

a] (33) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O.
13496).

[ (34) 52.222-54, Employment Eligibility Verification (Jan 2009). (Executive Order 12989). (Not applicable to the
acquisition of commercially available off-the-shelf items or certain other types of commercial items as prescribed in
22.1803.)

a (35)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (May 2008)
(42 U.S.C.6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf items,)

a (ii) Alternate I (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of

commercially available off-the-shelf items.)

[ (36) 52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007)(42 U.S.C. 8259b).

0 (37)(1) 52.223-16, IEEE 1680 Standard for the Environmental Assessment of Personal Computer Products (DEC
2007) (E.O. 13423).

U (i1) Alternate I (DEC 2007) of 52.223-16.

[X] (38) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (AUG 2011)

A-5
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[x] (39) 52.225-1, Buy American Act-Supplies (FEB 2009) (41 U.S.C. 1Oa-1Od).

f (40)(i) 52.225-3, Buy American Act-Free Trade Agreements- Israeli Trade Act (MAY 2012) (41 U.S.C. chapter
83,19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77,
108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, and 112-42).

a1 (ii) Alternate I (MAR 2012) of 52.225-3.

a] (iii) Alternate II (MAR 2012) of 52.225-3.

a (iv) Alternate III (MAR 2012) of 52.225-3.

a (41) 52.225-5, Trade Agreements (MAY 2012) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).

[X] (42) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s, proclamations, and statutes
administered by the Office of Foreign Assets Control of the Department of the Treasury).

n (43) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

a (44) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C.
5150).

a (45) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C, 255(f), 10 U.S.C.
2307(f)).

I1 (46) 52.232-30, Installment Payments for Commercial Items (Oct 1995) (41 U.S.C. 255(f), 10 U.S.C. 2307(f)).

[X] (47) 52.232-33, Payment by Electronic Funds Transfer-Central Contractor Registration (Oct 2003) (31 U.S.C.
3332).

[] (48) 52.232-34, Payment by Electronic Funds Transfer-Other than Central Contractor Registration (May 1999)
(31 U.S.C. 3332).

O (49) 52.232-36, Payment by Third Party (FEB 2010) (31 U.S.C. 3332).

a1 (50) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

D] (51)(1) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx.
1241(b) and 10 U.S.C. 2631).

o (ii) Alternate I (Apr 2003) of 52,247-64.

(c) The Contractor shall comply with the FAR clauses In this paragraph (c), applicable to commercial services, that
the Contracting Officer has indicated as being incorporated In this contract by reference to implement provisions of law
or Executive orders applicable to acquisitions of commercial items:

a (1) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).

O (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 1989) (29 U.S.C. 206 and 41 U.S.C. 351,
et seq.).

Employee Class Monetary Wage-Fringe Benefits
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0 (3) 52.222-43, Fair Labor Standards Act and Service Contract Act-Price Adjustment (Multiple Year and Option
Contracts) (Sep 2009) (29 U.S.C. 206 and 41 U.S.C. 351, et seq.).

0 (4) 52.222-44, Fair Labor Standards Act and Service Contract Act-Price Adjustment (Sep 2009) (29 U.S.C. 206
and 41 U.S.C. 351, et seq.).

0 (5) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration,
or Repair of Certain Equipment-Requirements (Nov 2007) (41 U.S.C. 351, et seq.).

0 (6) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services-
Requirements (FEB 2009) (41 U.S.C. 351, et seq.).

0 (7) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-247)

0 (8) 52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C. 511 2 (p)(1)).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph
(d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and
does not contain the clause at 52.215-2, Audit and Records-Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall
have access to and right to examine any of the Contractor's directly pertinent records involving transactions related to
this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter
period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this
contract is completely or partially terminated, the records relating to the work terminated shall be made available for 3
years after any resulting final termination settlement. Records relating to appeals under the disputes clause or to
litigation or the settlement of claims arising under or relating to this contract shall be made available until such
appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other
data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any record
that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) In a subcontract for
commercial items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause-

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010) (Pub. L. 110-252, Title VI, Chapter 1
(41 U.S.C. 251 note)).

(ii) 52.219-8, Utilization of Small Business Concerns (DEC 2010) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts
that offer further subcontracting opportunities. If the subcontract (except subcontracts to small business concerns)
exceeds $650,000 ($1.5 million for construction of any public facility), the subcontractor must include 52.219-8 in lower
tier subcontracts that offer subcontracting opportunities.

(iII) [Reserved]
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(iv) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

(v) 52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212).

(vi) 52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) (29 U.S.C. 793).

(vii) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496).
Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.

(viii) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).

(ix) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).

Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 7104(g)).

(x) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration,
or Repair of Certain Equipment-Requirements "(Nov 2007)" (41 U.S.C. 351, et seq.).

(xA) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services-
Requirements (FEB 2009)(41 U.S.C. 351, et seq.).

(xii) 52.222-54, Employee Eligibility VerifIcation (JAN 2009)

(xiii) 52,226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-247). Flow
down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xlv) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 US.C. Appx.
1241 (b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal number of
additional clauses necessary to satisfy its contractual obligations.

A.7 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates specified in
the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the
Secretary of Labor. The option provision may be exercised more than once, but the total extension of performance
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the
Contractor within 15 days of contract expiration.

A.8 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 15 days of
contract expiration; provided that the Government gives the Contractor a preliminary written notice of its intent to
extend at least 30 days before the contract expires. The preliminary notice does not commit the Government to an
extension.

(b) If the Government exercises this option, the extended contract shall be considered to Include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed five
(5) years.
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A.9 2052.215-71 CONTRACTING OFFICER REPRESENTATIVE (COR) AUTHORITY (NOVEMBER 2006)

(a) The contracting officer's authorized representative (hereinafter referred to as the COR) for this contract is:

Name: Janice Kelsh

Address: U.S. Nuclear Regulatory Commission
Mail Stop: TWB-05-B32M
11555 Rockville Pike
Rockville, MD 20852

Telephone Number, 301-492-3530

(b) Performance of the work under this contract is subject to the technical direction of the NRC COR. The term
"technical direction" is defined to include the following:

(1) Technical direction to the contractor which shifts work emphasis between areas of work or tasks, authorizes
travel which was unanticipated in the Schedule (i.e., travel not contemplated In the Statement of Work (SOW) or
changes to specific travel Identified in the SOW), fills in details, or otherwise serves to accomplish the contractual
SOW.

(2) Provide advice and guidance to the contractor in the preparation of drawings, specifications, or technical
portions of the work description.

(3) Review and, where required by the contract, approval of technical reports, drawings, specifications, and
technical Information to be delivered by the contractor to the Government under the contract.

(c) Technical direction must be within the general statement of work stated In the contract. The COR does not have
the authority to and may not issue any technical direction which:

(1) Constitutes an assignment of work outside the general scope of the contract.

(2) Constitutes a change as defined in the "Changes" clause of this contract.

(3) In any way causes an increase or decrease in the total estimated contract cost, the fixed fee, if any, or the time
required for contract performance.

(4) Changes any of the expressed terms, conditions, or specifications of the contract.

(5) Terminates the contract, settles any claim or dispute arising under the contract, or Issues any unilateral directive
whatever.

(d) All technical directions must be Issued in writing by the COR or must be confirmed by the project officer in writing
within ten (10) working days after verbal issuance. A copy of the written direction must be furnished to the contracting
officer. A copy of NRC Form 445, Request for Approval of Official Foreign Travel, which has received final approval
from the NRC must be fumished to the contracting officer.

(e) The contractor shall proceed promptly with the performance of technical directions duly issued by the project
officer in the manner prescribed by this clause and within the project officer's authority under the provisions of this
clause.
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(f) If, in the opinion of the contractor, any instruction or direction issued by the COR is within one of the categories as
defined in paragraph (c) of this section, the contractor may not proceed but shall notify the contracting officer in writing
within five (5) working days after the receipt of any instruction or direction and shall request the contracting officer to
modify the contract accordingly. Upon receiving the notification from the contractor, the contracting officer shall Issue
an appropriate contract modification or advise the contractor In writing that, in the contracting officer's opinion, the
technical direction is within the scope of this article and does not constitute a change under the "Changes* clause.

(g) Any unauthorized commitment or direction issued by the COR may result in an unnecessary delay in the
contractors performance and may even result in the contractor expending funds for unallowable costs under the
contract.

(h) A failure of the parties to agree upon the nature of the instruction or direction or upon the contract action to be
taken with respect thereto is subject to 52.233-1 -Disputes.

(1) In addition to providing technical direction as defined in paragraph (b) of the section, the project officer shall:

(1) Monitor the contractor's technical progress, including surveillance and assessment of performance, and
recommend to the contracting officer changes in requirements.

(2) Assist the contractor in the resolution of technical problems encountered during performance.

(3) Review all costs requested for reimbursement by the contractor and submit to the contracting officer
recommendations for approval, disapproval, or suspension of payment for supplies and services required under this
contract.

(4) Assist the contractor in obtaining the badges for the contractor personnel.

(5) Immediately notify the Security Branch, Division of Facilities and Security (SB/DFS) (via e-mail) when a
contractor employee no longer requires access authorization and return of any NRC issued badge to SBI/DFS within
three days after their termination.

(6) Ensure that all contractor employees that require access to classified Restricted Data or National Security
Information or matter, access to sensitive unclassified information (Safeguards, Official Use Only, and Proprietary
information) access to sensitive IT systems or data, unescorted access to NRC controlled buildings/space, or
unescorted access to protected and vital areas of nuclear power plants receive approval of SB/DFS. prior to access in
accordance with Management Directive and Handbook 12.3.

(7) For contracts for the design, development, maintenance or operation of Privacy Act Systems of Records, obtain
from the contractor as part of closeout procedures, written certification that the contractor has returned to NRC,
transferred to the successor contractor, or destroyed at the end of the contract in accordance with instructions
provided by the NRC Systems Manager for Privacy Act Systems of Records, all records (electronic or paper) which
were created, compiled, obtained or maintained under the contract.

A.10 2052.215-70 KEY PERSONNEL (JAN 1993)

(a) The following individuals are considered to be essential to the successful performance of the work hereunder.

Dr. Rodney Burbach Mental Health Review Officer
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The contractor agrees that personnel may not be removed from the contract work or replaced without compliance with
paragraphs (b) and (c) of this section.

(b) If one or more of the key personnel, for whatever reason, becomes, or is expected to become, unavailable for
work under this contract for a continuous period exceeding 30 work days, or is expected to devote substantially less
effort to the work than indicated in the proposal or initially anticipated, the contractor shall immediately notify the
contracting officer and shall, subject to the concurrence of the contracting officer, promptly replace the personnel with
personnel of at least substantially equal ability and qualifications.

(c) Each request for approval of substitutions must be in writing and contain a detailed explanation of the
circumstances necessitating the proposed substitutions. The request must also contain a complete resume for the
proposed substitute and other information requested or needed by the contracting officer to evaluate the proposed
substitution. The contracting officer and the project officer shall evaluate the contractor's request and the contracting
officer shall promptly notify the contractor of his or her decision in writing.

(d) If the contracting officer determines that suitable and timely replacement of key personnel who have been
reassigned, terminated, or have otherwise become unavailable for the contract work is not reasonably forthcoming, or
that the resultant reduction of productive effort would be so substantial as to impair the successful completion of the
contract or the service order, the contract may be terminated by the contracting officer for default or for the
convenience of the Government, as appropriate. If the contracting officer finds the contractor at fault for the condition,
the contract price or fixed fee may be equitably adjusted downward to compensate the Government for any resultant
delay, loss, or damage.

A-11 2052.204.70 SECURITY (MAR 2004)

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies, procedures, and criteria of
the NRC Security Program, NRC Management Directive (MD) 12 (including MD 12.1, "NRC Facility Security
Program;" MD 12.2, "NRC Classified Information Security Program;" MD 12.3, "NRC Personnel Security Program;"
MD 12.4, "NRC Telecommunications Systems Security Program;" MD 12.5, "NRC Automated Information Systems
Security Program;" and MD 12.6, "NRC Sensitive Unclassified Information Security Program"), apply to performance
of this contract, subcontract or other activity. This MD is incorporated into this contract by reference as though fully
set forth herein. The attached NRC Form 187 (See List of Attachments) furnishes the basis for providing security and
classification requirements to prime contractors, subcontractors, or others (e.g., bidders) who have or may have an
NRC contractual relationship that requires access to classified Restricted Data or National Security Information or
matter, access to sensitive unclassified information (e.g., Safeguards), access to sensitive Information Technology (IT)
systems or data, unescorted access to NRC controlled buildings/space, or unescorted access to protected and vital
areas of nuclear power plants.

(b) It is the contractor's duty to protect National Security Information, Restricted Data, and Formerly Restricted Data.
The contractor shall, in accordance with the Commission's security regulations and requirements, be responsible for
protecting National Security Information, Restricted Data, and Formerly Restricted Data, and for protecting against
sabotage, espionage, loss, and theft, the classified documents and material in the contractor's possession in
connection with the performance of work under this contract. Except as otherwise expressly provided in this contract,
the contractor shall, upon completion or termination of this contract, transmit to the Commission any classified matter
in the possession of the contractor or any person under the contractor's control In connection with performance of this
contract. If retention by the contractor of any classified matter is required after the completion or termination of the
contract and the retention is approved by the contracting officer, the contractor shall complete a certificate of
possession to be furnished to the Commission specifying the classified matter to be retained. The certification must
identify the items and types or categories of matter retained, the conditions governing the retention of the matter and
their period of retention, if known. If the retention is approved by the contracting officer, the security provisions of the
contract continue to be applicable to the matter retained.
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(c) In connection with the performance of the work under this contract, the contractor may be furnished, or may
develop or acquire, safeguards information, or confidential or privileged technical, business, or financial Information,
including Commission plans, policies, reports, financial plans, internal data protected by the Privacy Act of 1974 (Pub.
L. 93.579), or other information which has not been released to the public or has been determined by the Commission
to be otherwise exempt from disclosure to the public. The contractor shall ensure that information protected from
public disclosure is maintained as required by NRC regulations and policies, as cited in this contract or as otherwise
provided by the NRC. The contractor will not directly or Indirectly duplicate, disseminate, or disclose the information in
whole or in part to any other person or organization except as may be necessary to perform the work under this
contract, The contractor agrees to return the information to the Commission or otherwise dispose of it at the direction
of the contracting officer. Failure to comply with this clause is grounds for termination of this contract

(d) Regulations. The contractor agrees to conform to all security regulations and requirements of the Commission
which are subject to change as directed by the NRC Division of Facilities and Security (DFS) and the Contracting
Officer. These changes will be under the authority of the FAR Changes clause referenced in this document.

The contractor agrees to comply with the security requirements set forth in NRC Management Directive 12.1, NRC
Facility Security Program which is incorporated into this contract by reference as though fully set forth herein.
Attention is directed specifically to the section titled "Infractions and Violations," including "Administrative Actions" and
"Reporting Infractions."

(e) Definition of National Security Information. The term National Security Information, as used in this clause, means
information that has been determined pursuant to Executive Order 12958 or any predecessor order to require
protection against unauthorized disclosure and that is so designated.

(f) Definition of Restricted Data. The term Restricted Data, as used In this clause, means all data concerning design,
manufacture, or utilization of atomic weapons; the production of special nuclear material; or the use of special nuclear
material In the production of energy, but does not include data declassified or removed from the Restricted Data
category pursuant to Section 142 of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in this clause, means all data
removed from the Restricted Data category under Section 142-d of the Atomic Energy Act of 1954, as amended.

(h) Definition of Safeguards Information. Sensitive unclassified information that specifically Identifies the detailed
security measures of a licensee or an applicant for the physical protection of special nuclear material; or security
measures for the physical protection and location of certain plant equipment vital to the safety of production of
utilization facilities. Protection of this information is required pursuant to Section 147 of the Atomic Energy Act of
1954, as amended.

(i) Security Clearance. The contractor may not permit any individual to have access to Restricted Data, Formerly
Restricted Data, or other classified information, except in accordance with the Atomic Energy Act of 1954, as
amended, and the Commission's regulations or requirements applicable to the particular type or category of classified
Information to which access is required. The contractor shall also execute a Standard Form 312, Classified
Information Nondisclosure Agreement, when access to classified Information is required.

(j) Criminal Liabilities. It is understood that disclosure of National Security Information, Restricted Data, and Formerly
Restricted Data relating to the work or services ordered hereunder to any person not entitled to receive it, or failure to
safeguard any Restricted Data, Formerly Restricted Data, or any other classified matter that may come to the
contractor or any person under the contractors control in connection with work under this contract, may subject the
contractor, its agents, employees, or subcontractors to criminal liability under the laws of the United States. (See the
Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011 et seq.; 18 U.S.C. 793 and 794; and Executive Order
12958.)

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the contracting officer, the

contractor shall insert provisions similar to the foregoing in all subcontracts and purchase orders under this contract.
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(I) In performing the contract work, the contractor shall classify all documents, material, and equipment originated or
generated by the contractor In accordance with guidance Issued by the Commission. Every subcontract and purchase
order issued hereunder Involving the origination or generation of classified documents, material, and equipment must
provide that the subcontractor or supplier assign classification to all documents, material, and equipment in
accordance with guidance furnished by the contractor.

A.12 2052.204-71 BADGE REQUIREMENTS FOR UNESCORTED BUILDING ACCESS TO NRC
FACILITIES (MAR 2006)

During the life of this contract, the rights of Ingress and egress for contractor personnel must be made available, as
required, provided that the individual has been approved for unescorted access after a favorable adjudication from the
Security Branch, Division of Facilities and Security (SB/DFS).

In this regard, all contractor personnel whose duties under this contract require their presence on site shall be clearly
identifiable by a distinctive badge furnished by the NRC. The Project Officer shall assist the contractor in obtaining
badges for the contractor personnel. All contractor personnel must present two forms of Identity Source Documents (I-
9). One of the documents must be a valid picture ID issued by a state or by the Federal Government. Original 1-9
documents must be presented in person for certification. A list of acceptable documents can be found at
http:llwww.usdoj.gov/crtlrecrult_employnl9form.pdf. It Is the sole responsibility of the contractor to ensure that each
employee has a proper NRC-Issued identification/badge at all times. All photo-identification badges must be
immediately (no later than three days) delivered to SB/DFS for cancellation or disposition upon the termination of
employment of any contractor personnel. Contractor personnel must display any NRC issued badge in clear view at all
times during on site performance under this contract. It is the contractor's duty to assure that contractor personnel
enter only those work areas necessary for performance of contract work, and to assure the protection of any
Government records or data that contractor personnel may come into contact with.

A.13 SECURITY REQUIREMENTS FOR BUILDING ACCESS APPROVAL (AUG 2011)

The Contractor shall ensure that all Its employees, subcontractor employees or consultants who are assigned to
perform the work herein for contract performance for periods of more than 30 calendar days at NRC facilities, are
approved by the NRC for unescorted NRC building access.

The Contractor shall conduct a preliminary federal facilities security screening interview or review for each of its
employees, subcontractor employees, and consultants and submit to the NRC only the names of candidates for
contract performance that have a reasonable probability of obtaining approval necessary for access to NRC's federal
facilities. The Contractor shall pre-screen its applicants for the following:

(a) felony arrest in the last seven (7) years; (b) alcohol related arrest within the last five (5) years; (c) record of any
military courts-martial convictions in the past ten (10) years; (d) illegal use of narcotics or other controlled substances
possession In the past year, or illegal purchase, production, transfer, or distribution of narcotics or other controlled
substances in the last seven (7) years; and (e) delinquency on any federal debts or bankruptcy in the last seven (7)
years.

The Contractor shall make a written record of its pre-screening interview or review (including any information to
mitigate the responses to items listed in (a) - (e)), and have the applicant verify the pre-screening record or review,
sign and date it. Two (2) copies of the pre-screening signed record or review shall be supplied to the Division of
Facilities and Security, Personnel Security Branch (DFSIPSB) with the Contractor employee's completed building
access application package.
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The Contractor shall further ensure that its employees, any subcontractor employees and consultants complete all
building access security applications required by this clause within fourteen (14) calendar days of notification by
DFS/PSB of initiation of the application process, Timely receipt of properly completed records of the Contractor's
signed pre-screening record or review and building access security applications (submitted for candidates that have a
reasonable probability of obtaining the level of access authorization necessary for access to NRC's facilities) is a
contract requirement. Failure of the Contractor to comply with this contract administration requirement may be a basis
to cancel the award, or terminate the contract for default, or offset from the contract's invoiced cost or price the NRC's
incurred costs or delays as a result of Inadequate pre-screening by the Contractor. In the event of cancellation or
termination, the NRC may select another firm for contract award.

A Contractor, subcontractor employee or consultant shall not have access to NRC facilities until he/she Is approved
by DFSIPSB. Temporary access may be approved based on a favorable NRC review and discretionary determination
of their building access security forms. Final building access will be approved based on favorably adjudicated checks
by the Govemment. However, temporary access approval will be revoked and the Contractor's employee may
subsequently be denied access in the event the employee's Investigation cannot be favorably determined by the NRC.
Such employee will not be authorized to work under any NRC contract requiring building access without the approval
of DFSIPSB. When an individual receives final access, the individual will be subject to a review or reinvestigation
every five (5) or ten (10) years, depending on their job responsibilities at the NRC.

The Government shall have and exercise full and complete control and discretion over granting, denying,
withholding, or terminating building access approvals for individuals performing work under this contract. Individuals
performing work under this contract at NRC facilities for a period of more than 30 calendar days shall be required to
complete and submit to the Contractor representative an acceptable OPM Standard Form 85 (Questionnaire for Non-
Sensitive Positions), and two (2) FD 258 (Fingerprint Charts). Non-U.S. citizens must provide official documentation
to the DFS/PSB, as proof of their legal residency. This documentation can be a Permanent Resident Card,
Temporary Work Visa, Employment Authorization Card, or other official documentation issued by the U.S. Citizenship
and Immigration Services, Any applicant with less than five (5) years residency in the U.S. will not be approved for
building access. The Contractor shall submit the documents to the NRC Contracting Officer's Representative (COR)
who will give them to DFS/PSB.

DFSIPSB may, among other things, grant or deny temporary unescorted building access approval to an Individual
based upon its review of the information contained in the OPM Standard Form 85 and the Contractors pre-screening
record. Also, in the exercise of its authority, the Government may, among other things, grant or deny permanent
building access approval based on the results of its review or investigation. This submittal requirement also applies to
the officers of the firm who, for any reason, may visit the NRC work sites for an extended period of time during the
term of the contract. In the event that DFSI PSB are unable to grant a temporary or permanent building access
approval, to any individual performing work under this contract, the Contractor is responsible for assigning another
individual to perform the necessary function without any delay in the contract's performance schedule, or without
adverse Impact to any other terms or conditions of the contract. The Contractor is responsible for informing those
affected by this procedure of the required building access approval process (i.e., temporary and permanent
determinations), and the possibility that individuals may be required to wait until permanent building access approvals
are granted before beginning work in NRC's buildings.

CANCELLATION OR TERMINATION OF BUILDING ACCESS/ REQUEST

The Contractor shall immediately notify the PO when a Contractor or subcontractor employee or consultant's need
for NRC building access approval is withdrawn or the need by the Contractor employee's for building access
terminates. The PO will immediately notify DFS/PSB (via e-mail) when a Contractor employee no longer requires
building access. The Contractor shall be required to return any NRC issued badges to the Contracting Officer's
Representative (COR) for return to DFS/FSB (Facilities Security Branch) within three (3) days after their termination.

A.14 SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY LEVEL I OR LEVEL II
ACCESS APPROVAL (AUG 2011)
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The contractor must identify all individuals selected to work under this contract. The NRC Contracting Officer's
Representative (COR) shall make the final determination of the level, If any, of IT access approval required for all
individuals working under this contract/order using the following guidance. The Government shall have full and
complete control and discretion over granting, denying, withholding, or terminating IT access approvals for contractor
personnel performing work under this contract/order.

The contractor shall conduct a preliminary security interview or review for each employee requiring IT level I or II
access and submit to the Government only the names of candidates that have a reasonable probability of obtaining
the level of IT access approval for which the employee has been proposed. The contractor shall pre-screen its
applicants for the following:

(a) felony arrest in the last seven (7) years; (b) alcohol related arrest within the last five (5) years; (c) record of any
military courts-martial convictions in the past ten (10) years; (d) illegal use of narcotics or other controlled substances
possession in the past year, or illegal purchase, production, transfer, or distribution of narcotics or other controlled
substances in the last seven (7) years; and (e) delinquency on any federal debts or bankruptcy In the last seven (7)
years.

The contractor shall make a written record of its pre-screening interview or review (including any information to
mitigate the responses to items listed In (a) - (e)), and have the employee verify the pre-screening record or review,
sign and date it. The contractor shall supply two (2) copies of the signed contractor's pre-screening record or review
to the NRC Contracting Officer's Representative (COR), who will then provide them to the NRC Office of
Administration, Division of Facilities and Security, Personnel Security Branch with the employee's completed IT
access application package.

The contractor shall further ensure that its personnel complete all IT access approval security applications required
by this clause within fourteen (14) calendar days of notification by the NRC Contracting Officers Representative
(COR) of initiation of the application process. Timely receipt of properly completed records of the pre-screening
record and IT access approval applications (submitted for candidates that have a reasonable probability of obtaining
the level of security assurance necessary for access to NRC's IT systems/data) is a requirement of this contract/order.
Failure of the contractor to comply with this requirement may be a basis to terminate the contract/order for cause, or
offset from the contracts invoiced cost or price the NRC's incurred costs or delays as a result of inadequate pre-
screening by the contractor.

SECURITY REQUIREMENTS FOR IT LEVEL I

Performance under this contract/order will involve contractor personnel who perform services requiring direct access
to or operate agency sensitive information technology systems or data (IT Level I). The IT Level I involves
responsibility for the planning, direction, and implementation of a computer security program; major responsibility for
the direction, planning, and design of a computer system, including hardware and software; or the capability to access
a computer system during Its operation or maintenance in such a way that could cause or that has a relatively high risk
of causing grave damage; or the capability to realize a significant personal gain from computer access.

Contractor personnel shall not have access to sensitive information technology systems or data until they are
approved by DFS/PSB and they have been so informed in writing by the NRC Contracting Officer's Representative
(COR). Temporary IT access may be approved by DFS/PSB based on a favorable review or adjudication of their
security forms and checks. Final IT access may be approved by DFS/PSB based on a favorably review or
adjudication of a completed background investigation. However, temporary access authorization approval will be
revoked and the employee may subsequently be denied IT access in the event the employee's investigation cannot be
favorably adjudicated. Such an employee will not be authorized to work under any NRC contract/order requiring IT
access without the approval of DFS/PSB, as communicated in writing to the contractor by the NRC Contracting
Officer's Representative (COR). Where temporary access authorization has been revoked or denied by DFSIPSB, the
contractor shall assign another contractor employee to perform the necessary work under this contract/ order without
delay to the contract/order performance schedule, or without adverse impact to any other terms or conditions of the
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contract/order. When an individual receives final IT access approval from DFS/PSB, the individual will be subject to a
reinvestigation every ten (10) years thereafter (assuming continuous performance under contract/order at NRC) or
more frequently in the event of noncontinuous performance under contract/order at NRC.

The contractor shall submit a completed security forms packet, Including the OPM Standard Form (SF) 86
(Questionnaire for National Security Positions), two (2) copies of the Contractor's signed pre-screening record and two
(2) FD 258 fingerprint charts, to the NRC PO who will then provide them to DFSIPSB for review and adjudication, prior
to the individual being authorized to perform work under this contract/order requiring access to sensitive information
technology systems or data. Non-U.S. citizens must provide official documentation to the DFS/PSB, as proof of their
legal residency. This documentation can be a Permanent Resident Card, Temporary Work Visa, Employment
Authorization Card, or other official documentation issued by the U.S. Citizenship and Immigration Services. Any
applicant with less than seven (7) years residency in the U.S. will not be approved for IT Level I access. The
Contractor shall submit the documents to the NRC Contracting Officer's Representative (COR) who will give them to
DFS/PSB. The contractor shall ensure that all forms are accurate, complete, and legible. Based on DFS/PSB review
of the contractor employee's security forms and/or the receipt of adverse information by NRC, the contractor individual
may be denied access to NRC facilities and sensitive information technology systems or data until a final
determination is made by DFS/PSB and thereafter communicated to the contractor by the NRC Contracting Officer's
Representative (COR) regarding the contractor person's eligibility.

in accordance with NRCAR 2052.204-70 'Security," IT Level I contractors shall be subject to the attached NRC
Form 187 and SF-86 which furnishes the basis for providing security requirements to contractors that have or may
have an NRC contractual relationship which requires access to or operation of agency sensitive information
technology systems or remote development and/or analysis of sensitive information technology systems or data or
other access to such systems and data; access on a continuing basis (in excess more than 30 calendar days) to NRC
buildings; or otherwise requires issuance of an unescorted NRC badge.

SECURITY REQUIREMENTS FOR IT LEVEL II

Performance under this contract/order will involve contractor personnel that develop and/or analyze sensitive
information technology systems or data or otherwise have access to such systems or data (IT Level II).

The IT Level II involves responsibility for the planning, design, operation, or maintenance of a computer system and
all other computer or IT positions.

Contractor personnel shall not have access to sensitive information technology systems or data until they are
approved by DFS/PSB and they have been so informed in writing by the NRC Contracting Officer's Representative
(COR). Temporary access may be approved by DFS/PSB based on a favorable review of their security forms and
checks. Final IT access may be approved by DFS/PSB based on a favorably adjudication. However, temporary
access authorization approval will be revoked and the contractor employee may subsequently be denied IT access in
the event the employee's investigation cannot be favorably adjudicated. Such an employee will not be authorized to
work under any NRC contract/order requiring IT access without the approval of DFS/PSB, as communicated in writing
to the contractor by the NRC Contracting Officer's Representative (COR). Where temporary access authorization has
been revoked or denied by DFS/PSB, the contractor Is responsible for assigning another contractor employee to
perform the necessary work under this contract/order without delay to the contract/order performance schedule, or
without adverse Impact to any other terms or conditions of the contract/order. When a contractor employee receives
final IT access approval from DFS/PSB, the individual will be subject to a review or reinvestigation every ten (10)
years (assuming continuous performance under contract/order at NRC) or more frequently in the event of
noncontinuous performance under contract/order at NRC.

The contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 86
(Questionnaire for National Security Positions), two (2) copies of the Contractor's signed pre-screening record and two
(2) FD 258 fingerprint charts, through the NRC Contracting Officer's Representative (COR) to DFS/PSB for review and
adjudication, prior to the contractor employee being authorized to perform work under this contract/order. Non-U.S.
citizens must provide official documentation to the DFS/PSB, as proof of their legal residency. This documentation
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can be a Permanent Resident Card, Temporary Work Visa, Employment Authorization Card, or other official
documentation issued by the U.S. Citizenship and Immigration Services. Any applicant with less than seven (7) years
residency in the U.S. will not be approved for IT Level II access. The Contractor shall submit the documents to the
NRC Contracting Officers Representative (COR) who will give them to DFS/PSB. The contractor shall ensure that all
forms are accurate, complete, and legible. Based on DFSJ PSB review of the contractor employee's security forms
and/or the receipt of adverse information by NRC, the contractor employee may be denied access to NRC facilities,
sensitive information technology systems or data until a final determination is made by DFS/PSB regarding the
contractor person's eligibility.

In accordance with NRCAR 2052.204-70 "Security," IT Level I contractors shall be subject to the attached NRC
Form 187, SF-86, and contractors record of the pre-screening which furnishes the basis for providing security
requirements to contractors that have or may have an NRC contractual relationship which requires access to or
operation of agency sensitive information technology systems or remote development and/or analysis of sensitive
information technology systems or data or other access to such systems or data; access on a continuing basis ( in
excess of more than 30 calendar days) to NRC buildings; or otherwise requires issuance of an unescorted NRC
badge.

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

When a request for IT access is to be withdrawn or canceled, the contractor shall immediately notify the NRC
Contracting Officer's Representative (COR) by telephone so that the access review may be promptly discontinued.
The notification shall contain the full name of the contractor employee and the date of the request. Telephone
notifications must be promptly confirmed by the contractor in writing to the NRC Contracting Officer's Representative
(COR), who will forward the confirmation to DFS/PSB. Additionally, the contractor shall immediately notify the NRC
Contracting Officer's Representative (COR) In writing, who will in turn notify DFS/PSB, when a contractor employee no
longer requires access to NRC sensitive automated information technology systems or data, including the voluntary or
involuntary separation of employment of a contractor employee who has been approved for or Is being processed for
IT access.

The contractor shall flow the requirements of this clause down into all subcontracts and agreements with consultants
for work that requires them to access NRC IT resources.

A.15 SECURITY REQUIREMENTS FOR ACCESS TO CLASSIFIED MATTER OR INFORMATION (AUG
2011)

Performance under this contract will require access to classified matter or information (National Security Information
or Restricted Data) in accordance with the attached NRC Form 187 (See List of Attachments). Prime Contractor
personnel, subcontractors or others performing work under this contract shall require a "Q" security clearance (allows
access to Top Secret, Secret, and Confidential National Security Information and Restricted Data) or an "V security
clearance (allows access to Secret and Confidential National Security Information and/or Confidential Restricted
Data).

The Contractor must identify all Individuals to work under this contract. The NRC sponsoring office shall make the
final determination of the type of security clearance required for all individuals working under this contract.

The Contractor shall conduct a preliminary security interview or review for each of its employees, subcontractor
employees and consultants, and submit to the Government only the names of candidates that have a reasonable
probability of obtaining the level of security clearance for which the candidate has been proposed. The Contractor will
pre-screen applicants for the following:

(a) pending criminal charges or proceedings; (b) felony arrest records including alcohol related arrest within the last
seven (7) years; (c) record of any military courts-martial charges and proceedings in the last seven (7) years and
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courts-martial convictions in the last ten (10) years; (d )any involvement in hate crimes; (e) Involvement In any group
or organization that espouses extra-legal violence as a legitimate means to an end; (f) dual or multiple citizenship
including the issuance of a foreign passport in the last seven (7) years; (g) illegal use possession, or distribution of
narcotics or other controlled substances within the last seven (7) years; (h) financial issues regarding delinquent
debts, liens, garnishments, bankruptcy and civil court actions in the last seven (7) years.

The Contractor will make a written record of their pre-screening interview or review (including any information to
mitigate the responses to items listed in (a) - (h)), and have the candidate verify the record, sign and date it. Two (2)
copies of the signed interview record or review will be supplied to DFS/PSB with the applicant's completed security
application package.

The Contractor will further ensure that all Contractor employees, subcontractor employees and consultants for
classified information access approval complete all security applications required by this clause within fourteen (14)
calendar days of notification by DFS/PSB of initiation of the application process. Timely receipt of property completed
security applications (submitted for candidates that have a reasonable probability of obtaining the level of security
clearance for which the candidate has been proposed) is a contract requirement. Failure of the Contractor to comply
with this condition may be a basis to cancel the award, or terminate the contract for default, or offset from the
contract's invoiced cost or price the NRC's Incurred costs or delays as a result of Inadequate pre-screening by the
Contractor. In the event of termination or cancellation, the Government may select another firm for contract award.

Such Contractor personnel shall be subject to the NRC Contractor personnel security requirements of NRC
Management Directive (MD) 12.3, Part I and 10 CFR Part 10.11, which is hereby incorporated by reference and made
a part of this contract as though fully set forth herein, and will require a favorably adjudicated Single Scope
Background Investigation (SSBI) for "Q" clearances or a favorably adjudicated Access National Agency Check and
Inquiries (ANACI), or higher level investigation depending on the position the Individual will occupy, for "L" clearances.

A Contractor employee shall not have access to classified information until he/she is granted a security clearance by
DFS/PSB, based on a favorably adjudicated investigation. In the event the Contractor employee's investigation
cannot be favorably adjudicated, any interim access approval could possibly be revoked and the individual could be
subsequently removed from performing under the contract. If Interim approval access is revoked or denied, the
Contractor is responsible for assigning another individual to perform the necessary work under this contract without
delay to the contract's performance schedule, or without adverse impact to any other terms or conditions of the
contract. The individual will be subject to a reinvestigation every five (5) years for "Q" clearances and every ten (10)
years for "L clearances.

The Contractor shall submit a completed security forms packet, including the SF-86, "Questionnaire for National
Security Positions," and fingerprint charts, through the PO to DFS/PSB for review and submission to the Office of
Personnel Management for Investigation. The individual may start working under this contract before a final clearance
is granted if a temporary access determination can be made by DFS/PSB after the review of the security package. If
the individual is granted a temporary access authorization, the individual may not have access to classified information
under this contract until DFS/PSB has granted them the appropriate security clearance, and the Contractor has read,
understood, and signed the SF 312, "Classified Information Nondisclosure Agreement." The Contractor shall assure
that all forms are accurate, complete, and legible (except for Part 2 of the questionnaire, which is required to be
completed in private and submitted by the individual to the Contractor in a sealed envelope), as set forth in NRC MD
12.3. Based on DFS/PSB review of the applicant's investigation, the individual may be denied his/her security
clearance In accordance with the due process procedures set forth in MD 12.3, E.O. 12968, and 10 CFR Part 10.11.

In accordance with NRCAR 2052.204-70 cleared Contractors shall be subject to the attached NRC Form 187 (See
Section J for List of Attachments), MD 12,3, SF- 86 and Contractors signed record or review of the pre-screening
which furnishes the basis for providing security requirements to prime Contractors, subcontractors or others who have
or may have an NRC contractual relationship which requires access to classified information.

CANCELLATION OR TERMINATION OF SECURITY CLEARANCE ACCESS/REQUEST
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When a request for clearance investigation is to be withdrawn or canceled, the Contractor shall immediately notify
the PO by telephone so that the investigation may be promptly discontinued. The notification shall contain the full
name of the individual, and the date of the request. Telephone notifications must be promptly confirmed in writing by
the Contractor to the PO who will forward the confirmation via email to DFS/PSB. Additionally, DFS/PSB must be
immediately notified In writing when an individual no longer requires access to Government classified information,
including the voluntary or involuntary separation of employment of an individual who has been approved for or Is being
processed for access under the NRC "Personnel Security Program."

A.16 DRUG FREE WORKPLACE TESTING: UNESCORTED ACCESS TO NUCLEAR FACILITIES,
ACCESS TO CLASSIFIED INFORMATION OR SAFEGUARDS INFORMATION, OR PERFORMING
IN SPECIALLY SENSITIVE POSITIONS (AUG 2011)

All contractor employees, subcontractor employees, and consultants proposed for performance or performing under
this contract shall be subject to pre- assignment, random, reasonable suspicion, and post-accident drug testing
applicable to: (1) individuals who require unescorted access to nuclear power plants, (2) individuals who have access
to classified or safeguards information, (3) individuals who are required to carry firearms in performing security
services for the NRC, (4) individuals who are required to operate government vehicles or transport passengers for the
NRC, (5) individuals who are required to operate hazardous equipment at NRC facilities, or (6) individuals who admit
to recent illegal drug use or those who are found through other means to be using drugs illegally. The Plan includes a
contractors employees and their subcontractors are subject to the procedures and terms of their employment
agreements with their employer.

The NRC Drug Program Manager will schedule the drug testing for all contractor employees, subcontractor
employees, and consultants who are subject to testing under this clause. Any NRC contractor found to be using,
selling, or possessing illegal drugs, or any contractor with a verified positive drug test result under this program while
in a duty status will immediately be removed from working under the NRC contract. The contractors employer will be
notified of the denial or revocation of the individual's authorization to have access to information and ability to perform
under the contract. The individual may not work on any NRC contract for a period of not less than one year from the
date of the failed drug test and will not be considered for reinstatement unless evidence of rehabilitation, as
determined by the NRC "drug testing contractors" Medical Review Officer, is provided.

Contractor drug testing records are protected under the NRC Privacy Act Systems of Records, System 35, "Drug
Testing Program Records - NRC" found at: http:/Awww.nrc.gov/reading-rmtfoia/privacy-systems.html

A.17 PACKAGING AND MARKING (AUG 2011)

(a) The Contractor shall package material for shipment to the NRC in such a manner that will ensure acceptance by
common carrier and safe delivery at destination. Containers and closures shall comply with the Surface
Transportation Board, Uniform Freight Classification Rules, or regulations of other carriers as applicable to the mode
of transportation.

(b) On the front of the package, the Contractor shall clearly identify the contract number under which the product is
being provided.

(c) Additional packaging and/or marking requirements are as follows:

A18 BRANDING (AUG 2011)

The Contractor Is required to use the official NRC branding logo or seal on any publications, presentations, products,
or materials funded under this contract, to the extent practical, in order to provide NRC recognition for its involvement
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in and contribution to the project. If the work performed is funded entirely with NRC funds, then the contractor must
acknowledge that information in its documentation/presentation,

Access the following websites for branding information and specifications:
http://www.intemal.nrc.gov/ADM/branding/ and Management Directive and Handbook 3.13 -

(internal NRC website): http://www.internal.nrc.gov/policyfdirectives/toc/md3.13.htm

(external public website): http://pbadupws.nrc.gov/docs/ML 1122/ML112280190.pdf

A.19 DENIAL OF FEDERAL BENEFITS TO INDIVIDUALS CONVICTED OF DRUG TRAFFICKING OR
POSSESSION (AUG 2011)

In the event that an award is made to an individual, Section 5301 of the Anti-Drug Abuse Act of 1988 (P.L. 100-690),
codified at 21 U.S.C. 862, authorizes denial of Federal benefits such as grants, contracts, purchase orders, financial
aid, and business and professional licenses to individuals convicted of drug trafficking or possession.

A.20 ELECTRONIC PAYMENT (AUG 2011)

The Debt Collection Improvement Act of 1996 requires that all payments except IRS tax refunds be made by
Electronic Funds Transfer. Payment shall be made In accordance with FAR 52.232-33, entitled "Payment by
Electronic Funds- Central Contractor Registration".

To receive payment, the contractor shall prepare invoices in accordance with NRC's Billing Instructions. Claims
shall be submitted on the payee's letterhead, invoice, or on the Government's Standard Form 1034, 'Public Voucher
for Purchases and Services Other than Personal," and Standard Form 1035, "PublIc Voucher for Purchases Other
than Personal - Continuation Sheet." The preferred method of submitting invoices is electronically to the Department
of the Interior at NRCPaymentsNBCDenver@nbc.gov. If the contractor submits a hard copy of the invoice, it shall be
submitted to the following address:

Department of the Interior
National Business Center
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

A.21 RECORDS MANAGEMENT (AUG 2011)

1. Definitions. As used in this clause-

"Alienation" means the unauthorized removal of Federal records from the care and control of the Government.

"Disposition" means actions taken regarding Federal records after they are no longer needed to conduct current
Agency business; in other words, either the destruction or transfer of the records by the Contractor under the written
direction of the Contracting Officer.

"Records" means books, papers, maps, photographs, machine readable materials, emails, web/portal documents,
backup data used to create deliverables, or other documentary or electronic materials, regardless of physical form or
characteristics, made or received by an agency of the United States Government under Federal Law in connection
with a government contract and preserved or appropriate for preservation by that agency as evidence of the
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organization, functions, policies, decisions, procedures, operations, or other activities of the Government or because
of their informational value.

"Records management" means the planning, controlling, directing, organizing, training, and other managerial
activities involved with respect to records creation, records maintenance and use, and records disposition in order to
achieve adequate and proper documentation of all activities performed under the contract.

"Records management system" means a manual or automated system in which records are collected, organized,
and categorized to facilitate preservation, retrieval, use, and disposition.

2. All records and data created or received while performing work on behalf of NRC are Federal records subject to
the provisions of 44 U.S.C. Chapters 21,29, 31, and 33, C.F.R. Parts 1222 and 1224, and must be managed and
disposed of accordingly. Ownership of the records resides with the NRC, which will provide instructions regarding
creation, management, and access to the records. These records are also subject to the requirements set forth in the
Freedom of Information Act (5 U.S.C. 552) and Privacy Act (5 U.S.C. 552a). Records not covered by this clause are:

a. Employment-related records except for those records subject to the requirements of the Privacy Act (5 U.S.C.

'552a);

b. Confidential contractor financial information; and

c. Legal records covered by the attorney-lient and attorney work product privileges

3. Throughout the period of performance of the contract, the Contractor shall implement a records management
system that collects, organizes, and categorizes Federal records to facilitate their preservation, retrieval, use and
disposition.

4. Records created under this contract should be complete and accurate to the extent required to document the
essential transactions and activities undertaken in the performance of the contract.

5. Upon request, the Contractor shall, as directed by the Contracting Officer, make records available to authorized

individuals for inspection, copying, and audit.

6. Protection and Disposal of Records-

a. Records should be protected in accordance with applicable Federal laws, as appropriate. Inactive hardcopy
records should be stored in designated storage area units in accordance with the standards specified in 36 CFR Part
1234;

b. Records are not to be alienated or destroyed except in accordance with all applicable Federal laws and
regulations and will be subject to the penalties provided by law for the unlawful removal or destruction of records;

c. The Contractor shall preserve records generated in performance of work under a contract until disposal Is°
authorized in writing by the NRC Contracting Officer, or they are delivered to NRC upon completion or termination of
the contract.

d. The Contractor shall document the destruction of temporary records and any transfer of records to the NRC.

A.22 COMPLIANCE WITH U.S. IMMIGRATION LAWS AND REGULATIONS (AUG 2011)
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NRC contractors are responsible to ensure that their alien personnel are not in violation of United States immigration
laws and regulations, Including employment authorization documents and visa requirements. Each alien employee of
the Contractor must be lawfully admitted for permanent residence as evidenced by Permanent Resident Form 1-551
(Green Card), or must present other evidence from the U.S. Department of Homeland Security/U.S. Citizenship and
Immigration Services that employment will not affect his/her immigration status. The U.S. Citizenship and Immigration
Services provides information to contractors to help them understand the employment eligibility verification process for
non-US citizens. This information can be found on their website, http://www.uscis.gov/ portal/site/uscis.

The NRC reserves the right to deny or withdraw Contractor use or access to NRC facilities or its equipment/services,
and/or take any number of contract administrative actions (e.g., disallow costs, terminate for cause) should the
Contractor violate the Contractor's responsibility under this clause.

A.23 FOREIGN OWNERSHIP, CONTROL, OR INFLUENCE OVER CONTRACTOR (AUG 2011)

The National Industrial Security Program Operating Manual (NISPOM) Implements the provisions of E.O. 12829,
"National Industrial Security Program." A company is considered to be under FOCI whenever a foreign interest has the
power, direct or indirect, whether or not exercised, and whether or not exercisable through the ownership of the U.S.
company's securities, by contractual arrangements or otherwise, to direct or decide matters affecting the management
or operations of that company in a manner that may result in unauthorized access to classified information or may
adversely affect the performance of classified Information contracts. (See NRC Management Directive 12.2 - "NRC
Classified Information Security Program")

(a) For purposes of this clause, a foreign interest is defined as any of the following:

(1) A foreign government or foreign government agency;

(2) Any form of business enterprise organized under the laws of any country other than the United States or its
possessions;

(3) Any form of business enterprise organized or incorporated under the laws of the U.S., or a State or other
jurisdiction within the U.S., which is owned, controlled, or influenced by a foreign government, agency, firm,
corporation or person; or

(4) Any person who is not a U.S. citizen.

(b) A U.S. company determined to be under FOCI is not eligible for facility clearance (FCL). If a company already
has an FCL, the FCL shall be suspended or revoked unless security measures are taken to remove the possibility of
unauthorized access to classified information.

(c) For purposes of this clause, subcontractor means any subcontractor at any tier and the term "contracting officer"
shall mean NRC contracting officer. When this clause is included in a subcontract, the term "contractor" shall mean
subcontractor and the term "contract" shall mean subcontract.

(d) The contractor shall complete and submit and SF-328, DD-441 and DD-441-1 forms, prior to contract award.
The information contained In these forms may be used in making a determination as to whether a contractor is eligible
to participate in the National Industrial Security Program and have a facility security clearance.

(e) The contractor shall immediately provide the contracting officer written notice of any changes in the extent and
nature of FOCI over the contractor which would affect the answers to the questions presented in SF-328, "Certificate
Pertaining to Foreign Interest". Further, notice of changes in ownership or control which are required to be reported to
the Securities and Exchange Commission, the Federal Trade Commission, or the Department of Justice shall also be
furnished concurrently to the contracting officer.
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(f) In those cases where a contractor has changes involving FOCI, the NRC must determine whether the changes
will pose an undue risk to the common defense and security. In making this determination, the contracting officer shall
consider proposals made by the contractor to avoid or mitigate foreign influences.

(g) The contractor agrees to insert terms that conform substantially to the language of this clause including this
paragraph (g) in all subcontracts under this contract that will require access to classified information and shall require
such subcontractors to submit completed SF-328, DD-441 and DD-441-1 forms prior to award of a subcontract.
Information to be provided by a subcontractor pursuant to this clause may be submitted directly to the contracting
officer.

(h) Information submitted by the contractor or any affected subcontractor as required pursuant to this clause shall be
treated by NRC to the extent permitted by law, as business or financial information submitted in confidence to be used
solely for purposes of evaluating FOCI.

(i) The requirements of this clause are in addition to the requirement that a contractor obtain and retain the security
clearances required by the contract. This clause shall not operate as a limitation on NRC's rights, Including its rights to
terminate this contract.

(j) The contracting officer may terminate this contract for default either if the contractor fails to meet obligations
imposed by this clause, e.g., provide the information required by this clause, comply with the contracting officers
instructions about safeguarding classified Information, or make this clause applicable to subcontractors, or If, In the
contracting officer's judgment, the contractor creates a FOCI situation in order to avoid performance or a termination
for default. The contracting officer may terminate this contract for convenience if the contractor becomes subject to
FOCI and for reasons other than avoidance of performance of the contract, cannot, or chooses not to, avoid or
mitigate the FOCI problem.

A.24 SECURITY REQUIREMENTS RELATING TO THE PRODUCTION OF REPORT(S) OR THE

PUBLICATION OF RESULTS UNDER CONTRACTS, AGREEMENTS, AND GRANTS (AUG 2011)

Review and Approval of Reports

(a) Reporting Requirements. The contractor/grantee shall comply with the terms and conditions of the contract/grant
regarding the contents of the draft and final report, summaries, data, and related documents, to include correcting,
deleting, editing, revising, modifying, formatting, and supplementing any of the information contained therein, at no
additional cost to the NRC. Performance under the contract/grant will not be deemed accepted or completed until it
complies with the NRC's directions. The reports, summaries, data, and related documents will be considered draft until
approved by the NRC. The contractor/ grantee agrees that the direction, determinations, and decisions on approval or
disapproval of reports, summaries, data, and related documents created under this contract/grant remain solely within
the discretion of the NRC.

(b) Publication of Results. Prior to any dissemination, display, publication, or release of articles, reports, summaries,
data, or related documents developed under the contract/grant, the contractor/grantee shall submit them to the NRC
for review and approval. The contractor/ grantee shall not release, disseminate, display or publish articles, reports,
summaries, data, and related documents, or the contents therein, that have not been reviewed and approved by the
NRC for release, display, dissemination or publication. The contractor/grantee agrees to conspicuously place any
disclaimers, markings or notices, directed by the NRC, on any articles, reports, summaries, data, and related
documents that the contractor/grantee intends to release, display, disseminate or publish to other persons, the public,
or any other entities. The contractor/grantee agrees, and grants, a royalty-free, nonexclusive, Irrevocable worldwide
license to the government, to use, reproduce, modify, distribute, prepare derivative works, release, display or disclose
the articles, reports, summaries, data, and related documents developed under the contract/grant, for any
governmental purpose and to have or authorize others to do so.
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(c) Identification/Marking of Sensitive Unclassified Non-Safeguards Information (SUNSI) and Safeguards Information
(SG I). The decision, determination, or direction by the NRC that information possessed, formulated or produced by the
contractor/grantee constitutes SUNSI or SGI is solely within the authority and discretion of the NRC. In performing the
contract/grant, the contractor/grantee shall clearly mark SUNSI and SGI, to include for example, OUO-Allegation
Information or OUO-Security Related Information on any reports, documents, designs, data, materials, and written
information, as directed by the NRC. In addition to marking the information as directed by the NRC, the contractor
shall use the applicable NRC cover sheet (e.g., NRC Form 461 Safeguards Information) in maintaining these records
and documents. The contractor/grantee shall ensure that SUNSI and SGI is handled, maintained and protected from
unauthorized disclosure, consistent with NRC policies and directions. The contractor/grantee shall comply with the
requirements to mark, maintain, and protect all information, including documents, summaries, reports, data, designs,
and materials in accordance with the provisions of Section 147 of the Atomic Energy Act of 1954 as amended, its
implementing regulations,(10 CFR 73.21), Sensitive Unclassified Non-Safeguards and Safeguards Information
policies, and NRC Management Directives and Handbooks 12.5, 12.6 and 12.7.

(d) Remedies. In addition to any civil, criminal, and contractual remedies available under the applicable laws and
regulations, failure to comply with the above provisions, and/or NRC directions, may result in suspension, withholding,
or offsetting of any payments invoiced or claimed by the contractor/grantee.

(e) Flowdown. If the contractor/grantee intends to enter Into any subcontracts or other agreements to perform this
contract/grant, the contractor/grantee shall include all of the above provisions in any subcontracts or agreements.

A.25 WHISTLEBLOWER PROTECTION FOR NRC CONTRACTOR AND SUBCONTRACTOR
EMPLOYEES (AUG 2011)

(a) The U.S. Nuclear Regulatory Commission (NRC) contractor and its subcontractor are subject to the
Whistleblower Employee Protection public law provisions as codified at 42 U.S.C. 5851. NRC contractor(s) and
subcontractor(s) shall comply with the-requirements of this Whistleblower Employee Protection law, and the
Implementing regulations of the NRC and the Department of Labor (DOL). See, for example, DOL Procedures on
Handling Complaints at 29 C.F.R. Part 24 concerning the employer obligations, prohibited acts, DOL procedures and
the requirement for prominent posting of notice of Employee Rights at Appendix A to Part 24 entitled: "Your Rights
Under the Energy Reorganization Act".

(b) Under this Whistleblower Employee Protection law, as implemented by regulations, NRC contractor and
subcontractor employees are protected from discharge, reprisal, threats, intimidation, coercion, blacklisting or other
employment discrimination practices with respect to compensation, terms, conditions or privileges of their employment
because the contractor or subcontractor employee(s) has provided notice to the employer, refused to engage In
unlawful practices, assisted in proceedings or testified on actMties concerning alleged violations of the Atomic Energy
Act of 1954 (as amended) and the Energy Reorganization Act of 1974 (as amended).

(c) The contractor shall insert this or the substance of this clause in any subcontracts involving work performed
under this contract.

A.26 CONTRACTOR RESPONSIBILITY FOR PROTECTING PERSONALLY IDENTIFIABLE
INFORMATION (PII) (AUG 2011)

In accordance with the Office of Management and Budget's guidance to Federal agencies and the Nuclear
Regulatory Commission's (NRC) Implementing policy and procedures, a contractor (including subcontractors and
contractor employees), who performs work on behalf of the NRC, is responsible for protecting, from unauthorized
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access or disclosure, personally identifiable information (PII) that may be provided, developed, maintained, collected,
used, or disseminated, whether in paper, electronic, or other format, during performance of this contract.

A contractor who has access to NRC owned or controlled P11, whether provided to the contractor by the NRC or
developed, maintained, collected, used, or disseminated by the contractor during the course of contract performance,
must comply with the following requirements:

(1) General. In addition to implementing the specific requirements set forth in this clause, the contractor must
adhere to all other applicable NRC guidance, policy and requirements for the handling and protection of NRC owned
or controlled P11. The contractor is responsible for making sure that it has an adequate understanding of such
guidance, policy and requirements.

(2) Use, Ownership,.and Nondisclosure. A contractor may use NRC owned or controlled PII solely for purposes of
this contract, and may not collect or use such PII for any purpose outside the contract without the prior written
approval of the NRC Contracting Officer. The contractor must restrict access to such Information to only those
contractor employees who need the information to perform work under this contract, and must ensure that each such
contractor employee (including subcontractors' employees) signs a nondisclosure agreement, In a form suitable to the
NRC Contracting Officer, prior to being granted access to the information. The NRC retains sole ownership and rights
to its P11. Unless the contract states otherwise, upon completion of the contract, the contractor must turn over all PII in
its possession to the NRC, and must certify in writing that it has not retained any NRC owned or controlled PIH except
as otherwise authorized in writing by the NRC Contracting Officer.

(3) Security Plan. When applicable, and unless waived in writing by the NRC Contracting Officer, the contractor
must work with the NRC to develop and implement a security plan setting forth adequate procedures for the protection
of NRC owned or controlled PII as well as the procedures which the contractor must follow for notifying the NRC in the
event of any security breach. The plan will be incorporated into the contract and must be implemented and followed by
the contractor once it has been approved by the NRC Contracting Officer. If the contract does not include a security
plan at the time of contract award, a plan must be submitted for the approval of the NRC Contracting Officer within 30
days after contract award.

(4) Breach Notification. The contractor must immediately notify the NRC Contracting Officer and the NRC
Contracting Officer's Representative (COR) upon discovery of any suspected or confirmed breach in the security of
NRC owned or controlled PIH.

(5) Legal Demands for Information. If a legal demand is made for NRC owned or controlled PII (such as by
subpoena), the contractor must Immediately notify the NRC Contracting Officer and the NRC Contracting Officer's
Representative (COR). After notification, the NRC will determine whether and to what extent to comply with the legal
demand. The Contracting Officer will then notify the contractor in writing of the determination and such notice will
indicate the extent of disclosure authorized, if any. The contractor may only release the information specifically
demanded with the written permission of the NRC Contracting Officer.

(6) Audits. The NRC may audit the contractors compliance with the requirements of this clause, including through
the use of online compliance software.

(7) Flow-down. The prime contractor will flow this clause down to subcontractors that would be covered by any

portion of this clause, as if they were the prime contractor.

(8) Remedies:

(a) The contractor is responsible for implementing and maintaining adequate secunty controls to prevent the loss
of control or unauthorized disclosure of NRC owned or controlled PH1 in its possession. Furthermore, the contractor is
responsible for reporting any known or suspected loss of control or unauthorized access to PII to the NRC in
accordance with the provisions set forth in Article 4 above.
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(b) Should the contractor fail to meet its responsibilities under this clause, the NRC reserves the right to take
appropriate steps to mitigate the contractor's violation of this cdause. This may include, at the sole discretion of the
NRC, termination of the subject contract.

(9) Indemnification. Notwithstanding any other remedies available to the NRC, the contractor will indemnify the
NRC against all liability (including costs and fees) for any damages arising out of violations of this clause.

A.27 GREEN PURCHASING (JUN 2011)

(a) In furtherance of the sustainable acquisition goals of Executive Order 13514, "Federal Leadership in
Environmental, Energy, and Economic Performance" products and services provided under this contract/order shall be
energy- efficient (Energy Star or Federal Energy Management Program (FEMP) designated), water-efficient,
biobased, environmentally preferable (e.g., Electronic Product Environmental Assessment Tool (EPEAT) certified),
non-ozone depleting, contain recycled content, or are non-toxic or less toxic alternatives, where such products and
services meet agency performance requirements. hftp:/twww.fedcenter.gov/programs/eo13514/

(b) The contractor shall flow down this clause Into all subcontracts and other agreements that relate to performance
of this contract/order.

A.28 USE OF AUTOMATED CLEARING HOUSE (ACH) ELECTRONIC PAYMENT/REMITTANCE
ADDRESS (AUG 2011)

The Debt Collection Improvement Act of 1996 requires that all Federal payments except IRS tax refunds be made by
Electronic Funds Transfer. It Is the policy of the Nuclear Regulatory Commission to pay government vendors by the
Automated Clearing House (ACH) electronic funds transfer payment system. Item 15C of the Standard Form 33 may
be disregarded.

ATTACHMENTS

ATTACHMENT NO.

NUMBER TITLE DATE PAGES

0001 Statement of Work 4

0002 10 CFR Part 10 15

0003 Adjudicative Guidelines 18

0004 Executive Order 12968 10

0005 Billing Instructions 7

0006 NRC-187 2
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ATTACHMENT #1
U.S. NUCLEAR REGULATORY COMMISSION

DIVISION OF FACILITIES AND SECURITY
PERSONNEL SECURITY BRANCH

STATEMENT OF WORK

MENTAL HEALTH EVALUATION SERVICES

1.0 BACKGROUND

The Nuclear Regulatory Commission (NRC), Division of Facilities and Security (DFS), Personnel
Security Branch (PSB) recognizes the importance of mental health evaluation services. The mental
health evaluations must be conducted in accordance with Federal regulations in Title 10, Code of
Federal Regulations, Part 10, "CRITERIA AND PROCEDURES FOR DETERMINING ELIGIBILITY
FOR ACCESS TO RESTRICTED DATA OR NATIONAL SECURITY INFORMATION OR AN
EMPLOYMENT CLEARANCE", hereafter referred to as "10 CFR Part 10" (Attachment 1);
"EXECUTIVE ORDER 12968 (ACCESS TO CLASSIFIED INFORMATION)", hereafter referred to as
"E.O. 12968" (Attachment 2); and Adjudicative Guidelines for Determining Eligibility for Access to
Classified Information, hereafter referred to as "Guidelines" (Attachment 3). The Personnel Security
Branch (PSB), requires, on an as-needed basis, mental health evaluations of employees, consultants,
contractors, and licensee personnel to resolve security concerns in accordance with personnel
security Adjudicative Guidelines and to include the diagnosis and treatment of mental, emotional, and
personality disorders and the subspecialty of drug and alcohol abuse and addictions.

2.0 OBJECTIVES

The contractor shall conduct mental health evaluations, as-needed, of NRC employees, consultants,
contractors and licensee personnel in accordance with 10 CFR Part 10, E.O. 12968, and Guidelines.
Activities associated with these evaluations include coordinating the evaluation with the Personnel
Security Branch Contracting Officer's Representative (PSB/COR), reviewing the individual's Personnel
Security File (PSF), conducting the mental health evaluation, consulting with the individual's mental
health care provider to verify current treatment, diagnosis, prognosis, medications, etc., and providing
the PSB/COR with a written report, that includes the following:

1. Findings and recommendations of the individual's eligibility to maintain a security clearance,
ability to properly safeguard classified national security information and the ability to be
trustworthy and reliable.

The PSB/COR will request these evaluations to be conducted to determine and resolve security
concerns involving drug and alcohol use, financial and criminal history, and emotional, mental and
personality disorders, to include the diagnosis and treatment of mental, emotional, and personality
disorders and the subspecialty of drug and alcohol abuse and addictions.

3.0 SCOPE OF WORK

The contractor shall conduct evaluations at the NRC facility in Rockville, MD, but there may be times
when the contractor will be required to travel to a regional office. When an evaluation is required, the
PSB/COR will contact the contractor by telephone or email correspondence to schedule the evaluation
and to provide pertinent biographical data. The PSB/COR will subsequently forward to the contractor
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for review, prior to the evaluation, a copy'of the individual's PSF, which may include the background
investigation, case analysis, and interview transcript and analysis, if applicable. The contractor may
be asked to coordinate or assist PSB in coordinating appropriate medical releases to permit Agency
access to a subject's medical records and/or treating physician(s).

In conducting the mental health evaluation, in addition to a review of the PSF, the contractor may be
required to consult with a subject's mental health counselors to verify current treatment; diagnosis and
prognosis; evaluate medication usage; verify counseling for drug, alcohol or other
dependency/addiction; determine the necessity for an in-person mental health evaluation; determine if
additional counseling or treatment would effectively mitigate the security concern(s); and provide
expert witness testimony if applicable. While these activities are typical of those that will be required
under the contract, this is not an exhaustive list and the contractor may be asked to perform other
activities that might reasonably be expected to produce information pertinent to the determination of
an individual's trustworthiness and reliability. This professional consultation is advisory in nature and
does not obligate or restrict PSB in their independent adjudication of security issues.

After the contractor completes the mental health evaluation, they will provide PSB with a written report
of the findings and a recommendation. Additionally, the contractor will provide a determination to
reflect the individual's eligibility to maintain a security clearance, the ability to properly safeguard
information, to handle classified national security information, and to be trustworthy and reliable with
specific emphasis on the criteria set forth in 10 CFR Part 10 and the Guidelines. The contractor may
be asked to provide or obtain additional information after PSB has reviewed the written report and may
be requested to modify or amend the report after doing so.

The contractor will provide expert witness testimony, and participate in the CFR 10 Part 10 hearings

and appeals process on an as-needed basis.

4.0 NRC-FURNISHED MATERIAL

Within 2 working days from the date of request for a mental health evaluation, the PSB/COR will
provide the contractor with the individual's PSF for review prior to the scheduled evaluation. The
contractor will confirm with the NRC that the furnished NRC documents are properly
safeguarded while in their possession. The contractor will coordinate with the PSB/COR the
return of NRC-furnished materials after the report is submitted.

5.0 SCHEDULE FOR DELIVERABLES

The contractor shall schedule evaluations to take place within 10 working days from the date of
the PSB/COR's request.

The contractor shall provide the PSB/COR all written reports of findings and recommendations
with respect to the individual's judgment, reliability, or ability to properly safeguard classified
national security information within 10 working days from the date the mental the PSB/COR will
determine whether to grant the extension.

The contractor shall provide written results of file reviews to the PSB/COR within 10 working
days from the date the information was received. Extensions may be requested from the
PSB/COR on a case by case basis.
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The contractor shall notify the PSB/COR if an extension is needed to provide the written reports
of findings and recommendations or the written results of file reviews. The PSB/COR may grant
an extension of an additional 10 working days, if needed, upon request.

The contractor will respond to PSB within 10 working days with their availability to attend a
hearing conducted in accordance with the CFR 10 Part 10 hearings and appeals process or to
testify as an expert witness on an as-needed basis.

6.0 QUALIFICATIONS TO CONDUCT SECURITY RELATED MENTAL HEALTH
EVALUATIONS

The NRC requires a credentialed mental health psychiatrist; i.e. Doctor of Medicine (MD) or
Doctor of Osteopathy (DO), with familiarity and/or experience in conducting evaluations for
personnel security organizations within the Federal government, to resolve security concerns
including but not limited to the following Guidelines: Adjudicative Guideline D: Sexual Behavior;
Guideline E: Personal Conduct; Guideline F: Financial Consideration; Guideline G: Alcohol
Consumption; Guideline H: Drug Involvement; Guideline I: Psychological Conditions: Guideline
J: Criminal Conduct; Guideline K: Handling Protected Information, to include the diagnosis and
treatment of mental, emotional, and personality disorders and the subspecialty of drug and
alcohol abuse and addictions.

When a mental, emotional or psychological condition, personality disorder, use of drugs or
alcohol, or the side effects of medication adversely affects or could adversely affect a person's
judgment, behavior, reliability and/or trustworthiness, a mental health evaluation may be
required to determine if such conditions could impair an individual's ability to properly safeguard
classified national security information. In these situations, the contractor, after evaluating all
available information (see 2.0 Scope of Work, above), will make a recommendation to the
security adjudicator regarding the issuance, suspension or revocation of a security clearance.

Contractor shall be utilized in evaluating potentially disqualifying and mitigating information fully
and properly, and particularly for consultation with the individual's mental health care provider.

Only a qualified MD or DO can perform a comprehensive medical evaluation in order to render
a medical opinion regarding a condition that could impair an individual's judgment, reliability or
ability to properly safeguard classified national security information and the extent and duration
of impairment or treatment. Only a qualified MD or DO can determine if prescribed medications
are necessary or adequate for the treatment of mental and emotional conditions, personality
disorders, and/or drug and alcohol abuse and addictions; that additional or different medications
might be more effective for treatment of a condition; or that medications prescribed for other
conditions impair an individual's judgment, reliability or ability to properly safeguard classified
national security information.

The contractor shall be eligible to receive and maintain a national security clearance at the
Secret level (L) or Top Secret (Q), and be available to conduct mental health evaluations on site
at the NRC Headquarters facility in Rockville, MD.
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7.0 TRAVEL

The NRC will not be responsible for any local travel costs to and from the NRC Headquarters for
performance of these services. The NRC will reimburse travel costs should the contractor have
to travel to one of the NRC's regional offices. All travel shall be conducted within the guidelines
of the Federal Travel Regulation (FTR).

8.0 PERIOD OF PERFORMANCE

Duration of this contract is one year base period with four (4) option years.

Nuclear Regulatory Commission/ Personnel Security Branch/Contracting Officer

Representative:

Primary = Janice E. Kelsh - 301-492-3530
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P. 10

upon whom Wie demand a)ls been made
shall respucLtfullv declIne .t comrply
wilh the d1emand, citing these regula-
tions and Umnted States ex rel. Toulho v.
Rafliri, 34U1 U.S. 462 (1951].

PART 10-CRITERIA AND PROCE-
DURES FOR DETERMINING ELIGI-
BILITY FOR ACCESS TO RE-
STRICTED DATA OR NATIONAL
SECURITY INFORMATION OR AN
EMPLOYMENT CLEARANCE

Subpart A--General Provisions

Ser.,
10.1

10.2

10.4
10.5

pu rpost."
Scope.
I Resrv d)
Policy
Lie filrti LIcn S.

Subpart B-Criter)a for Determining Eligi-
bility for Access to Restricted Data or
National Security Inlormation or an
Employment Clearance

10.10 Applicaiori of the crit-erla.
10.1) Criteria.
10,J2 Int.erview an11 1 lder i3vesAWatrLln

Subpart C--Procedures

10.211) Purpose of tbe procedures.
111.21 Suspension of arcess auLborizatioit

anrrdor eroployrient clearrarice
10.I2 Notice to individual.
10.22 Failure of individual Lo request. a •war-

tog,
10.24 Procedures for bearing and review.
10.2 NRC Hearing Counsel.
10.26 Appointment of Hlearing Examiner.
10.27 Prehearing proceedings.
10.28 Conduct of be~ring.
10.29 Recommendation of the Heiaring Ex-

abnllner.
10.30 New evidence.
1J31 Actions on the recoommenda tLins.
10 32 Recormmendation of Lhe NRW: Ptr

sonnel SeCUrity Review Part-l.
10.33 Action Ijy tihe Deputy R-xecutive Di[re-

tLor for Ini'mat ion Rervicrs and Admtin-
istratlon and Chief Information Officer.

10.34 Action by the Cornmissiton
J 0. 35 Re'vonsidfratton of •ases.

Subpart D--Miscelaoneous

10 36 Ter rtll ttatiote.
{U 31 Art trnley representation.
1(.38 Cerlct tuaLionti

AUiT)URITty" Sec.s 145. 161. 68 SLtat 942. 518.
as rtinenided 4'12 U.S C 21(15. 22•0. j, s .01. KH
Stat 1,2,1. 5. aItn'tded (42 U . C .1lH1 i, F: 0

10 CFR Ch. 1 (1-1-06 Edition)

J04(HM. 3 CFT. parLs IM941.-195:1 COMP1.. p. 936. as.
anietdtui]. E.O. 1081. 3 C'F• 1959-463 C.)MP..
pt 1)11. ut; titet•lelhd. 3 CPFH Taribh 4.: E.O. 12969.
3 Cf'R It~ COM P.W pj 296

St'oulir:: 47 FR) 38076. Sept.. 2. 1982, unless
o tl.er w i.- not red

EITORIAL, NOTE: Norlale LLture CliititlIleb to
part, I(] ikllt('r at 7W Fr( 3UR,47, May 31, 2005

Subparl A-General Provisions

§10.1 Purpose.

(i.n This pa.t establioshns Lhe critcria.
prrotedt- res, anid meitlhods for resnlvint
tjuuýI,. lon11s corcvll).('i]rlg

(I) Tl'hte tlhgillbitLy tof Individuals who
a•re employed by or appli calts for- (m-
ployment wiLh NRC contractutrs.
tigeitslls, and licenIsoes of thre NRC, iitdi-
vrituals who are NRC errployees or ap-
pliCants for NRC employment, and
otrher persons designated by the Deputy
Executive Direct, or fri" Information
Services and AdinisLtratl.jon and Chiel
Inoformation Officer. of the NRC, for' ac-
cesS Lu lesLricteti DaLa pursuWtnt to tile
A tfniic: Energy Act, of 1954. as amen)-
ed, antl the Energy ReorganizaLiun Act
of 1074, or for access to national secu-
rity ielormation; and

(2) The cligthility of NRC employees,
or' the eligibiliL.v of arphlicantzs for em-
ployrnerlt with the NRC, for' employ-
mrrn; clearance.

(b) This pail. is published to imple-
mienl the Atomic Energy Act of 1954. as
amended, the Energy Reorgaulzatoion
Act of 1974. as amended. Executive
Order 10065, 25 FR 1583 (February 2,1.
1960) Executive Order 10150. 18 1H, 2489
(April 27. 1954). and Executive Order
1296H., 60 FR 40245 (August. 2, 1995)

I16I FR 1,41,t Apt. 1. 109991

§ 10.2 Scope.

The cr1Le'ia and procedurett in this
part oshall be used inr dtverinil 11L9 Cligi-
bility for NRC access auLhorization
anidlor empJoy ient clearancei iiivolV-
in g:

liit Employees (including consult.
autils) of chnlr'act.Ors aud agents of tlhe
Nuclear Re•gularory Conrrrms.min arid
a pp1 ian Ls for employmen t,"

lo) l•{censees of the NftC tend' helr
e-piityres itiruITIdinlg consultants) and
applih':anl.s for oniployient,
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(c) NRC employe-Ces (iD(uding coU-
sutaiU,. alld iaIlHicants for employ.
mnt; and

(di Ai' v other personi d(sir-na ted biy
the ]Deput-y Exec:utive [irector for In-
lorinai.joti Sevices indl AimmtistraLinn
and Chipf Infor-maTii (.n Offjc.er o1" the
Nuclear f-egulat..ry Ciwnmisnion.

147 PHI' 31 16. M i e S pi 2, 19117, a., Sr ridpI Fit (A"
F'I 15641, ArF 1, 19991

§ 10-i llieservedl

, 10.4 Policy.

I1, is Ohe Iiirlicv of the Nuclear I t'.- .
latm' (v rllyn•osh In 1 ,n carr ou•?' re. I. iv-
sponsibilit.y fur tHie scurity ul the n!o.-
lt-alr elergy progranm ii a nrl-itier con.

sist-iull Witbi traflitlional American tron.

Cil)t.s of jistice ''o Lthis end, the Com-
mission) law i'esl.ahlishiedl rit.uirm for f,-

terroir ing vljgibllilty for access aut,hor-

izatl.1Q1 il n/(tor (phryinii1i, cleatlance
:rod will afford those individuals de-

soi'bed in §10,2 1the opporlt aty for ad-
rnditisLrative review of questions con.
rining" their eligvibility for. ac'.cess ao-

lhonriii iton i an dkir employymenL cie ar-

6 10.5 DefniLions.
,lcrIe's arrt/hr•c2oltrol neatns an ,tililin-

islTraLive deterlnirinallio ttaL•an ia i-

vidusil (inletdiig a consultnt•i whn is
eniployed by or at) applicant. for emn-

ploymielnt wiLb.t;he NH,, NRC coittrac-

Lors, agent.s, and licensees of the NKC,

or ol,her persoij designated by thcke Dep-
uty Executive i 're.,ctor for Info'inal,%jon

Services and Administration and Chief
InforntaLjon Offic:er, is oligible for a se-
curkt.y clearanlce for acce s t~o Re-
sLrict ed Data or National Scinurity lu-
forrmlation.

Comrmission melaris the Nuclear Ilegu.
latory Commission of five nremlbers or

a quorurri thereof SiLting as a body, as
pruvideod by sectioni 201 O1 the Euergy
i(eorgauizarino Act. of 197-1. or its dos.
iffnet:.

Eligible or Elgrtiohty n t es.is, hotLh il-
til eligibility and conuLirued elilgi-
bility of an individuall lOt acCeess au.
LhorizattLoU aind'0i' r.TlpllThrV11nn ii%'ai-

_..Tr•pioivrent (.tr-aITIiCe inr eans an Ad-
ni istraFLiv, de&terrnhLi tio tha.L ai in-

lividual linl, ludilg a uunsriantILi who
is an NRC rlill[itoyi-r or afit'rltca.l for

§ 10.5

NP.(' employnient, and other persons
desiniatod by the DfRpu ty Exeaut ive
DiIri•~ctot' for lonformial.i on Services a lod
Adrirnistratiow and Chief Informaton
Officer (if the NRC: is eligible for eyin-
plryenteitt. or eotiInued eiip oVmenL
plirsUanllt iu iubSecLi nl 1'15(b) of tohe
A i.Onliic Eci-y Ac'. of 1954, as arriend-
ed,

kirarinq Counsel nitc-illS au NRC( attLor-

ney assirnre(I by the GeDeral Counsel to
prepaire and admirnlster hearings in ae-

(:or0iaTICe; WIth this p)art.

1cli"una r /E'.Twiili T It era us lU qIltalified

at oilroe0 v 5 ,tlij n lLedi b e l iO rrc tor. Of-
fie of A(ililirtistrat.iJOn, to Oilcittuct. a
hi(;iritg in ccotrdari(,e with Ithis part

'vo. i (1T1[1/ Sei(:1iri hr ]/oreio( in Ii t rcans

iljfurniati on rhita t. S ber- dlien ndelc-'1i ltied

pursoant. to 1xocuotve Order I .l9hU or

intDi' r)e e or 5i7- r 0 FI "r to il'ePlllr1 pro.

tect.ion aizainst unaoitlnOr'ztd ,lisclusure

anld (.hat is so d:sreihtatcd

NAIR J'er 6)unnl Siecurity#/(' Rcvinc Pavnel

no canit art) atppeal panel apiinll rited by

the l)epi, ty Executive DirecLor for lIn-

form,<i on Services a;d Aduninistration

an.ad Chief Ilnhorma, aitun Olficci and c, on-

sisting of three menmtbers. two on wionl

shall bie sulucted frjomi ouilsile (lhu sect-

riLy field. One member of the Panel

shall be desig.nated as (Chairnan.

Pessoel.o .v Se-urify .vilew ExIuosit'if,

are persons designaied by the Efx.cu-
Live. Director for Operations to conduct.

a review of the record i)n tccotdaitco

with this part.

Uestricted Pula means all data con-

ceruing design, manufacture, or utili-

zatlon of* atomric weapons4, the prudlrt.-

tion of special nuclear material, or tIt-,

use ot special nluitar ariLLal it) lt)i0

producltlon of energy. hut Shall Tlot, in-

clude data tilvlassified or removed

from the Restricted D[)ata category pun-

SUant, Lo SeCtiOll 142 of the ALoIltic Ei-

ergy Act (if 1954, as antllilled

1{7 FR M1UM78, Seplt 2. 910:2, ;s ;tmened nt ,

Frf 3999, Oct. 8. 1486: 52 FRI 31609, Aug 2),

1914', 9-i Fit f3316, tec 2b, 1919. 6i-1 F-i 156-il.

Apr I, 11"j)
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§ 10.10

Subpart B-Criteria for Deter-
mining Eligibility for Access to
Restricted Data or National
Security Information or on Em-
ployment Clearance

k 10.10 Application of the criterin.

ia) The detcisioni as 1.0 access atithor-
i.ation and/or emplovi'ment: clearance is
a comtiprehensive, comrmon-sejise jdg-
niijeni, made aoLer consirldraiion of' all
the /hdormiatlon. favoraLte or unfavor-
able, relevant. Lo whether the granting
of a,.ixess ,authurinatiou mdudir employ-
vieri, etle.lCanice wollul not, ell(ing.r Lhlv
cOrnmo1 iler1I} e aft] lIti 5 ai. I seco ri ty antil
would he clearly consisLent with the
uaLiunal intecrest.

(h) Th'he criteria in § 10 11 set forth a
Lumoter of the types of derogatory in-
forrma lionr used to assist in makini (de-
i,ermu•a-tions of eligibility for access

tlirih .ati on I andlor ciiploylliectlL

111.•l Ve bill, cofnltaii tPir Iitc.i patI
t.Ylipv o ul"roga itorNy ililormtlihun which
cretelk3 R (lUVtsl.iori a9 t-o Lhe indivihLnal's
olipildhihy for ,cce..s athurrialation and:.
or- •mnp)loynierit cloarance. While Otero
must1. uio:eessarily he aldherence Lo such
cr1iuIa. the NRC is 1ot I, t mi tod t-o
Onhem. nor precluded from exercising its
judIgnlgcnt Latn i 1. loriaiL of) or facts in

u ndee uller it-s coglilailce are delroa-
tory although at variance with, or out-
side the scope of, the stLaed categories.
T'hese criLeria are. subject, to coOl-
Liriui og review and mnay he revised front
time to tnime as experience and (ci.-
co msiatl.;lc(s may inma k;e dlesi rable.

ic) When the reporLt of itivestigatieOn
of an uruudividual CotlPill inforimation

elasoni.L)ly iienling to :st.ahlish the
Lruth) of one or mlore of t.h itemns in the
cii teria. suclh information shall bt! re-
9artlILdL is derogatory n, ad shall create a
uueStion as to the individual's eligi-
hitlity for access autlorizatLjOml and/or
enmploymient. clearance. A cluest.ioO con-
cermiug the eligibility of au individual
for aucess.- authorizaltioo andjor employ-
ineit cleratce-. shall be resolved in ac.
r-ordance With the procedures ret. forlh
in § 10.20 e: s;eq.

J ilIn r aol'ng a question coDcerrnl/nV

thf, eligib:lity or cuntiliiled ehgibilitY
(if "an11 ;ridividual for access altlhoriz -
,iron ad i-j." emp)oynent clearance. thle

10 CFR Ch. 1 (1-1-06 Edition

following principles shall he applied hN
the Director, Division of Faciltiews anm
Secturity, }lvaring, Exanriners. and tht
NRC Personnel Security Rteview Parne)

i I1) no fotration reason ablhly i.entidirg ;.
esi.• 'hS he Lrtw tu-h otrof 00 or more eI
ihe items ili the crit.eria shall be till
baLSis for reomniullllenDiJ Lo denial or rev-

ocratiiou of access art thorizaLion andor
employmient. Heoarao ucolnss; evCdit.(rc
i.0 rliprIll. .laitli in Lthe iudjvirlUal's reli.

it lty and trust.-wor'Lhi less is affiroot-
Li 'ely shiown.

(2, When deemed material to the de-
liberations, the extcnt of Lhe acliviit.V
C"ulltlUC. or condition, Lhe period in
w110 1ii,12Y th, oculi'ed or' exisLed. Lhe
lo.glthgL of Oime which has sincee elpsetd.
and tLhe aLtitude and convicions of' the
individual shall bie ronsidered in deter-
nituing whether Lhe ree.Lomnieldattion

will be adverse or favorlibl-.

1,17 FR UP16C. Sept. 2. 1982. as arirn'dd A t -1
Fit V4i1tl. Apr 1, .1JJ

10. 11 Criteria,

(a) The criteria ol'r del,errpimrig eligp,
bilit.y for access atluoriz;iUtton adar'or
eiipl)loyinv, cle!arance shall rctatel . but
Oot, he limtted. to the lollowing whore
an indiviilual

0 j Commiltted. at.teitpLttd to tonmi t.
aide~d. or atetid sn1oltlier who conm-
in itted or a UItenipt.ud io courmtr. any no'.
of sa)hotage. espiovtage. Lreasonl. sedi-
t-i Ort, or tertorlini.

tQ) Publiicly or privatlely advocated
actionls that, may he inimIcal LO the in-
terest of the Unit~ed StLatee or publicly
or privaLely advocated the use or force
or ViOlence too overthrow the. Goveru-
irient of the Urnlted SatLes or the alter-
ationi of the fO'tin of gover•tment of Lhe
Ulnitt.L S L.aI -e;S I), lucoosL tiLiulual
rneans,

t3) Knowingly established or uontiu,
ued a sympathetic association with a
saboteur, spy, Lraiior, seditionist, an-
archlist, terrorist, or revolutionist, or
with an espionage agent or other secret
asgent. or representaLive of a foreign rat.
Lion whose iilterest-s may be iinimical
to Lhe intleress ofr the trUnit-ei States.
or wit.h any pr.rstu who advocates the
use of force or violence to overthrow
Lhe Goverrnmenl of the Uni:ted St.aLes
or tif aIleratiolnl of t.he form of govern.
iment. of Lie tinJi-edl Star.es ly uicOnst.l,

Lu Lineal llwian!
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(41 Joined or engaged in any act, \ity
knowiuigly in sympathy With or in sup-
port, of any foreipn or doniest ic urgani-
zaton, association, movernent gruoup.
or combination of persons whicih un-
lawfully advocatcs or practices the
,OiiiiiisSiUL of aICt. Of force or violence

to preven., others front exercising their
rights under thhe ConstItut1tiou or laws
of the United States or any State or
any subdivisions thereof by unlawful
means, or which advocate the use of
frime and violencie to overthrow the
tiovernimen I of the Unitled States or"
thoi alteration of tOw formn of govern-
ryienf. of the United State.', by ulcollsti-
l.tu,lrnal iiCans. (Urtdiourily, crlteria (3)
,tnd (4) will tinot include chance or cas-
tlal nreeLings or contiacts liniiedl tLo
nlormnal tiusiness oF official relations.

15) Deliberai,ely misyepreseni.ed fal-
sified Or omitted relevantL and material
facts from or in a personnel security
qluestionnaire, a personal ulualifica.
I o)is stuateneut, .a personnel security
interview, or any other informatlion
submitted pursuant, this part.

(6) Willfully violated or disregarded
security regulatiuns or was grossly
nelJigent, with respeCt thereto to a de-
gree wtijc;h could endanger the crornmon
dIfense and security: or by inlentiion or
glýt)SS r.arelessnees diSclosed Restri cled
l)-t,ta or natlional security information
to any person not authorized to receive
it.

(7) Has any illness or mental eondi-
tion which in the opiuiou of competent
miedical auLthoriy may cause signIfi-
cant. defect In the judgment, or rl.i-
ability of the individual.

i8g Has been convicted of crinies indi-
cating halntual criminal tendencies.

Ii), Has been couvicted of a crime, or
has a background, where the facts, clIr-
cuinstances. or conduct are of a nature
indicatinrg poor judrrmnent, unreliabi ity
or u nrustwor'hi ness.

ul0i Is a user of alcohol habituallV
and Lo excess, or ha, been such without
adlequate evidence of rehabilitatmn.

(II) Has been. or is, a user of a drug
ur other substance listed in the sched-
ules of Controlled Substances estab-
li~scd pursuant, to the Controlled Sub-
stances Act of 1970 isuch as armphel.-
ainizies, barbituraLes, narcotics, etc.).
except as prescribed or adminisLered by
a •hysician licensed to dispense drugs

§ 10.12

in the practice of medicitne, without
adeqxiate evitlenle of rehabilitation.

(121 Refused, without sat.isfaetvry ex-
planalrion. to answer uest,ii ills beiwoe a
Lt:logressionai comnoilt. Federal or
State cout',. oif Federal adTMinisLrative
body including the NPC: regardiig
charges relevant tlo the individiial's eli.
gibilily for access authorizatuon and'or
emlloymenl cleatrance.

(131 Engaged in arn.v oilher conduct or
is subject to any other cir:umns•,aces
which lend to show that tOe individual
is not reliable or trustworthy, or whit-h
furjishies reasoli to helieve tlhat the in-
tlividual may 11 e' sabet 1t1.coeicion, III-
fluvitve, or pressures which riay cause
the individual Lo act contrary to lhe
lnaLional interest.

§ 10.12 Intervirw and other investiga-
tion.

ia) The Direcetor. Division of Facili-
Lies and Secuoity. Office of Ahmmnistra-
Lion, niay authorize the gra-nting of ae-
cess aul.horizal,ioii atnd/Or eniplloyilnent
cleiarance on the basus of the informa-
tiion in the possession Of the Nitc or
may aut.horlse an intLerview with Lhie
i•dlividual, If t'he individual consents to
be interviewed, or other invest.igation
w, the Director iev(les appro)priate, On
the bas:(is of ihbis iltL(-Wrvlew and,'or an II-
vestigalion, the t)irector may au3thor-
ize the grauLtiug of access authorization
and/o:- emnploynlent, clearance,

(tW TPhe individual may elect( on con-
alltu tinal or other grounds not to par-
LicjpaLe in a1 Int--rview or other inves-
tigatLion: however, such refusal or fail-
ure to furnish or authorize ,he fur-
inishing tof relevait and material itufor-
oliation is deemed Ito he derogatory in-
format1lion pursuant to .11.11 a) (5j and
'121.

(c) if the Director, Division of Faili-
LteS and Security. cannot rCOake a fa-
vorable finding regarding the eligi.
bility of all individual for access au.
tho1"ization and/or employment clear-
anct, lhe question of tihe indiv~dual s
eligibility must be resolved in accord-
alice with the parocedures set fort-h n)
§ 10.20 el seq.

147 Fil 3M676. Sept '. 1982. as 5.rienidedO -I .2
Fit 316(i j. Aug 21, i9fo': .,4 FR YZi316. tCC. 28,
1989H 6- F64 l5&t', Apl 1. Iti91



§ 10.20

Subport C-Procedures

§ 10.20 Purpose of the procedures,

The se procedurirex estahlish rnetho F hd
for the conduct, of hearrigm amid admin-
israti e review of quesLions run.
cierrimng in inlividual's elio iliity for
ain tEccss anthorization and.'or aiT) enl-
lIluyinreWl. clearanCe ptirsilart to the
At~ornic Energy Act of 1954, a.' amend-
ed, and Executive Orders 10,150, ]0665,
aid )2968 when a resolution favorable
to the ridividual cannott be made on
time basis of the interview or other in-
vvc,'iVt tl;aIivon.

161 lFit15. 1 A))[ i. 19WJ}

10.2) Suspension of access authorizia-
tion and/or employmnent elearance.

In those cases where information is
re•ceived which raises a questinon tOD-
cerliong the conitinued eligi hiliLy of an
individual (or an access authorization
aiud,'cr an employrmient• clearance, the
Director, Division of Facilities and Se-
curity, Iluough the Director, Office of
Administrationr hliall forward to the
Deputy E~xecutive Director for Infer.
rnati on Services and Administration
and Chief Information Officer or other
Deputy Executive Director, his or her
recourmendatlon as to whether the in-
dividual'" access authorization and'or
empl;dnyment, clearance should be SuS-
pended pending the final det,erminationi
resulting from the operation (f the pro-
cedures provided in this part. In nMai-
log this recommendation the Director.
Division of Facilities and Security,
shall consider factors such as the seri-
ousness of the derogatory Informatiun
developed, the degree of access of the
individual to clalssified information,
and the individlual's oppori lLy by
rreason of Iis or her posiLionl to cormrmit.
arts adversely affecLing the national
seeumritxv. An individual's access aut orl-
iation atrim0tor employment t:carance
r not he suspended except by ithe i.
rectionl of the ExecutLive Director for
(Opematious. Depmuty Executive Directur
for infornmation Services ind (Adminis.
i.rati on and Chlief InformaLiOn Offiver
or oLlwr DepuLy ExecuLIve CDirecLor.

RAi Fit ISGC?. Apr 1. 1599)

10 CFR Ch. 1 (1-1-06 Edftion)

§ 10.22 Notice to individual.

A niotificaLion letter, prepared by LHie
l.)ivision of Fitmilities and Securi ty, ap-

Pirrved by the.i Office of the General
Counsel, anti signed by the Director,
O1ffice of Adrmnistlration. mustm be pre-
ser:ted to each individual whose eligi-
bility t for arm a rceesq artliorim-,aLtit and.
or art employment clearance is in queis-
lion. Where pmratLicable. thle letter will
be presente(d Io lthe inidividmal in per-
,ion. The letter will he accompanied by
a copy Of this part arid must, state:

laM That, relialrle inforrima•ino in thr
p)ossi•mSon of I. he N1i0I has rm: alted a
su hstarltial doulit. comimemningn Lthe indi-
viidual's cligibility for ni aer:ess au-
thorization andior an e mrploy men t
clearalnmce,

(b) The Informat, io thlat. creates a
substant.ial dmout regarding the indi-
vidual's eligiblility for- in access au-
thorization and/or an employment
clearance. that rmust be as conpiprehen-
sive and det.ailed as the natioinal secu.
rity interests and other applicable law
permil,,

(c) That the individual has the right
tL be represented by counsel or otmher
represenLative at thieir own expense.

(d) That the individual may request
within 20 days of the date of the notiofi-
cation let.Ler', any documents, records
and repor-LS which forin [.0ie tasis for
the mlqtlestioin of their elirt•g ilily fur aD
access authorizaLion anddor an employ-
meut clearance. The iudividual will be
provided within 30 days all such docu.
ments, records and reports to the ex-
tent they are unclassified and do inot
reveal a confidential source. The indi-
vidual may also request the entire in-
vestigaLive file, which will tie promptly
provided, as permitted by the national
security interests and other applicable
law;

mem That. unless the iuidi\ldlia1 files
with the Diret-tor, Office of Ailminis.
tralr . io - a writ ion reqmitest, for a hearing
within 210 days of Lhe individual's re-
ceipt of the not.i fimation lett'er or 20
days after receipt. of thu Informoation
provided in response to a r'equew. rmade
under paragraph Wl Of this sect,-iOn,
wlichever is Iaterr. the irectior. LII vi-
Siom 01 Facili Lies and Securt [y. Lt'ough
imhe Direelor. Oflice of AdminisLrntion,
will siljmittl fm rm-.rorrnTctidatieti as to

21G
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the final action to the Deput~y Execu-
tive Dirvctor for, Inforination Services
and Administration ant Chief Informa-
Lion Officer on the basis of tile infor-
mation in tOle possession of the NRC.

(f) That. if' Lhe Iniividual files a wr:t.-
ten request for a hearing with the Pi-
re(:t.or, Office of Adrillnistration, the
individual shall fie wit.h that request a
written answer under oath or affii'na.
tion thai ad nils or denies Spec ifically
each alletgaiion and each supportAng
fact+ contained in Lte notificatiou let-
ter. A general denial ,s not sufficient
to tonftroverI. a Specific allegationi If
the individual is without knowledge, he
or she. shall ,so sraei and tha' stale-
nient will operal,e as a denial. The an-
swer must also state any additional
facts and information that tile indi-
vidual desires to have considered in ex-
planation or mitigation of allegations
in rthe notification letter. Failure to
specifically deny or explain or deny
knnwle(dge. (l any allegation or sup-
portOing fact will be deemed au admis
sianl tlat the allegation or fact is true,

(g) That if the individual does not
want to exercise his or her right to a
hearing, but. does want to submit an
answer to the allegations in the uotifi-
cation lett~er. tho individual may do so
by filing with the Director, Office of
Administration, within 20 days of re-
ceipL of the notification letter or 20
days after ireceipt of the information
provided III respoose tio a request made
under paragraph (d) of this section.
whichever is iater. a written answer in
accordance with the requirerilelitls of
paragraph J) (if Lhis section:

Ohi That. th,- procedures in §10.24 0t
seq. will apply to any nearing and re-
view.

irf F'R 15642. Apr. 1. 19991

§ 10.23 Failure of individual to request
a hearing.

(a) In the event tile individual faOll to
file a timely written request for a hear-
i•g pursuant to § 10.22. a recommnenda-
tion as to the final action to be talken
will be made by the Direcltir. Division
of Facilities and Security. through the
Director. Office of Adniiuistratioo, to
the Deputy Executivet DireCLor for In-
formation Services aitd Adminlistixatii01
and Chief Infiornation Officer on the
basis of tirh informatiotJn Ili the pofmses-

§ 10.24

sian of the NRC. including any answer
filed hy tile iidividual,

(b) The Director, Office of Adyni tnis-
trat;on, may for good cause shown. at
the request, of the Individual. extend
the time lot filing a written -equesl for
a ieai-ing or for filing a writLen answer
to tihe ototiers ceonuaiiied IL thL? natifl-
cation letter

iH Fit 38676. Sept 2. 1982" a, amended at, 52
FR 3(19. AsiP. 21, 1987. 94 FiR 53316. Dec : i,
1989W 0 Fit A9&i2, Ap,. i. 19441!

§ 10.24 Procedures for hearing and re-

(Ia? U.porni receipt of a , umely filed re-
quest for a hearing and answer conm-
plyllg with the requireblentrs set forth
in § 10.22. the Director. Office. of Admin.
istration, shall forthlwith appoint a
Hearing Exarminer, and the General
Counsel shall forthwith assign an NRC
attorney to act as Hearing Counsel
Tile Director, Office of Administration.
shall promptly notify the inivilduai of
the idenlii-y of the Hearing Examiner
and proposed hearing date. which shall
be selected with due regard for the Con-
venience of t0i0 parties and thicr rep-
resentatives.

(b) WIlhin 72 hours of being notified
of the identity of the Ifearing EsarI.-
in,. the individual may requesL thai
the Hearing Examilner be disqualified
for cause by filing with the Director,
Office of Administrationl, a written
StaltmentL of the individual's reasons.
for seeking disqualification. The time
for fi Ilug the i-eq u(est. Iroy tbe exleniled
by the Director, Office of Admilnistra-
tion, for good cause shown. If tihei ti-
rect,oir. Office of Adininisrt'itto, grnt'•ts
tile roquest the liro(*d ores of para-
graph ia) of this section and Lhis para-
graph slialI be followed just as though
there had been no prior, appointicltt.

ic) The individual shall have the
rightl to appear alt, he hearing before
the H-fearing Examiner, to be rep
resented by counsel or other represent.
aLive, to introduce documenŽtary or
other evidence, anti to cal!. examine.
aild cross-examinie witnesses, suhject tio
the provisimois atild lirtitaLitos set furLh
in this part.

1C7 FR 386"6. Sept 2 92, its amended at 'i
F( 351M9, Oct,. i, 19816, 52 )"it 21509. At)r 21,
198i . ,A i-iR ,asrii., !e 21ý, 19W:9S
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§ 10.25 10 CFR Ch. 1 (1-1-06 Edition.

10.25 NRC Hearing Counsel.

(a1 Hearing Counsel assigned pursu.
ant to §10.2.1 will, before the scheduling
Of Lhe hearinn, review the information
in the case and will reques the pires.
ence of wiLnesses and tLhe production ef
documents and othier ph.,sical evidence
o'i~ied upon by the Direcl.oi. D)ivision of
.aciliLiwes anid Security. iiJ making a.
finding that. a quv.iet ion exists regarding
the eligibiflity or the individual fur a!)
NRC access authorization andior an
cin pioylllef , cear;aniiCii il a•tcLordat(e.
with the prmviSiolls of this partL., whell
itie p)r'e•senco of a witness and| the pro-

dU.ctiiun of docUments aund other phys-
J(;ia. evidence is (deemel by tAhe -(aring
CoUoise! tO tic neces.;ary or desirable for
"a d,.trni r l.iaLin iJ tOLh issues, the Di-
Iet-Lor, Division of F'icilit is atIld Secu.
'ity, wil I make arralgenlientls for the

pI'MoUCLIU11 of ovtder.ie and fll, wit,-
lesset; t-o appear at the heltrinzg h, sub-
Iptieia or0 otherwise.

(hi ienlitng C.oknisel is authorized to
iiii'.nult, directiy wlIh indi\vidual's (;nour).
spi or relresentattive or the individual,
if UiP inidividual is not so represented,
for purposes o' reaching nm utuhal agree-
nieni. iupli ar'rangernents for expedi-
tious hearil'lt of the case. Such ar-
maingenients nfly iuclude clarification
of is-ies and stipulations with respect.
to Lest~iinmliy aud Conttents of dou-
Itentrs and other physical evidenc~e.
Sip" :ht st.ipulationis whvli entered ilito
shall he binding upon the individual
amd the NRC for the purposes of this
part. Prior to any consultation with1
the individual, the Hearing Counsel
shall advise the individual of his or her
right~s under Lhis part, of his or tier
righL Lo counsel or other representa-
lion, aiid of the possibility that anLv
statemlent t made by the individual tco
the Hearing Counsel may he used in
subsequent, piruteedlugs.

ic) 'the inidividuad is responsible for
producingI wiLnesses in his or her own
behalf an d/or presetitnog other evidence
htfrcn' the Hearing Examniner to sup-
port the inithvitual's answer a•id de.
Ieii,. Lo th1,1c, aiatiOns cooutined in
tlie iotifik:ation letter. When rcqurst.-cd
iiy the iiidiviltia!, however, the Hearinr
Counsel may assist the intdividual to
lt he exLtnt pr:+tLc2ible and necessary
'ite Hoiaring Counsel may at. his or, her
tiscre.-iomn request Lthe Director, l);v,-

sion of Facilities and Security. Lo ar
range for the issuance of subpoenas foi
wit.nesses Lo atLend Lhe hearing itI cia
individual's behalf. or for the produc.
tion of specific docurneots or other
physical evidmece, provided a showinlg
of Lhe fecuýessLy for assist-anc,ýe has been

niade.

I,7 FtP .LH(5i71;. Sept 2. 19182. AS i•ao i etIii d At W-4
F) 150t3, Apr 1. ;.97)j

§ 10.26 Appointment of Hearing Exam-

inler.

The appoi ntiente, rf a Hearing Exanm-
fner. pursuant to §10.221 of Otis prlirL.
shall be fromt a list of qualified actor-
tieys poesessin Li,-lt highest degree of
inLiegilmy. ahiliy. amid good judgnilent.
TO qal.ify, an AIriruNy' shall haVe Ill
NRC "'Q- uc(fess au{thori/ul Ulin and rnmay
Le ail rmploye of the NRC. its coll.
trlictors. apelILS or Iicensees. However.
Do employee or consilit,an, o! the NR('
shall serve as -eat'g Fxamjiner hear-
ing tire cas( iii i-i n itployee tincludlric.;
a consutisant) of' applicant for employ-
rniei.t, with the N.C, not shall any PmI-
ployee or consultant of ai N] C conl-
tractor. agent, or hicne,-ise serve as
Hearing Examiner heartlng Lhe case of*
an ernployee Oincludinig a i:onsuut.-anL)
or atn applicamit, for emrnployamont of that.
contractor, agent, or l(.eýcsee. No Hearr-
infg Examiner shall he selected who has
knowledge of the Uase or of atiy in(or-
maLion relevant. to the dispo ijiOn cif
it., or who for any reason would be ol.
able Lo issue a lair and un iasd iLoc-
ommendatlion.

§ 10.27 Prehearing priceedings.

taiL A fter the apiopintirien t of t.he
Hearing Exarnincr. ho or she shall be
furnished the record in Lhc cas(e. wlhichl
shall consist. of Lhe let-ter of noifica.
tion, the request for hearing and its
supporting answer, and Lhe notice of
hearing, if it has heen issued, and any
stipulations agreed Lo by t.he i ndividual
and the Hearing Course).

(hi The Hearing Examiner may on his
or her own motion. or on that of either
party. C.oOnvene)+. A pr'(hfeafitg Volfiercnce
with the Heat'in Counsel atnd the iiidi-
vidual and his or hor croonsel or rep.
resent ative. if any. ortlhe tmIMpose of
clarifying the issues. !lenti 'ing wit-
nesses who Illty he calt-ijl, lden'ifyinu
documentL, and oilher pyi:I;al evidenice
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that may be offered Into evidence, and
en teri tip into st ipulatnins of fact.

(c) The parties will he notified by the
Hearing Examiner at least, ten days in
advaniEc of the hear'ing Of the t ilrae alid
place ioi th hearing. t For good tcause
shown, the lieu'iug Examiner may
ordcr ofSto tii ,itt or iiiit,]tImtiiitCss
from lI-111e to liI1e If, aftt " duu notice.
the individual fails to appear at Owe
hearing, or appears but. is not prepa red
to lprocLeed, ithe Hearintg Examniner
shall, unless good cause is shown. re-
turn the casie to the Director, invision
of Facniitics and Security. who shall
make a recommendattion oil final an-
Lion Lo be taken, through the DI'rector,
Office of Adrninistratton, to the Pl)pUoty
Execuitive Director for Information
Services and Administration and Clohi.f
Informnation ofricer ol tWe basis of the
informnattion itn the possession of the
NRC.

147 Fih 380"76, Supt. 2, 1902, as amended it, 52
lit 31619, Aug, 21, 1987; 54 IFri 5X G}. 1.)c 28.
1909; 64 PFit 56I I. Apr 1. 1IlM9

§ 10.28 Conduct of hearing.

(i) 'Jihe Hearing Examiner shall con-
duct the hearing in an orderly. irnpar-
tia) and devorous manner. Tehica
rules of evidence may be relaxed so
that a full evidentiary record may be
made based on all inaterial and rel-
evant facts. Hearsay evidence may for
good cause shown be received at the
discrelion of the Hearing Exarnitnei and
accorded such weight as the cir-
cumistances warraint.

(h) T'he proceedings shall be open
only to duly autlioi-izeed representatives
of the staff of the NRC, the individual,
his or her counsel or representative.
and such persons as mity be officially
authtorized by the Hearing Examiner,
Witnesses shall not testify in the pres-
ence of other witnesses excep. that0 the
Hearing Examiner may, at his or her
discretion, allow for expert, witnesses
to be prf-seit during testifilony ret-
evant to their own testimony.

ict Witnesses, including the indi.
vidual, shall be examined under oath or
affirmatlion by the party whn called
Lthem and may bc cross-examined by
the other. The Hearing Examiner shall
rule. on all Evi dtEn .ia ry matt•el's, In-ny
fortrher txarmline any witness. anit may
call for adili Iton.l wit, nesSUs or the pro-

§ 10,28

ducLion of dIocumentary or iliher phys-
ical evidence. if, in the exercise of his
or her discretion, such addit'ional evl-
denc(e is deeined n ecessary 1,0 i Ile reSo-
I u tait of anll issuLe.

(d) It if appeUPrs (lurlrig the hetiring
that, flestricted tiatui or nati onal tecn-
it'ty ilfurinatlton may 1w dizvtousd. ht.

Heatring ExarMinMr shall assu11' thait
disclosure is made only to persons au-
t-lorizpi tLO receive IL

te) The Ilearing Exaitiner ray, at,
any Itme during the he(artgj Ipermlit
the Hearing Counsel to arnend the noti.
fical,kml letter to add orn modify altega-
lions in be considered. In the event, of
such an .ui]eitlndient to the notification
letter, the individual shall be given an
opportouuity to answer the amended al-
legawtio•s, If thv changes are of such a
su hsantial nature that. the individual
cannot` answer the amlrendd allegations
witLhout additionral time, the Hearing
IE.xamnner shall grant, such additional
ti rTe as he or she deems necessary.

if) The Hearing ISarni ner nray re-
ceive and consider evidence in the form
of depositilois or responses to init-errog-
etories upon a showing that, the wit-
ness is not. avallable for good reason
such as death. serious HIllness or similar
cause, or in the form of depositions, in-
terrtgatortes, affidavits or staterent1s
wiih agreement of the parties. The
Hearing Exantiner may take official
notice at. any StAge of the proceeding,
where appropriate, of any fact not sub.
)ect to reasonable dispute in that it is
either (i) generally known within the
United liates or (21 capable of accurate
and ready determination by resort to
sotIrces whose accuracy cannot reason-
ably be quesstioned. A part.y IS intflitled
upon ttliiely request. to an opportunity
to be lihard 4s to the propriety of tak-
ing such official notice. In the absence
of prior notificatiot ithe reques't may
be mnade after nioltice Is tk en.

(g) Hles-ritg Counsel shall exanit'e
itnri cross-vxarlritne witnessres afil uolher-

wise assist the Hearring Examiner in
such a manner a" to brring out a Ifll
am]d Iue dibclosuire of all facLs, t)th ia-
vorable and uniavonabte, having at bear-
tug on the issues before the Hearing
Exatij tier. In irlertfwninOP these duties.
the Hlearing Counsel shall avoid the at-
.i Lude of a prosecutor and shall always
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§ 10.28

bear iO mind Lhat, the proceeding is an
administrative hcartug and nut a trial.

(hi Hlearing Counsel shall not particii-
pate in Ithe deli [oris uf the Hearing
Examirier, and shall express no opinion
to •he Hearing lExaiiiioer conice 1n
the nierlts of' the case. Ilearing Counsel
shall also, during the course of the
hearing, advise the individual of his or
her rights under these procedurvre when
Ote individual is not. represented hiy
counsel or olther representative

0it The Individual shall be afforded air
opporrtunmiiy to (cross-sx;ti n oe li! prso us
whno have made, oral or written sLate-
ilrenul adverse to Lhe hhdivihcaI relait
Irfg Lto a- ContrA'ov(.ei')t.d issue, eXCee t,.1 thi
any such stai.,O:enit, •nay be received
and considered by the Hearing Exam-
iner without affordiug such oppor.
kunity in either of the fullowmng ch-
Cu itSLa nris:

(1) 1The head of the department or
agency supplying the statemnei t cer-
tijfies thaL the person who furnished
the information is a confidenLial in-
formrant who has been engaged in oh-
Lalfinlng intelligence inforniaion for
[tie Government and that disclosure of
the informanit's ideutiLy would sub-
stantially harn the nationa) interest.
or would endanger the we.ll-heieri of the
I n fornILant.

c'2) The Commissiun has determined.
after considering the itiformat ion fur-
nished by Lhe investigaLive agency con-
cerning the reliablliLy of the person
who furnished the infurnmat.ilo and tire
accuracy of the St.atemeLnt conrcerned.
that the statement appears Lo be reli-
able and materlal, and that failure of
tLhe Ilearing Examiner to receive and
consider such statement. would, inI view
of t-he fact that access authorizaLion
anditor emiploymenot clearanore is being
sought. be substantially harmful to tLhe
national secuTrity anti thai, the person
who furnishled the Inforniation cannot,
appear to testify clue to death, serious
illness, or similar caiuse.

il)(H Whenever the procedure inder
p.aragiaph hitI) of this section is used,
the individual shall be given a sum-
mary of Lhe infourmiation which shall te
as cornprhensivii and detailed as the
naionaloa,1 security permrtns.

;2) When ever cihe procedure tunder

paravraph (i)i2) is u.ed. t-he individual
shall be provided Lhe iderititv of i.lrue

10 CFR Ch. I (1-1-06 Edition)

personi and the inforinatiun to be crn.
aid ered(

(3) In both paragraph (it ii) and (21
procedures, aplroprirate cunsidelatrloi
shall he accorded to the fart thai. the
individual did not, have an opportunlt.y
to cross-exainihe such informanlt or
p5e rarIl

(k) Reii cords pi-ovided tby investigaltive
agencies Lhat were compiled as a reg-
ular or ron ti n procodoure by the busi-
ness or agency from wlich obttained, or
other physical , evidence other than in.
vestigati.ye reports. may he received
a ri d c o nnI d e red--(I sun h ct L to ri-hut.-a
wi'holii :Il. aih uititlc t.i wvitlne5ses. pro-
Videl that. the Inve.stigative ageni-y
turni slvd such itoforniaLtion to Fhe NRU
pursuant to its respoosibili te, 1it von-
noCtiorn with assisting tho NRE in de-
,eriruini•n the individolal a ehlibihly
for access authorizaLion and/or vmiploy-
renti, clearance.

(Il Records comipiled iii the re'plar
couo-se of business, or other physical
evidence other- than investigaLive re-
porLs, relatinig to a conLytov(r'ed issiie
which, because they are classified, may
out be inspected by the individual, may
he received and considered provlded

(1i The Commission '-has Made a de-
termination that such records ori other
physical evideoce appears to be MaLe-
r iaa ;

(2) The Commnistion has made a de.
termination that, failure Lo receive ard
cousiiier such records or other physical
evidence would, in view of the fact. that
access au thoriiautioo andior emiploy-
ment clearance is beinfg soughL, be sub-
sLantially harmful to the national se.
curity; and

(3) To Lhe exteit tnat iiationat Scou-
rity permiLs. a summary or description
of such records or- eoher physical evi-
deuce is made available t.o the indi-
vidual. In every such case. infoi'mation
as to ,.he authenticity and accuracy o1
such physical evidence furuishid by the
JI VPestiga~tve agency Shall he consid.-
ered.

(in) Ift Lte Hearing Examiner det.er.
nij.es tlat additional invesLigaLion of
any maLerial inforrMation is required.
he or she shtall reqruest In writing thait
the t)ireci.or, Oflice of AdiDnist, ra.tioli.
ar•i'rtg lor tUhe invest igatior and sLitll
specify rhosec ILsues uDpo0 which more
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evidence is requested and identify,
where rlitiible, aLY pe1risons or sources
that. inight provide the evidence
so uA h t.

in A writli n Lr3nitriilip)t of the ent-ire
pioceOiNH1i In LiSt, be made by a persorn

.- alpropmrpiti. NRC a.eeess aaces
biOrizli:a ii anttUor elnllJoyrnent clear-

alle' arild. iepttII for portLio¢s cnn-
tainitiv 4t ne Datna or National
Seu ili , ' 1iluirinalion, or other lawfully
',vithlhold hla h i1ii oaiLiOll. a cO)py of

the iranscriptb will he furnished t~he i-
dividual wiLhoiti cosl, The transcript
or r'euordillng will ho inado part. f t,hec
a;pplii alt's Ior employee's personnl se-
luritiy File

417 F[ 3"676. S• )t 2. 1982. as airieridet it ,5,2
Pi; 3M129. Aug 21. 51W. .4 t'R 53316, Dec. •11,
91O1. (A PFi P1A3, A iii. I 1999]

4 10,2fl Revominvndation of the flear-

ing Examinier.

ta) Thle lleairig ,xartriner's finilidings
and recomilmendaiLon shall be hased
u pon the rntire recordj consistlng of the
LFanMaCr'ipt, 01 'he be f0rig., the o(i:teen-
tary rtid nother evidence adductd there-
in, arid the letLter of notification and
answer. The Hearing Exanliiier shall
also consider' the circumstanCes of the
receipt of evidence pursuant to §10.21.
the jldividLal's recrid of past eniploy-
ment, and the nator-e and sensitivit y of
the. jab the individual is or may be ex-
H•te'-'d to p,'rfor ni

th) ']hC! Htfirinfl. lEx.armnzuer shldl oiltak
sp(eci lJt lmdindgs on etch alleg ation iri
t1e i)otiflcation letLer injcluding the
reasons lor )is or her findings, and
sha;tl rialre a racsmniendation aa Lu the
act Ion whih should be Laken iin the
case.

I u) The H-earirii-' Exaniiner's roe.

onrnerinda Lion salbl be predicated upo10
his or her findings, If. after consideritdf
all the factors in light of the criteria in)
this part, the Ilvaring Examiner is of
the opinion that, granting or eon-
titulng acUcess authorizatiou anlt/or
em ployment, clearaiiet to the iill-
vidual will not endanger the com mon
defense and serurit.y and will be clearly
cornsi.sentL wi.h lihOe national int erest, a
fai-orablv recorriilation shall be

leai; det' iorWivse. atill adverse rec.
Dom ni:idal.jll uii a)l lie mly-adee
ijd) 'h'lie Hiearing xAtaniin•r shall sub

nrai his or hler finditngs ;aned re,

§ 10.31

onimiendat.ion in a signed report to.
gether with the record of the case tu
the Di rector. Office Administralion.
wit1,1 the least praci,•cal) delay

ic, The lhivrimn fExalmioer shall l1v.
consider tOI lpOSli)e ilripact. of the losy
of the individuala's srViCA.S Upllo th'
N ,( pron rain.

147 FR :41676, at..: iitl, . ],ui el i.L 5-
F,1R 1iM).i, Anug 21. 19817: M FP14 53116. iec Mi.
1q1181

§ 10.30 New evidence.

Aft.er the close (:)Ii te heaoring, in thi'
twe-lL tle iriividuial dis-oVer'S new evi-
dence not previously available or
known Lo him or her, the indivitdal
may petition the Hearing Examiner if
thle jenri rig Examiiners recoimenda.
Lion hiasm not yet been issued. or there-
after, the Dlire:ctnr. O ffiee of Adrninis,
i. raton, tit n L.ro)ell Lht record tO re ce VI

that. evidence. 11 tdle Hearing it]xarnilier
or, the Director. respectively, deem it
inatel'ifll anid fapproptriaL'e tlhti recoil
mnay be leopelled to accelpt lhe evidel ce
either by stipulation, witli the agree-
ment of the HWaring Counsel, or in a
reconvened hearing.

141 pit M61't6, Stipt. 2, 111482, as amendeci at, 52
YiK JI6.Ii. Aiig. 21, 191371 !A PH 5PH I;, Dec. 28.

§410.31 Actions on the recommenda-
tions.

Ia) U')poi ric:eipi iif tle findings andl
reconimendatico fr'll the Hearing Ex.
aminer, and the recotrd, the DirectLor,
O)ffice of Admni rstraLion. shall forth-
with transmit, it Lo the Deputy Execu,
Live Director for lulfoimaltion Services
and Administ.atiun and Chief In forina-
Lion Officer who has the discretion 1.0
return the record to the Director, Of-
rice of Administration. for further pro.
ceedings by the, Hearing Examiner with
respect to specific matters deaslgeatbed
by the Deputy Exectiwve Diiector for
Information Services and AdminisLra-
Lion alid Chief fiformation Officer,

(Ilt ) in the even t, uf a recOi mitiida-
Lidon hy the Hearing Examiner tfhat all
individuaIl's acceSs autLhorizait'or ald

Or elniployMeTIL clearance be denied or
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revoked, the Deputy Executive [rDrec-
tOl for informration Services and Ad-
ministration ant] Chief lnformnat.ion Of.
I'icer shall inimediately notify the irdi-
i','uhla) III wrir.itnig of the Hearing Exan)

illeinr lhodings wIth reseCLt to each al.
lif/i-atioi. conwtaie, ii tire noLtificationi
letter. •aid that, the individual has a
right Lu request a review of his or her
case by the NRC Personnel Secur! v
Review Panel and of the right to sub-
mit. a brief In support of his or her con-
LentLons The request for a review must.
ie submitted to the De.puty Exe,:utivV
)rrecltor for Iiformation Services ano

Arhnijrisiral.tOrj and thief lfk'rm,'.r):or•
Officer within five days after lit- re-
vc'Opt of tihe noLice. The brief will he
forwarded to the Deputy Executiive Di-
rector for Information Services and Ad -
nirnis'ration and Chief InfornIaLtoar Of-
ficer, for transmission to the NRC Per-
sonnet Security Review Panel nor later
than 10 days after receipt of tLie notice.

(2) In the event the individual ails. to
reu•lest a review by the NRC Personnel
Se(:urity Review Panel of air adverse
recommendation within the prescribed
ftime, the Deputy Execultivc Direcior
lor ii'forirration Services and Adminis-
fration arid Chief Infornation Officer
may at his or her discretiou requstL a
review of the record uf the case by t~he
NRC' Porsonniel Security Review Panel.

i'Te i-quest will set forth those mat-
ielrs at. Issue in tile hearing on whivh
the D)epuLy Executive l)irector for lIi.
formation Services and Administratrort
and Chief iuformation Officer desires a
review by tile NRC Personnel Security
Rteview Panel.

(c) Where the flearing Examiner has
made a recoinnieudaLion favorable Lo
the individual, the Deputy Exeeutive
Dii'rector for I oforliraflon Services arid
Adriri ilstration and Chief infurmnathiu
fiffic.er may at his or hler discretion ru-
quest. a review of the record of the case
by tire NRC Personnel Security Review
lanel, If this request is iaohe. the Dep-
ut1 Esxecuu.iive Director for InformraLion
Service•s ard AMminDistrIation and Chief
Iufirmation Officer shall Inmmediately
cause tile individual to be notified of
thait fact and Of those rnaters a'. issue
in the Ihearing. on which the Deputiy Ex-

iLi VO Lii r)iector lor tO t oiliULtro SeYv-

iccs trd Admmnist.ration and Chief In-
Ir.,rrlaLtoLJ Officer desires a review by

the NRC Personneh Security Review
Panr-l. The Deputy Executuive Director
for" llufororatiori Services and Adrmirrs-
tration arid Chief Inforniation Officer
will further inform the ridividual thai.,
withinIf 1 days of receipt of this notice.
tlite )roivici I May submit, a brief con-
cLerning those matters at, issue for the
consileratfion of the NRC Personnel Se-
curity Review Panct-. The birief must. lie
forwarded to the Deputy Executive Di-
rector for Information Services and Ad-
rnmistraLtlon and Chief inferi'atirion Of-
liter for Ltrairtsriissin Io the NRC Per-
sonnol Sr-curlIty Review Panel.

I(dI In 1ire YVellt (if a request fur a re-,
viw p'urSuarit tLo paragraphs it)) and ic)
of this section, the Hearing Counsel
may file a brief within 1O days of being
notified b.y the Deputy Executoive Di-
rectior for I nformation Services and Ad-
rinistration and Chief Inforniation Of-
] ..ler that a review has been requested.
Thie brief will be forwarded to tie Dep--
uty Executive Director for loforratiori
Scrvices aud Administration and Chief
Information Officer for tranrsnissiori to
the NIIC Personnel Security Review
Pan:l.

(e) 'Tihe Ifearinog Counsel may also re-

quest. a review W, tile case by the NRC
Persournel Security Review Panel. Trie
request. for roview, which will set forth
those matters al isSue InI the hearing
ou which the };earing Counsel desires ta
review, will be submitLed to the Dup-
uty Director Exe,,u.tive for Manage-
ment Services within five days after
receipt. of the Hearing Examiner's find-
ings and reconirnerndatron. Within lo
days (if the requisL for review, the
Hearing Counsej may file a brief which
will be forwarded to the Depu•tv ELxviu-
Live Director for Informal.ion Services
arid Adminnist.ratioO, and Chicrf luforria -
iron OfflCer for trauslrllssr~n to the
NRC Persounel Security Review Panel
A copy of tire request for review, arid a
copy of anyi• brie! filed, will be Iname-
diately seut Lo the Individual. If the
H-learing Counsel s r'quest is fur a re-
view of a recommenidati on favorable to
LAIC, individual tile individual way,
within 10 days ,of receipt of a copy of
the request for ri;view. submit a brief
coudc'crulU thoIse IrlrtteDis at issue for
consideri Lion of Irhe NRC Personne) Se-
curit y Review Panel The brief Will 11C
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forwarded to the Ileput.y F,.xequtive Di-
rector for Infnirmal ton Servives and Ad-
mnintstration and Chief linlnr-m"ton Of-
I'tcer for transmission mn the NRC Per-
sunnel Security Review Panel and
Hearing Counsel. A copy of the brief
will he mrade a part of the apprlican.'s
personnel securtay file,

(f) The time limit.s Imported by ihis
section for requesting reviews and the
filing of briels may be extended by the
DeputLy Executive Director for infor-
ntI-lon SD.rvices and AdortoLration

and Chief 1nformat~ion Officer for good
cHttzUe shown.

(r) IT: Ote event a iIqueCSt is made for
a review (if tihe record by the NRC Per-
sonnel Security Review Panel, tire Dup-
uty Executive Director for Information
Services and Administratiun and Chiel
Informatilon Officer shall send the
record, with all findings and rec-
unorendations and any briefs filed by
the individual and the Hearing Coun.
sel, to the NRC Personnel Security Re.
view Panel. If neither the. individual,
t.lie Deputy ExecuLive Iirecror fur lu-
forinwtira Services aild Administration
and iChief Information Officer, nor the
hlearing Counsel requesiti a review, the
filial doteriniation will be imade liv
the Deputy Executive Director for In-
formation Services and Adnilhlst,ratiori
and Chief Information Officer on the
basis of the record with all findings and
retcommolodatioeus,

164 FIR 1564, Apr. 1. 15951

10.32 Recommendation of the NRC
Personnel Security Review Panel.

wa The Deputy Executive Director
for Information Services and Adminls-
tration and Chief Inforiiation Officer
shall designate an NRC Personnel Se-
curity Review Panel to conduct a re-
view of the record of the case. The NRC
Personnel Security Review Panel shall
bD corri)rised of three members, two of
whom shall be selected from outside
the security field. To qualify as anl
NNRC Personnel Security Review Panel
member, the person designated shall
have an NRC "Q" access auLhorization
and may be an employee of the NRC.
it.S conntracturs, agents, or li.ensees.
Hlowever, no eniployee or consultant of)
tht NRC shall serve as an NI(. Per-
son Oe-I Seenlri~ty Review Pantc I moeibnlt-r
reviewimg tire case of an timployee (iii-

§ 10.32

eluding a coisultant) or applicant for
ern).rmnen t with the NRC; nor shall
auny employee or consultant of an NRC
contracltor. agent or licensee serve as
anr NRCi Personnel Security Review
Panel member reviewing the case of all
employee oncluding a consultant) or
an applicant for employment, of that
contractor, agent, or licensee. No NRC
Personnel Security Review Panel melm-
ber shall he selewt.ed who has knowl-
edge of the case or (if any information
robr.wvant to the diisposih-r, of iL, or who
for auy reasonr would b.Ž unable t.o issue
u fair aln unbiased recoimrendati on.

(b) The N}IC Personnel Security Re.
view Panel shall consider the matter
uider review based upon the record
supplemenited by any brief submitted
by the individual or the Hearing Coun-
sel. The NRG Personnel Security Re-
view Panel may request additional
briels as the Panel deems appropriate.
When the NRC Personnel Security Re-
view Panel determines thaL additional
evidence or l'urther proceedings are
necessary, the reUord mnray bie returned
to the Depriry Executive Director for
lnformatioin Services and Adiimirstra-
Lion and Chief information Officer with
a meCorllrrreldatr1orn that the case be re-
turned to the. D.)irector, Office of Ad-
MllriSLration. for appropriate action.
which may include returning tire case
to the Hearing Examiner and recon-
venitig the hearing to obtain additional
teqstimony. When additiorial testimony
is taken by the Hearing Examiner, a
written transcript, of the testimony
will hie made a part. of the record and
will be taken by a persoen possessing an
appropriiate NRC access autrhuortastion
andior employment clearance and, ex-
cep., for portionn, containing Restricted
Data oir National Security Information.
or otrher lawfully withholdable infer-
rnation, a copy of the trauscript will be
furnished the individual without, cost.

(c) in conducting the review, the NRC
Personnel Security Review Panel shall
make its findings and recommenda.
Lions as to the eligibility or continued
eligibility of an individual for an ac-
cess authorization and1or an employ.
rvCeLt CleaaNICP on the record supple-

ment.ed by addiLtional testimony or
hu)cts. x•s has ibeen previously deter-
uinert) y tLhe NR1C Prersonnel Security
Review Panel au apprcopriat e.



§ 10.33

I d) The NRC' Persornnel Security .Re-
view PIanel shall not. considfcer the pos-
sible inpact, of hle lost, of the individ-
ual's services upon the NI(C program.

te) If. afitrer considuril-, all the factor's
in light, tl Lhe Cri Lerna set forth ill lhis
pai'l, Lhe NRC Personnel Security fte-
view ]'flOne! 1.; o(Ihe OLlltion tha.- granlt-
ing or con tinuintig an access au thuriza-
lron anrior an em'iploymieInll. cloaranre
1o Ole i1(Uivtidu~;c will eel endanIger tihe

'olnllrlon idef e ar.ra d securit'y arid will
be clearly collsitsIcll. W10t1 the ,lal lonla]

int,elest, Lhe NRIC P ,rsa ir tl Se le• n iurty

Rieview Panrel shall mIak(e a favorable
re':0nommentlatiou. nt~herwi,•tv. tOe NItC
Personnel Se(r rjt'y Y.'cevi.-W Panil strali
niake an adverse reconmmendation. The
NRC Personnel Security Review Paliel
shall prepare a report of ILS firndings
and reconrmendatjons all(d suhbmit Lhe
report in Writing to Lhe Deputy E!•cc.
tive Director for Ifformation Services
and Admitlistraltion and Chief Inform-a.
w,1on0 Officer. whlir shall furnish a copy
to Ohe indlividual. The fluding's and r'e-
innnierldal0ions must b:•e fully supported

by staLed reasons.

l;.F I, 4. 1564 , Apr. 1. IFONJ

10.33 Action by the Deputy Executive
Director for Information Servicer
and Administration and Chief Infor-
mation Officer.

ja) The Deputy Exeelutive Directlor
for Information Services and Adminis-
tratron and Chief Infornat.ion Officer,
on the bwsis of Lhi. record ajccompanred
by all findings and recommendatimnv,
shall make a final deLerminaLion
wiletiher aiccess autilori?,aLiOu andror
empioymient celearanc, shall he grant-
ed, il d. Or tvvoit d, ex 'cept, ,,lhen i-he.
provi.ions of 10.28 (Ii. rji. or ll hilve
been used and tile Depi"y ExccutiVe
l)irector for llformation. Services and
Admintistration and Chief Ilnfor"rrLit.111
Officer determinlatioo is advurse., the
Corrolii'rsion shall make thle final agen-
cy deternmionton.

bIj In making the delerinitratiun as
to wheLher an a.cess autlnorizaltlol

andior an employment clearance shall
be grilalLed, denied, or l-evoked. the
DepuLy Executive Directtor for Infor-
matioo Services and Adreilnlstrat.ino
and Chief luformat.ion Officer or Lhe
ConmrMSion shall g5v1 Clue recognition
to. t,1he favorable as well as Oie ulohav Or-

10 CFR Ch. I (1-1-06 Edliion)

able informartion coincei.nIrr, the indi-
v)diual and shall take in to aceount. the
value of Lhe indi\idual's services to the
NRC's program alu tille conseqlutnrr (s
of denying or revoking access author-
izat.ion aind;or crirployrient, clearance.

ic) In the eveni, of an adverse dit,(:r-
nninaL, on. Lhe Dr)trrr y Executive f)i re-
Lr for i rforral.iori Services anil AU-
ronsrsatiton and Chief Informatiorn (If-
fieer shall prompl.ly inotiy tlhe inli-
virtual tlhroutghr the Dirlector. Olfire of
Ad/irnistbrtinlo . of Illns ' or n(r decision
Lhil, all arcenss ail.horizatl'ol anldtor alS
clniployrirelnt clearailce is living dfniewl
or revoked arid of his Or h1r li'ridiirgS
withr resped, Lo each allegalior, con--
Lained ii tLhe notifcation lhotter for
transnittlal Lo Lhe individual.

(dj In Lhe ovent of a favorable deter-
rilnatioD, the DepuLy ELxeuLive Direc-
tor for Inforrnation Services and Ad-
minisLration and Chief Iforrnal,ionl Of-
ficer shall promtrlly not y the intlh-
vidual through the Director, Office of
A drimin istra Lion1.

1611 FI 15644, Apr. 1, 1949911

§ 10.34 Action by the Commission.

ia) Whenever, tnder the provisions of
§ 10.20H(i), ij) or (i1 an irdri vidual has tot.
been afforded an opport'unity to con-
front and cross-examine witnesses who
have furnished information adverse to
the individual arid at) adverse rec-
ornmendation has been made by Lhe
DeputLy Executive Director for Infor-
inatlion Services and Admnilustralt.io0
aid Chief Information Officer, tire
Commission shall review the record
antlil retdrrnile whether an access au-
tioriaion aod~or an) employment
d~learsrrre should hre granted, denied. or
revoked. based upon the record,

(1)) When tire CooirIissiol detprrmlrS
to doeiy or revoke access authorizati on
andioi eriployrnenl. cllarance, Lhe inidi-
vidual shMall promptly be noLified
througih tlr Director. Office of Adjiiri-
istratJon, ol its decision that. access au-
thorizar.inn and.or employment, Hear-
ante rs being dened or revoked and of
its fioIdinrgs and coniclusionus with re-
spect Lu each allegaJonll coulnained ill
lire no tification letter for transmitLal
to the individual.

(c6 Nothing conL•ained in these proce-
dures shall ibe deieunod otr limit, or aflecl

hlie respronsibilliLy and powers of Ltie
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Comriissron to deny or revoke access
it RWesLrictcd LDat or national scouri ty
information if' the security of tlre na-
tion so requires. Such authority may
not. be delegated and may be exercised
when the Cormnissiou determines that
invocation of Ole procedures prescribed
in this part is inconsistent with the na-
tiunal security. Such determination
shall be conclaSiVe-.

141' FR tili7'1, Sept. '!. 1.982, aý ryuunnded arl 52
FR 31611). Aurg 21. )987. 54 Ff f6la3)i, Dec iH,
1089, CA FIR 15615, Aplr 1. 1991t)

§ 1O.35 leconsideration of cases.

(a) Where. pursu ant to Lhe procedures
fir, lorth in §§ 1(0 20 through 10.34, 1 he

IC pg ty Exsecutlv1i Director fr 1311or-
mation Services and Administration
aind Chief Infornation Officer or the
Comrninsion ias rmade a de terni nation
granting an access authorization and]
or ,.ir emplloyomnt clearanCe 3,o an indi-
vidual, the individual',- eligil.lity for
anf access auliormiaion arid/or an eri-
ploh'yeni" cheatrnce will be reconsid.
rerod 'inly when stbsequerit to tile tittie

of tl(at deternminiation, new derogatory
infur'rnltion lra-s been reelved or tLie
scope or sensit ivtty of tire Restricted
Drata or' National Security InformatiOn
tro which the individual has or' will
have access has significantly increased.
All new derogatory information.
whether resultilrg from the NRC's re-
investiogitiot, prograni or other
sources, will be evaluated relative to
art individual's continued eligibility in
accordance with the procedures of this

part,
Iu) iWhere. pursuant to these proce-

dures. the CommiSsion or Deputy Exec-

utive Director for Information Services
and Admrnist.ratLito and Chief Informa-
Oied Officer hias made, a determination
tieDyilrg or rvvoli rig ain access author-
itatlon and/or ali ermlrlyment clear'.
ance to an individual, the Individual's
cirgibility for an access authorrz.Ltion
and/or an employmeDt clearance may
be ret:onsidered when there is a bona
fide offer of employment and/or a tbona
fide need for access to Restricted Data
or National Security Information and
either material and relevant new evi-
dence is presented. which the indi-
vidual and his or rhepresc nt.a
are without, FRO ! it) fail)ing o prinsTrl
before, or Ltere itF corivi cr rg evidUnce

§10.36

of rf-formatin or rehabilitatlon. Re-
quesuts for' reconsrderati0on must be sub-
iritted it) writ.)ng to the DepIuty Execu.
i w, Direci.itr for Ir fuorIatitll Services

arnd Adniniis'trariorn ati,]d Chifef Informa-
Lion Officer thirough the Director, Of-
fire of Adlnrministr'ation. Requests futist
be accomnpanied by mir affidavit setLriig
foruti in detail the in lornattfon referred
t-o above. The lDepity Lx Executive Direc-
tor for Infoirr.ation Services aidl Ad-
mieisLr'tairoi and Chi(r liluriliatioll Of.
ficor shah:tli ause the indlvirlhial to be
niotlficd as to whether his or her eligl.
bility loor ,an acie.4s authoriza-Lion and
Or aLn tmph)yiiIrriorit clt aranjce will be re-
cOiiidered miild if so, the rneLhod by
which it r'ecLOirSltdCWrairoO W1,1 be ac.corM-
phshrd.

(i) Where all aa esa u tihori.lat.ion
andi/r an employrvenit clearance ha-S
been gnranted to aIll idividua) by the
Director, .bvisior of Fiacilitries anll Se-
CttrI tywitho10 i'vciOtrs:'e t,() the Prove-
duires set forth in §§10.20 thirough 10.31,
the iridlr]'.s elltililhty foi' an a.c-
('eSS a0 (1• 11h,1r0i11.iii 3 d(,or an efliploy'
eirt clratm w ih" wil) he recorisilhi ed

only ill a case wiere. subsequent to Lte
granLing i)f the ;tc(cess authorization
and/or employrmen t. cl'arance,V new de-
rotatory trifor-flaLion has been receiveil
or the scope or scrisitivit y of the He.
striclled DaUta or NatLronal Security Ill-
forimai lon to W hIc Ithe indlivid ual has
or will hav.c acces9• has significautly iW-
creased. All new dterogatoi'y infornia-
tini, whether resulting froni the NRC's
reinvesLigation prog ram or other
sources, will be evaluated relative to
an individual's continued eligibility tO
accordancie with the procedlures of this
part.

161 I"r 156., Apt , 1199q1

Subpar D-Miscellaneous

§ 10.36 Terminations.

I] tire event tile iudividual is hi,
longer an applrcant for' access authuor-
lzatiolr andior ernplohynrent clearance
or no louger requirres such, tile proce-
dures of this part shall be teirminated
without a finua determi natmion a.s to the
iiudividual's eligibii Ly for access au-
i.horizatiou anirir .'niptoyrur'r. clear-
a nrC



§ 10,37 10 CFR Ch. I (3-1-06 Edition)

§ ]0.37 Attorney reprusentation.

In the event the individual is rep-
r10.eeneed by au attorney or other rep-
rwienLa.ve, Il Ii.he Idivid t-ual shlall file
wit.h the Director. Uffice of Adtininj-
trao), a docurnerit itesigriatlug such
at,4t ornacy or represent~aLive and author-
i-zing snch attorney or representative
to receive all correspondeuce. tran-
sCIll)ts, and other documlents per-
Lailling to the proceeding under this
pArt.

i47 FR 38616. Sept. 2. 19H2. as amended at 52F'f< :11610, Aut. 21, 197/; 54 FI 3.316. Dec. 28.
190I91

§ 1(0.3H Certifications.

Whenever information is made a part,
of the record under the exceptions oU.-
thortzed by §.10,21 0i), o). or ti. the
record shall contail certificates evi-
deticing that. the required determina-
tions have heeu moade.

PART 11-CRITERIA AND PROCE-
DURES FOR DETERMINING ELIGI-
BILITY FOR ACCESS TO OR CON-
TROL OVER SPECIAL NUCLEAR
MATERIAL

( ,EN FRAL PRO VISIONS

AUTHiORrTy: Sec. 161. 61i Stat. 91H. as amend.
ed -'C! It.s C 2201; setc. 201, R. .. a. 1212. as
amended t42- 1. C 58.W: see. 1VIM. 112 SLat
2750 ?4,1 U LAHC 35tN nolt'p

Sec twon 11 tfo Cl'.h~r, i sleI tinder sec 501.
W15 Satl 20) 131 LI S.C. 4Win.

SueicE. 45 F'Rt 76970. Nov 21. 1080, unlevs
otberwi)s noted,

G• F:N EA L () OVISt10NS

§11.1 PfLrpuse.

This part establishes Lhe requIre-
lien•1 S for special nuclear material ac-

Cess aLuLhurizsat un, and tile criteria and
pL.ro:edures Jur resoivi pg que.'; ions con.
cerning the eligibilitsy of individuals to
1OcCf:iVt! speCial itu cle mar rtnrial access
aLt1hoiizatioli for conduct of certain ac-
I.iviLies. lictensel (o' otherwise, which
InIvoive access to or notivrol Over spe-"
cl al lucllar waterial

§1f.3 Scope.

ia) The requirements. criteria. a-Lo
procedures of this part apply to the es-
tablishment. ol and eligibility for spe-
cial nuclear mat~erial access authoriza.
Lion for emIployees, cofLra¢ctors, con.
sultants of, and applicants for, employ-
inenL with licensees or contractors of
the Nuclear Reguiatory Ctmmission
This employment. contrcL,. service, or
consultation may Involve arty duties or
assign e, nILs witthin the cri.eria of
§11.11 or §11.13 requiring access to, or
control over. formula quantities of spe-
cial nuclear material (as defined iti
part 73 of Ltis cltapter).

(h) The requirements, criteria, and
procedures of this part are in addition
Lo and not in lieu of any requirements.
criteria, or procedulres for access to or
control over classified special nuclear
ntaterial.

1,15 Fit 713l70, NOv 21. 1t911. ats Ainewli(le at. 64
Fit bI l5. Apr !, 19991

§ 11.5 Policy.

IL !s the. policy of the Nuclear Etegu-
latory Commlssion to carry out. its au-
thOrity to establish and administer, in
a mnalnner consisLentl wiLh LradiLioual
Ainerican Concepts of justice, a per-
st•nltl Scuril'jLy program in the jLiter-
est.s of Ohe cor-mmion def'.nse and secu-

rity for the purpose of safeguarding

IiI tuPrpov..
II 3 Scope
if.!, Policy.

11 7 Defmiitiolns
it B Informatlton collection

OMVI approval.
11.9 Specific exemptlons.
11. II Maintenance of records.

requirenitents:

RP.QtjrrtiMtar.-S FOR St'EA2IA I. NUCtI..EAR
MATCHtAr. ACCESs, AUTrr-lflZAT-lIfl

c11 eneral rerquirenit-rts.
11.13 Special rn4LlirenweIlts iOf 1.ranSpor.

tAIL Li Oi
)t IS ApplIvation loi splciaf mleartOr i~nate

i a C:IC-hl?. iluhnrl?.aiLlil.
11 16i ('arice-Itatioi of Inqeql-st (0; zTL.'Cla nlu-

Cler maleria! L aceseal thu a 10;

Clirt;.-FRA FORl fll7rrnt!tF.MNING 2ll FOR

A 0.155 TO, OIL CONTH0I. tWlls, SPEClAL NL'
L'i.AR StAiERIAt.

11 M1 Applic.atlon of Lbe Vc1eirera.

Vior-A-iNS.

;1..10 Violattions
1] 32 Citnrlmnal pens Itip.s..
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Adjudicative Guidelines for Determining Eligibility
For Access to Classified Information

I. Introduction. The following adjudicative guidelines are established for all U.S.
government civilian and military personnel, consullants, contractors, employees of
contractors, liccngees, certificate holders or gramiees and their employees, and other
individuals who require access io classified informamion. They apply to persons being
considered for initial or continued eligibility lor acccs to classified information, to
include sunsiti-c cot partmcntcd information and special access prnorans, and are to bc
used by govermnent deparwments and agencies hi all flnal clearance determinations.
Governmeni departments cid agencies may also choose to apply these guidelines to
nuvlogouts situations regarding persons being considered for access to other types of

protected infonnntion.

Decisions regarding cligibility for access to clas.ified information take into accotun
faclors that could cause a conflict of interest and place a person in the position of having
to choose bctween his or her commitments to the United States,. including tlit
cotimtlnent to protect classified information, and any other comroplling loyalty. Access
decisions also ta-e into account a person's reliability, trustworthiness wid ability to
protect classified information. No coercive policing could replaýec the self-discipline and
integrity of the person entrusted with the nation's secrets as the most effective means ulo
protecting them. When a person's life history shows evidence o.f unreliability or
untrustworthiness, q~uestions arise whether the person cai be relied on and trusted to
exercise the responsibility necessary lor working in a secure envirornment whele
protecting classified inflormation is paramount.

2. The Ic djdicalive Proces•s.

(a) The adjiudicative process is anl examination of a sulficient period of a person's life
to make an affirmative determination that the person is an acceptable security risk.
Eligibility for access to classified information is predicated upon the individual
meeting these persolinel security guidelines. 11he adjudication process is the careful
weighing of a nuniber of variables known as the whole-person concept. Available,
reliable infbrmation about the person, past and present, favorable and unfavorable,
s4huUld be considered in reaching a determinatiun, In evaluating the relevanice of al
individual's condtucl, the adjudicator should consider the following factors:

(I) the nature, extelt, and seriousness of the colnducl;

(2) the circumstances surrounding the conduct, to include knowledgeable
paricipation;

13) the frequency and recency of the conduct;

(4) •he individual's age and matriy at the time ot'the conduct;

(5) the extent to whlich prlicipation is voluntary"

(6) thc prcsence or absence of rehabifitation and mlber pernlllnt .haiioral
chiages;



(7) the motivafion for the conduct;

(8) the putential for pressure, coercion, exploitation, or duress; and

(9) the likelihood of c-ontinuauon or recurrence;

(b) Each case must be judged on its own merits, and final determination re-mains the
responsibility of the specific department or agency. Any doubt concerning personnel

being considered for access to classified inlbrmation will be resolved in favor of the

national sccurttv.

(c) Tile ability to develop specific thresholds for action under these guidclines is
limitcd by the nature and complhxity of lim-nan behavior. Tlhe ultimme deer•minafion
of whether dhc granting or continuing ofeligibility for a security clcarance is clearly
consistent with the interests of national security musti be an overall common sense
judgmntl based upon careful consideration of the following guidclines, each of which
is to he evaluated in the context of the whrllolC person,

(I) GUIDELINE A: Allegiance to the United States;

(2) GUIDEI. MNE 11: Foreign Influence

(3) GUIDEALINE C: Foreign Prefiernce;

(4) OiUIDt-LINE D: Sexual Behavior;

(5}) GUIDEI.TNE E: Personal Conduct;

(6) GUIDELINE F: Financial Considerations;

(7) GUIDEIINE CQ: Alcohol Consumption;

(8) GMIAD)ELINE H: Drug lnvolvemlent;

(9) (iUIDELINE L: Psychological Conditions;

(1 0) (UIDI.IINI". J: Criminal Conduct;

(1 I) GUIDELINE K: Handling Protected Information;

(12) GUIDELINE IL: Outside Activities;

(13) GUI)EI..INE M: Use of fnlormation Techitology Systems

(d) Although adverse inlbrmation concerning a single criterion may not Ie sumficiclm
for ai onll'vorUble determination, the individual may be disqualilied ifavuilable
info'mation rellects a recent or recurring paitern of questtionable .judgment,
irresponsibility, or emotionally unstable behavior. Notwithstandiog the whole-persou

concept, pursuit of further investigation may be terminatcd by anl appropriate
adjudicative agency in the face of reliable, significant. disqualifying, adverse

information.

(c) When information of security concern bvcumes known about :1 individ nal \whO ;S
currently eligible for access to classified information, the adjudicator should consider

whether the person:

I ) voluntarily reported the information;



(2) was tnithful and complete in responding to questions;

(3) sought assistance and followed professional guidance, where appropriate;

(4) resolved or appears likely to favorably resolve tihe sccurity concern;

(5) has demonstrated positive changes in bchavior ,and employment;

(6) should have his or her access temporarily suspended pending final
;tdjudication of the information.

(f) W'after evaluating information of security concern, the adjudicator decides that the
information is not serious enough to warrant a recommendation of disapproval or
revocation of the security clearance, it may be appropriate to recommend approval
with a warning that fiture incidents of rt similar nature may result in revocation oc
aCCe SS.

GUIDELINE A: ALLEGIANCE TO TIFE UNITED STATU'S

3. Ihe C(wern. An individual must be of unquestioned allegiance to the United States.
the willingness t) safeguard classified infomation is in doubt ifthere is any reason to
suspect an individual's allegiance to ffhe United States.

4, C'onditions that could rasic asecuritO c:nwern WInd may be disqualy/ving include:

(a) involv,-ement in, support of, training to commil, or advocacy of any act of
snbotage, espion'age, treason, terrorism, or sedition against the United States o1
Akmerica;

I b) association or sympathy with persons who are attempting to commit, or who are
committing, any of the above acts;

(c) associwion or sympathy with persons or organizations that advocate, thrcaten., or
usc force or violenec. or use any other illegal or unconstitutional means, in an effOrt

(1) uverthrow or influence the government of the United States or 1"1ny satne or
local govenunmentL

(2) prevent Federal, state, or local government personnel from perfonrming their
oAlcial duties;

(3) gain retribution for perceived wrongs caused by the Fedvral, state, or local
governnient,

(4) prevent tothers from exercising their rights under the Colstitution or taws uf
the United States or of any state.

5. ionclins tIhor could mitigote seclrwil concerns inclhde

(a) the individual was unaware ofthe unlalful aims of the individual or crgali.tion
arn severed ties upon learning of lhese;

3



(b) the individuals involvement was only with the lawful or humanitariam aspects uf
such an organization;

(c) involvement in the above activilies occurTed for only a short period of'time and
was attributable to curiosity or academic interest;

(d) the involvement or association with such activities occurred under such unusual
circumstances, or so much time has elapsed, that it is unlikely to recur and does not
cast doubt on the individual's current reliability, trustworthiness, or loyalty.

GUIDELINE B: FOREIGN INFLUENCE

6. The Com'ern. F'urgen contacts and interests may be a security concern if the individual
has divided loyalties or foreign financial interests, may be manipulatcd or induced to help
a foreign person, group. organization, or government in a way that is not in U.S. intercs!s,
or is vulnerablc to pressure or coercion by any foreign interest. Adiudication under itis
Guidclim: can and should consider the identity' uf the foreign counry in which the foreign
contact or financial interest is located, including, hut nut limited to, such considerations
as whether the foreign country is known to target United States citizens to obtain
protected information and/or is associated with a risk of terrorism.

7. Condilioni uiar could raise a security concerti and ma), be disqualii3, ing include:

(a) contact with a foreign fmnily member, business or prafcssional associate, friend,
or other person who is a citizen of or resident in a foreign country if that contact
creates a heightened risk of foreign exploitation, inducement, manipulultin, pressure,
or coercion;

(b) connections to a foreign person, group, governulent, or country that create a
potential conflict of interest between the individual's obligation to protect sensitive
information or technology ,nd the individual's desire to help a foreign person, group,
or country by providing that infrnamtion;

(c) conteCrintClligence infomiation, that may be classified, indicates that the
individual's access to protected informution may involve unacceptable risk to national
security:

(d) sharing living quartlers \\ith a person or persons, regardless of' ilizc.nship :,tams, if
ihat relationship creates a heighteAnd risk of f oreign inducenmrut, manipulation.
pressure, or coercion;

(e) a substantial husiness, hinancial, or property imerest in a toreign country, or in ary
foreign-owned or toieignoperated business, which could subjcct the individual to
heightened risk of foreign influence or exploitation;

(U failure to report, wh:n retluircd, association with a rforeign national;

(g) unauthorizcd associa-.tion with a suspected or known agent, associate, or employee
of a 1ureign intelligence service;

4



(hi indications that representatives or nationals from a toreign country are acting to
increase the ý-ulnerability ol the individual to possible fuLure exploitation,
inducement, manipulation, pressure, or coercion;

(i) cunduct. especially while traveling outside the 1.I.Sc, which may make the
individual vulnerable to cxpluitation. pressure;or coercion by a foreign pmrson,
group. gOrerfl1hlcnlt, or count-),.

8. Conditions that could nihigaie s$curity conclCernt include:

ia) the nature of the relationships with foreign persons, the country in which these
persons are located, or the positions or activities of those persons in that country are
such that it is unlikely the individual will he placed in a position of having to choose
between the intcrests of a fobreign individual, group, orgfali7ntion, or govwcninenl and
the interests of the U.S.;

(h) there is no conflict of interest, either because the individual's sense of loyalty or
obligation to the foreign person, group, governunent, or counliy is so minimal, or the
individual has such deep and longstanding relationships and loyalties in the U.S., that
the individual can be eNpected to resolve any confli ct of interest in fiavor of the U.S.
interest;

(c) contact or communication with foreign citizens is so casual and infrequent that
there is little likelihood that it could create a risk for foreign influence or exploitation;

(d) the foreign contacts and activities are on U.S, Government business or are
approved by the cogniizat security authority;

(e) the individual has promptly cumplied wvith existing agency requirements regarding
the reporting of contacts, requests, or threats from persons, groups, or organizations
from a forci grn countt';

(f) the value or routine nature of the foreign business, financial, or property interest.,
is such that they are unlikely to result in a conflict and could not he used effectively
to influncce, manipulate, or pressure the bidividual.

(;UIDELINE C: FOREi(;N PRIEFERENCEF

9. lhe ('Onwern. When an individual acts in such a way its to indicate a preference for a
foreign countrY over the United States, then he or she may he prone to provide
informaition or itake decisions that are harmful to the interests of the United States.

10. Conditiorns thar could raise a security concern ant maY he disqzuahif:ing 1nclhde.

(a) exercise of any right, privilege or obligation of toreign citizenship after becoming
a U.S. citizen or through the foreign citi7Cenship of a family member. 'l'hi includes
but is not limited to:

(I) possession of a cutten1t foreign passport:

(2) mil ita" se-vice or a willingness to bear arms for a foreign country;
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(3) accepting educational, medical. retiremcnt, social welfare, or other such
benefits trom a floreign country;

(4) iesidence in a fbreign country to meet citizenship requirements;

(5) using foreign citizenship to protect linancial or business interests in anwther
country;

(6) seeking or holding political office in a foreign countr,;

(7) voting in a foreign electimn;

(b) action to acquire or obtain recognition of a Foreign citizenship by an Ainerican
citizen:

(ci performing or attempting k) perform duties, or otherwise acting, so as to serve the
interests of a foreign person, group, organization, or governncnt in conflict with the
national security interest:

(d) any statement or action that shows allegiance to a country other than the United
Stutes: for example, declaration of intent to renounce U.nitcd States citizciship;
renunciation of United States citizenship.

I (.Conditions tiat could mnitigate securiO, cotrceris include
(a) dual cilizenship is based solely on parents' citizcnship or birth in a fooreign
country;

(b) the individual has expressed a vwillingness to renounce dual citizenship;

(c) exercise of the righls, privileges, or obligations of foreign citizenship occurred
before the individual became a U.S. citizen or when the individual was a minor;

(d) use of a forcign passport is approved by the cognizant security authority:

(e) the passport has been destroyed, surrendered to the cognizant security authority, or
otherwise invalidated;

(0) the vote in a foreign election was encouraged by the United States Goveninment.

GUIDEIINE D: SEXUAL BEHIAVIOR

12. The Ccmcern. Scxwal behavior that involvoes a criminal offense, indicates a person'aity
or emotionial disOTrder, reflects lack ofjUdgmuTe or discretion, or which may subject the
individual to undTUC influence or coercion, exploitation, or duress can raise questions
about an individual's reliability, trustworthiness and ability to protect classified
information. No adverse inference concerning the standards in this (Guideline may be
raised solely on the basis of the sexual orientation of the individual.

13. (7anditfims h othl rai.je a securiy c'('Pc'r01 aid ma be 11isqtdai!itil incll de

(a) sexul) behavior of a criminal nature, wheher or iLot the individual has been
prosecuted;
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(.b) a pattern of compulsive, .clf-dcstructive, or high risk sexual behavior that the
person is unable to stop or that may be. symptomatic of a personality disordcr;
(e) sexual behavior that causes an individual to be vulnerable to coercion,
exploitation, or duress;

(d) sexual behavior of a publiO nature and/or that reflects lack ol discretion or
j udgrment.

14, Cumditions Uth could mitigate. security concerns inclucI;:

(a) the behavior occurred prior to or during adolescence and there is no evidQnc.e¢ Of
subsequent conduct cf a similar nature;

(b) the sCxual behavior happened so long ago, so infrequently, or under such unusual
circumstances, that it is unlikely to recur and does not cast doubt on the indiVidual's
current reliabilily, tnistworthiness, or good judgment;

(c) the behavior no longer serves as a basis for coercion, exploitation, or duress.

(d) the seual behavior is strictly private, consensual, and discreet.

GUIDELINE E' PERSONAL CONDUCT

1-5. The Concern. Conduct involving questionable judgment, lack of candor, dishonesty,
or unwillingness to comply with rules mid regulatiuns can raise questions about an
individual's reliability, trustworthiness and ability to protect classified infonrmilion. Ct
special interest is any failure to provide truthlful and candid answers duting the security
clearance process or any other lailure to cooperate with the security clearance process.

The following will normally result in an unflavorable clearance action or adminisu'aive
twrmination of further proccssing for clearance eligibility;

(a) refuisal, or failure without reasonable cause, to undergo or cooperate with securityprocessing, including but not limited to meeting with asecurity investigator for

subject interview, completing securilty orms or releases, and cooperation with
medical or psychological evaluation;

(b) refusal to provide full, frank and truthful answers to lawful questions of
investigators, security officials, or other official representatives in connection with a
pcrsotnnl security or trustworthiness detemlination.

i6. Conditions thut cou!(d raisve a security concern and mony be ,lisquafi4'ig inchzae

(a) deliberate, omission, concealment, or Calsificution of'relevant fIacts from any
personnel security ques'ionnair, persuonal histmry sttemcent, or similar Coulrm usL:d 1t
conduct investigations, detcminc employment qualiFications, award benefits or
statts, determine securityclearance eligibili.y or trustworthiness, or award fiduciary
respc'nsibilitics;



(b) deliberately providing false or misleading inlbrnmtion concerning relevant facts to
a"n employer, investigator, security ufficial, competent medical authority, or other
official government representative;

(c) credible adverse information in several adjudicative issue areas that is not
sufficient for an adverse detemdnation under any other singlu guideline. but which,
when considered as ii whole, supports a whole-person assessment of questionable
judgment, untrustworthiness, unreliability, lack of candor, unwillingness to comply
with rules and regulations, or other charactcristics indicating that the person may not
properly safeguard protected information;

(d) credible adverse information that is not explicitly covered under any other
guideline aid may not be sutlficient by itself lfr an adverse determination, but which,
when combined with all available inf'ormation supports a whole-person uýsessmunt of
questionable judgment, untrustworthiness, unreliability, lack orfcandor, unwillingntss
to c0m1ply with rules and regulations, or other characteristics indicating that die
person may not properly safeguard protected information. This includes but is not
limited to consideration of:

(I) untrustworthy or unreliable behavior to include breach of client
confidentiality, release of proprietary inforimation, imauthorized relcese of
sensitive corporate or other goverinent protected information:

(2) disruptive, violent, or other inappropriate behavior in the workplace;

(3) a pattern of dishonesty or rule violations;

(4) evidence of significant misuse of Government or other cmployer's time or
resources;

(,e) personal conduct, or concealment of information about one's condttct, that creates
a vulnerability to exploitation, manipulation, or duress, such as (1) engaging in
activities which, if known, may affect the person's personal, professional, or
comnmunitv 5tanding, or (2) while in another couatry, engagiag in any activity that is
illceal in that country or that is legal in that country but illegal in the United States
and may serve as a basis tor exploitation or pressure by the oreigol security nr
intelligence service or other group;

(0) violation of a written or recorded commitment made by the individual to the
employer as a condition of enploymem:

(g) association with persons involved in criminal activity.

17. Corndition" rhcat could mitigate s0eciritY' coM-ei'irs inclhde.

(a) the individual made prompt, good-faith efforts to CorTect the omission,
concealment, or falsilication before being confronted with the facts;

(b) the tetfusoll or failure to cooperate, omission, or concealmcnt was caused or
sieanilicautly contributed to by imnproper or iniadequate advice of authorizcd persunnel
or legal counsel advising or instructing the individual specilically conccrning the
sccuritv clearance process. Upon being made aware of the requirement to cooperate
or provide the informnation. the individual cooperated fully and truthfully.
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(c) the offense is so minor, or so much time has passed, or the bchavior is so
infrequent, or it happened tnder such unique circumstances that it is tutlikelv to recur
alnd does rnot cast doubt on the individual's reliability, trustworthiness, or good
judgment:

(d) the individual has acknowledged the behavior and obtained counseling to change
the behavior or taken other positive steps to alleviate the stressors, circumstances, or
factors dhat caused witrustworthy, unreliuble, or other inappropriatc behavior, and
such behavior is unlikely to recur;

(e) the individual has taken positive steps to reduce or eliminate vulnerability to
cxploitation, manipulation, or duress;

I;f) the information was unsubstmtiated or from a source of questiouable reliability;

(g) association with persons involved in criminal activity has cea-sed or occurs under
circumstancs that do not cast doubt upon ihc individual's reliability, tntstworthiness,
judgment, or willingness to comply with rules and regulations.

GTIDELINE F! FINANCIAL CONSIDERATIONS

18. T'he Concerin. Failure or inability to live within one's means, satisfy debts, and mect
financial obligations may indicate poor self-control, lack of judgment, or unwillingness to
abide by rules and regulations, all of which can raise questions about tn individual's
reliability, trustworthiness and ability to protect classified infomiation. An individual
who is financially overextended is at risk ofthaving to engage in illegal acts to generate
funds, Compulsive gambling is a colcene as it may lead to financial crimes including
espionage. Afmuence that camot be vxplained by known sources of income is also a
sccurity concern. It may indicate proceeds from financially profitable criminal acts.

1 9. (,.'nrdions tfut coVdd raise i securirif concerni and may he disqmuif, ving include:

(a) inability or unwillingness to satisfy debts;

(b) indebtedness caused b)' frivolous or irresponsible spending and the absence of any
evidence of willingness or intent to pay the debt or establish a realistic plan to pay the
debt.

(C) a history of not meeting financial obligations;

(d) deccptive or illegal financial practices such as embezilement, employee theft,
check fraud, income tax evasion, expense accoutt fraud, filing deceptive loan
statements, and other intentional financial breaches of trust;

(e) consistent spending beyond one's ticans, which may be indicated by excessive
indebtedness, significant ncgaliVe cash hiow;, high debt-to-income ratio. and/or other
financial analysis;

(1') fina ncial problems that are linlked to drug ,abus, alcohol isni, ganbl i problcI',s.
or oher issues ofsecuritV concern.
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(g) failure to file annual Federal. slale, or local income tax returns as required or the
fraudulent filing of the same;

(Ih) unexplained affluence, as shomwn) by a lifestyle or standard of living, increase in
net worth, or money transfers that cannot bc explained by sub jects known lcgal
sources of income;

Uii) compulsive or addictive gambling as indicated by an unsuccessful attempt to 3top
gambling, "chasing losses" (i.e. increasing the bets or returning another day in an
effort to get even), concealmenm of gambling losses, borrowing money to fund
gambling or pay gamnbling debts, family conflict or otlier problems caused by
gamibling.

20. COIlditiOns tdil could mithigalt security co.ncerni5 includ':

(a) the behavior happened so long ago. was so infrequent, or occurred under such
circujnstanecs that it is unlikely to recur and dues not cast doubt on the individual's
current reliability, trustworthisiess, or good jiudgment;

tb) the conditins that resulted in the financial problem were largely beyond the
pvrsol's control (e.g., loss ofemployment, a business downturn, unexpected medical
emergency, or a death, divorce or sepatration), and the individual acted responsibly
under the circumstances;

1c) tile person has received or is receiving counseling for the problem wid,'or there arc
clcar indications that the problcm is being resolved or is under control;

(d) the individual initiated a good-faith eflort to repay overdue creditors or otherwise
rcsol've debts;

eC) the individual has a reasonablh basis to dispute the legitimacy Uo the past-due debt
whivh is the caUse Of the problcm and provides documented prTO." to substamiatw the
basis of the dispute or provides evidence of actions to resolve the issue.;

(f) the affluence resulted from a legal source of' income.

GLIIDELINE G: ALCOHOL CONSUNI"I'ION

21, T1e Concern. Excessive alcohol consumption often leads to the exercise of
quostionable judgment or the failure to conlrol impulses, and can raise questions about an
individual's reliability and trustworthiness.

22. ('Ohiintm.U (ito, could rai.se a securiro concerl and miy be disquatltlY,"g iwhidcL:

(a'j alcohol-related incidents away from wvvrk, such as driving while under the
influence, lighting, child or spouse abuse, disturbing the peace, ,or other incidents of
concern, regardless of Owhcther the individual is diagnosed as an alcohol abuser or
alcollol dependent;
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i(b) alcoh•l-relatcd incidents at wNork, such as reporting iflr work or duty in an
intoxicated or impaired condition, or drinking on the job, regardless Of whether the
individual is ditgnosed as an alcohol abuSer OF alcohol dependent;

(c) habitual or binge consumption ofFalcohol to the point ofimtpalired judgmenT,
regardless of whether tde individual is diagnosed as anl alcohol abuser or alcohol
depcrident;

(0) diagnosis by a duly qualified medical professional (eg., physicima, clinical
psychologist, or psychiatrist) of alcuhol abuse or alcohol dependence;

(e) evulualion ol alcohol abuse or alcohol dependencc by a licensed clinical social
worker who is a staff member of a recognized alcohol Ireatment progr'un;

(1) relapse after diagnosis ofalcohol abuse or dependence and complctidn ol'an
alcohol rehabilitation program;

(g) fatilurc to Cbllow any court order regarding alcohol education, evaluation,
treatment, or abstinence.

C0 /ldjiliotils dhutll '/d c 1imit)tg(lt sL','urity Cvoncerns hnclud,:

(a) so much time has- passed, or the behavior was so infrequent, or it happened under
such unusual circumstances that it is wnlikely to recur or does not cast doubt on lhe
individual's current reliability, trustworthiness, or good judgntl,,tt;

(b) the individual acknovvwledges his or her alcohlolism ior issucs uf alcohol abuse,
provides evidence of netions takcn to overcome this problem, and has established a
pattern of abstinence (if alcohol dependent) or responsible use (if -m ;dcohol abusce'):

(c) the individual is a current employee who is participating in a counseling or
treatment program, has no history of previous treatment and rclapse, and is making
satisfactory progress;

(d) the imlividual has successfuilly completed inpatient or outpatient counscling or
rehabilitation along with avy required aftercare, has demonstrated a clear and
established pattern of modified cunsumption or abstinence in accordance with
treatment recoimn•icndatiOns, such as participatiun in meetings of Alcoholics
Anonvtinuus or a similar orgmanization and has rcceived a favorible prognosis by a
duly qualificd rmedical professional or a licensed clinical social worker who is a staff
mclmlber of a recognized alcohol treatment program.

GUIDELINE 1-: DIMG INVOLVEMENT

21. The C t,:cr. use of " an illegal drug or misuse or'a prescription drug can raise

questitios about an individual's reliability and trustworthiness, both because it MtNu impair
ludgment and bec.ause it raisc:s tues'.ons 6 ,nt a pTrsotI'S ability or wihlingntess tO
counply with laws. rules, wid regulutions.

(a) Drugs are defined as mood and behluvi"or altering sUtbsances, and include:

II



(1) Drugs, materials, and other chemical compounds identified and listed in tlhe
Conttrolled Substanlces Act of 1970, as amended (e.g., ruijulaa or cýjuabis,

p narcotics, stimulants, and hallucinogens), and

(2) inhalwjts ind other similar substances;

tb) drug abuse is the illegdl use of a drug or uSe of a legal drug in a m1aner that.
dev'iates from approved medical direction.

25, Conditions taht could racise a security concern and maY be disqual/y4ig include:

(a) any drug abuse (see above definition);

(b) testing positive for illegal drug use;

(c) illegal drug possession, including cultivation, processing, manuufacture, purchase,
sale, or disiribution; or possession of drug paraphernalia;

(d) diagnosis by a duly qualified medical professional (e.g., physician, clinical
psychologist, or psychiatrist) of drug abuse or drug dependence;

(e) evaluation of drug abuse or dnrg dependence by a licensed clinical social worker
who is a staff member ofa recognized drug treatment program;

(.) failure to successfully complete a drug treatment program prescribed by a duly

qualified incdictd profcssional;

(g) any illegnl drug use after being granted a security clearance;

(h) expressed intent to cnkinue illegal drug use, or failure to clearly and cun'vincingly
conlunit to dszomlinue drug user.

-26. Condirions that cotld inili,•'a• security Colnccrn iniclude:

(a) the behavior happened su long ago, was so infrcqwint,. or happened under such
circumstances that it is unlikely to recur or does not cast doubt on the individual's
current reliability, trustwor-thiness, or Vood judgment;

(b) a dcnionstrated intent not to abuse any drugs in the future, such as:

I ) disassocittion ironm drug-using associates and contacts;

(2) changing or avoiding the environment where drugs w.cre used;

(3) an appropriate period of abstinence;

(4) a signed statement of intent with automatic revocation of clearance lbr any

violation;

(c) abus.e of prescription drugs was after a severe or prolonged illness during which
these drugs '.ere prescribed, amId abuse has since ended;

(d) szatisftactory completion of a prescribed drag treatment program, includillg but not

limited to rehabilitation and aftercarc requirements, \ithout recun'ence of abuse, and
a favorable prognosis by a duly qualified medical professional.
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GUIDELINE 1: P-sY(HOLOG(;ICAL COND)ITIONS

27. 11e Concerni, Certain emotional, mental, and personality corlditions can impair
judgment, reliability, or trustworthiness, A Ibrmal diagnosis of a disordCr is not required
for there to Lie a concerti under this guideline, A duly quali'ied mental health processional
(et.,, clinical psychologist or psychiatrist) employed by, or acceptable to ajid approved by
the U.S. Govermuent, should be consulied when evaluating potentially disqualifying and
mitigating information under this guideline. No negative iriferenlcu cuncerning tdie
standards in this cGuideline may be raked solely on the hasis of seeking melntal health
cournseting,

2W Con/ivion.s t/:ctt could rcnsi'e a security concert and may be disquahf*irvg incltude:

(a) behavior that casts doubt on an individual's judgment, reliability, or
trustworthiness that is not covered under any other guideline, including but not
limited to ejuotionol IIy unstable, irresponsible, dysfunctional, violent, paranoid, or
bizarre behavior;

kb) all opinion by a duly qtualitfied mental health professional that the individual hai U
cundition not covered uwder any other guideline that may impair judgment, reliability,
or trustworthiness;

(c) the individual has failed to follow Ireatment advice related to a diagnosed
emotional, mwental, or personality condition, e.g., failure to take prescribcd
mcdic•ntion.

29. C..:v/li)), s thal 'ould witigare security concerns include:

(a) the identified condition is rcadily controllable with treatment, and the imdiý idual
has demtonstrated ongoing and conrsistent compliance With the ticatment I)amt;

(b) the individual Las voluntarily entered a counseling or treatment 1rogram for a
cotndition 11at is aImenablc to treat•m•t, and the individual is currently receiving
counseling or treamient with a favorable prOgoOsis by a duly' qualified melltal heaJth
professional;

(c) recent opinion by a duly qualified menital health professional employed by, or
acceptolble to and approved by the U.S. Governrnent tlht an) individual's prvvious
conl)dition is under contro)l or in remission, and has a low probability of recurrence or
exacerbation;

(d) the past cmontional instabilitywas a temporary condition (e.g., •ne caused by
death, illness, oi marital breatkup), the situation has bccn resolv~ed, and tile individual
no longcr shows indications ofeinotiolial instability;

(0) there is no indication ol'a current problem.
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GUIIELI.,,: CRIMINAL CONDUCT

30. The C'oncern. Criminal aclivity creates doubt about a person's judgment, reliabilit),
and trustworthiness. By its -very nature, it catlls into question a per.son's ability or
willingness to comply with laws, rules and regulations.

3 t. Conditions th[t could raise a security concern ind may he disqualifying include:

(a) a single serious crime or multiple lesser offenses;

(b) discmharge or dismissvl from the Armed Forces under dishonorable Conditions;

(c) allegation or admission oftcriminal conduct, regardless of wNhether the person waq
oremally charged, formally prosccutcd or cunvicted;

(d) individual is currently on parole or probation;

te) violation of p,-ole or probation, or failure to complete a court-mandated
rehabilitation program.

32. )fdiuons thur cuhld inirigte securit)' i'nCOStrn include:

(u) so much time has elapsed since the criminal behavior happened, or it happcned
under such unusual circomnstalces that it is unlikely to recur and does not cast douhb
on the individual's reliabilitv, trustworthiness, or good judgment:

(b) the person was pre.sured or coerced into committing the act and tlose pressures

are no longer present in ihe person's lifle;

(c.) evidence that the pefson did not commit the offense;

(d) there is c\vidncel ,f successful rehabilitation; including but not limited to the

paýSage of time without recurrence of criminal nctivity, remorse or restitutioil, job

training or higher education, good employment record, or constructive community
invlvemI enert.

GLI DEIINE K: HANDIJNG PROTECTED INFORM:VFOIN

33. .The Cnctq/rn Deiiberate or nicgligent failure to comply with rules anti regulations. for

protecting classified or ot•er sensitive inlbrmation raises doubt about an individuals
trustworlhiness, judgment. reliability, or willingness and ability it safeguard such
informlation, and is a seriotls stc-urity Concernl.

34. Codi~itions (11a coUld raise a s0ecuitl' concerun and may be disqu,-iifyIug in"wl:e

(a) dcliberate or negligent disclosure of classified or other protected indotmIation to

tiul•(M lto 'ized parsons, incluLding buLt n1ot linited to personl (.)'r busi ess contacts, 10

tile media, or to pelrsons present at seminars, nneetings, or col'ercoces;

(h1) colicci ng or storing classified or other protected in l'orratio In am- anymauthniz'ted
I oca t i 0n;
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(c) loading, drafting, editing, modifying, storing, transrnitting, or olherwise handling
classified repois, data, or other information on any unapproved equipment including
but nol limited to any typewvriter, word processor, or coomputer hardware, suflware,
drive, system, gameboard, handheld, "palm" or pocket device or other adjunct
equipment;

(d) inappropriate efforts to obtain vr view classificd or other protected information
outside one's necd to know;

(e) copying classified or other protected infbrmation in a rnwiner designed to conceal
or remove classification or other ducument control markings;

(1) viewing or downloading information from a secuie system when the infomiation is
bcyond lhe indiv idual's need-to-kniow;

(g) any failure to comply with rules fur the protection of classified or other sensitive
infonnation;

ýh) negligence or lax security habits that persist despite counseling by managemcnt.

(i) fitilure to comply with rules or regulations that results in damage to the National
Security, regardless ot whether it wavs deliberate or negligent.

35. Conditions thaf c'uldd urmitigate s•curit" concerns include:

(a) so much time has elapsed since the behavior, or it has happened so infrequently or
under such unusual circumstWaces, that it is unlikely to recur and does not cast doubt
on the individual's current reliability, trustworthiness, or good judgment;

(b) thre individual rcSpOMdCd I'avorably to counseling or remedial security training and
now demonstrates a positive attitude toward the discharge of security responsibilities;

(c) the security violations were due 1o improper or inadequate training.

GUII)N1 TE L: OUTSIDE ACTIVITIES

36. The Concern. Involvement in certain types of•outside employrnent or acti,,'iiies is of
security colncern if it poses a conflict of interest with an individual's security
responsibilities and could create an increased risk o" unnothorized disclosure of classi I" ed
in t'rn~ation•.

37. C'cumdjjuiors 1110t co0d14 rtise a secriity wotcern and mat' be disq.alifjing include;

(a) nay emaployment or service, whether compensatcd or volunteer, with:

I) the govrnmcnt otfa luriei cotrrttrY;

(2) a , 1'()reigin rurtionnil, rc.rgaiization, or vdaer ct ity;

(3) a representative of' a ,' foreign intcrest;
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(4) any foreign, domestic, or international organization or person engaged in
analysis, discussion, or publication of material on intelligence, detense, oTreign
affairs, or protected technology;

(b) failure to report or fully disclose an outside activity when this is required.

38. Conditimus that could mitigate security concerns Iwlulc':

(a) evahlationn of the outside employment or activity by the appropriate security 'Ir

conntcrintelligence office indicates ftht it does not pose a conlic~t with an individuals
security responsibilities or \\ith the nafional security in(crests of the United States:

(b) the individual terminated the employment or discontinued the activity, upon being
notified that it was in conflict with his or hir security responsibilities.

GUIDEL1UNE M: USE OF INFOIMATION TEC:INOLOGY SYSTEMS

39. The Concern. Noncompliance with rules, procedures, guidelines or regulations
pertaining'to inlUmration technology systcms may raise security concerns about an
individual's rcliabilit) and trustworthiness, calling into question the willingnesst. or ability
to properly protect sensitive systems. networks, and inforniationhll. I fration TIchooogy
Systems include all related computer hardware, software, firmware, and data used for the
communication, transmission, processing, manipulation, storage, or protection of
information,

40, Conndirions Ihilt coulh r-tjis1' a ecuritrv concern and May be disqdUlifYi'g ilclhidc:

(a) illcgal or unautlhorized entry into uly infonnation technology system or
component thereof;

(b) illegal or unauthorized modification, destruction, manipulation or denial of access

to information, software, firmware, or hardwarC in1 an information technology s', stem;

(C) use ofi ay infonoation technology system to gain unauihorized access to another

system or to a comparimented area vithin the same system:

(d) dov,wnloaditng, storing, or transmititting classified information on or to any

tnaulhorizJd software, hard ware, or information technology system;

(e) unauthorized uL; of a government or other information technology systenl;

(t') introduction, removal, or duplication of hardware, firmware, softw.are, or media to

or from atuy information technology system without atnhorization, when prohibited

by rules, procedures, guidelines or regulations;

(g) negligence or lai security habits in handling information tecuiolugY ihlat pVersist

despite counseling by managemvnt;

Iah) any misuse o1 inlourmation technology. whether deliberate or negligent, that 0 esoIts

in damage to the national security.

41, ("7,mcitiorls that '01ld mitigate securt ity voncerw. iichodr':
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(a) so much timc. has elapsed since the behavior happened, or it happened under such
unusual circumstances, that it is unlikely to recur and does not cast doubt on Ihe
individual's reliability, trustworthiness, or good judgment;

(b) the misuse was minor and done only in the interest oforganizational efficiency
mad effectiveness, such as letting another person use one's password or computer
when no other timely alternative was readily available;

(c) the conduct was unintentional or inadvertent and was Followved by a prompt, good-
faith efl-rt to correct the situation and by notification of supervisor.
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Title 3- Executive Order 12968 of August 2, 1995

The President Access to Classified Information

The national interest requires that certain information be maintained in
confidence through a system of classification in order to protect our citizens,
our democratic institutions, and our participation within the community
of nations, The unauthorized disclosure of information classified in the
national interest can cause irreparable damage to the national security and
loss of human life.

Security policies designed to protect classified information must ensure
consistent, cost effective, and efficient protection of our Nation's classified
information, while providing fair and equitable treatment to those Americans
upon whom we rely to guard our national security.

This order establishes a uniform Federal personnel security program for
employees who will be considered for initial or continued access to classified
information.

NOW, THEREFORE, by the authority vested in me as President by the
Constitution and the laws of the United States of America, it is hereby
ordered as follows:

PART I-DEFINITIONS, ACCESS TO CLASSIFIED INFORMATION, FI-
NANCIAL DISCLOSURE, AND OTHER ITEMS

Section 1.1. Definitions. For the purposes of this order: (a) "Agency" means
any "Executive agency," as defined in 5 U.SC. 105, the "military depart-
ments," as defined in 5 U.S.C. 102, and any other entity within the executive
branch that comes into the possession of classified information, including
the Defense Intelligence Agency, National Security Agency, and the National
Reconnaissance Office.

(b) "Applicant" means a person other than an employee who has received
an authorized conditional offer of employment for a position that requires
access to classified information.

(c) "Authorized investigative agency" means an agency authorized by
law or regulation to conduct a counterintelligence investigation or investiga-
tion of persons who are proposed for access to classified information to
ascertain whether such persons satisfy the criteria for obtaining and retaining
access to such information.

(d) "Classified information" means information that has been determined
pursuant to Executive Order No. 12958, or any successor order, Executive
Order No. 12951, or any successor order, or the Atomic Energy Act of
1954 (42 U.S.C. 2011), to require protection against unauthorized disclosure.

(e) "Employee" means a person, other than the President and Vice Presi-
dent, employed by, detailed or assigned to, an agency, including members
of the Armed Forces; an expert or consultant to an agency; an industrial
or commercial contractor, licensee, certificate holder, or grantee of an agency,
Including all subcontractors; a personal services contractor; or any other
category of person who acts for or on behalf of an agency as determined
by the appropriate agency head.

(f) "Foreign power" and "agent of a foreign power" have the meaning
provided in 50 U.S.C. 1801.
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(g) "Need for access" means a determination that an employee requires
access to a particular level of classified information in order to perform
or assist in a lawful and authorized governmental function,

(h) "Need-to-know" means a determination made by an authorized holder
of classified information that a prospective recipient requires access to spe-
cific classified information in order to perform or assist in a lawful and
authorized governmental function.

(i) "Overseas Security Policy Board" means the Board established by the
President to consider, develop, coordinate and promote policies, standards
and agreements on overseas security operations, programs and projects that
affect all United States Government agencies under the authority of a Chief
of Mission.

(j) "Security Policy Board" means the Board established by the President
to consider, coordinate, and recommend policy directives for U.S. security
policies, procedures, and practices.

(k) "Special access program" has the meaning provided in section 4.1
of Executive Order No. 12958, or any successor order.
Sec. 1.2. Access to Classified Information. (a) No employee shall be granted
access to classified information unless that employee has been determined
to be eligible in accordance with this order and to possess a need-to-know.

(b) Agency heads shall be responsible for establishing and maintaining
an effective program to ensure that access to classified information by each
employee is clearly consistent with the interests of the national security.

(c) Employees shall not be granted access to classified information unless
they:

(1) have been determined to be eligible for access under section 3.1 of
this order by agency heads or designated officials based upon a favorable
adjudication of an appropriate investigation of the employee's background;

(2) have a demonstrated need-to-know; and

(3) have signed an approved nondisclosure agreement,

(d) All employees shall be subject to investigation by an appropriate
government authority prior to being granted access to classified information
and at any time during the period of access to ascertain whether they
continue to meet the requirements for access.

(e)(1) All employees granted access to classified information shall be re-
quired as a condition of such access to provide to the employing agency
written consent permitting access by an authorized investigative agency,
for such time as access to classified information is maintained and for
a period of 3 years thereafter, to:

(A) relevant financial records that are maintained by a financial institution
as defined in 31 U.S.C. 5312(a) or by a holding company as defined in
section 1101(6) of the Right to Financial Privacy Act of 1978 (12 U.S.C.
3401);

(B) consumer reports pertaining to the employee under the Fair Credit
Reporting Act (15 U,S.C. 1681a); and

(C) records maintained by commercial entities within the United States
pertaining to any travel by the employee outside the United States.

(2) Information may be requested pursuant to employee consent under
this.section where:

(A) there are reasonable grounds to believe, based on credible information,
that the employee or former employee is, or may be, disclosing classified
information in an unauthorized manner to a foreign power or agent of
a foreign power;

(B) information the employing agency deems credible indicates the em-
ployee or former employee has incurred excessive indebtedness or has ac-
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quired a level of affluence that cannot be explained by other information;
or

(C) circumstances indicate the employee or former employee had the
capability and opportunity to disclose classified information that is known
to have been lost or compromised to a foreign power or an agent of a
foreign power.

(3) Nothing in this section shall be construed to affect the authority
of an investigating agency to obtain information pursuant to the Right to
Financial Privacy Act, the Fair Credit Reporting Act or any other applicable
law,
Sec. 1.3. Financial Disclosure. (a) Not later than 180 days after the effective
date of this order, the head of each agency that originates, handles, transmits,
or possesses classified information shall designate each employee, by position
or category where possible, who has a regular need for access to classified
information that, in the. discretion of the agency head, would reveal:

(1) the identity of covert agents as defined in the Intelligence Identities
Protection Act of 1982 (50 U.S.C. 421);

(2) technical or specialized national intelligence collection and processing
systems that, if disclosed in an unauthorized manner, would substantially
negate or impair the effectiveness of the system;

(3) the details of:

(A) the nature, contents, algorithm, preparation, or use of any code, cipher,
or cryptographic system or;

(B) the design, construction, functioning, maintenance, or repair of any
cryptographic equipment; but not including information concerning the use
of cryptographic equipment and services;

(4) particularly sensitive special access programs, the disclosure of which
would substantially negate or impair the effectiveness of the information
or activity involved: or

(5) especially sensitive nuclear weapons design information (but only for
those positions that have been certified as being of a high degree of impor-
tance or sensitivity, as described in section 145(0 of the Atomic Energy
Act of 1954, as amended).

(b) An employee may not be granted access, or hold a position designated
as requiring access, to information described in subsection (a) unless, as
a condition of access to such information, the employee:

(1) files with the head of the agency a financial disclosure report, including
information with respect to the spouse and dependent children of the em-
ployee, as part of all background investigations or reinvestigations;

(2) is subject to annual financial disclosure requirements, if selected by
the agency head; and

(3) files relevant information concerning foreign travel, as determined
by the Security Policy Board.

(c) Not later than 180 days after the effective date of this order, the
Security Policy Board shall develop procedures for the implementation of
this section, including a standard financial disclosure form for use by employ-
ees under subsection (b) of this section, and agency heads shall identify
certain employees, by position or category, who are subject to annual finan-
cial disclosure.
Sec. 1.4. Use of Automated Financial Record Data Bases. As part of all
investigations and reinvestigations described in section 1.2(d) of this order,
agencies may request the Department of the Treasury, under terms and
conditions prescribed by the Secretary of the Treasury, to search automated
data bases consisting of reports of currency transactions by financial institu-
tions, international transportation of currency or monetary instruments, for-
eign bank and financial accounts, transactions under $10,000 that are reported
as possible money laundering violations, and records of foreign travel.
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Sec. 1.5, Employee Education and Assistance. The head of each agency
that grants access to classified information shall establish a program for
employees with access to classified information to: (a) educate employees
about individual responsibilities under this order; and

(b) inform employees about guidance and assistance available concerning
issues that may affect their eligibility for access to classified information,
including sources of assistance for employees who have questions or concerns
about financial matters, mental health, or substance abuse.

PART 2-ACCESS ELIGIBILITY POLICY AND PROCEDURE

Sec. 2.1. Eligibility Determinations. (a) Determinations of eligibility for access
to classified information shall be based on criteria established under this
order. Such determinations are separate from suitability determinations with
respect to the hiring or retention of persons for employment by the govern-
ment or any other personnel actions,

(b) The number of employees that each agency determines are eligible
for access to classified information shall be kept to the minimum required
for the conduct of agency functions.

(1) Eligibility for access to classified information shall not be requested
or granted solely to permit entry to, or ease of movement within, controlled
areas when the employee has no need for access and access to classified
information may reasonably be prevented. Where circumstances indicate
employees may be inadvertently exposed to classified information in the
course of their duties, agencies are authorized to grant or deny, in their
discretion, facility access approvals to such employees based on an appro-
priate level of investigation as determined by each agency.

(2) Except in agencies where eligibility for access is a mandatory condition
of employment, eligibility for access to classified information shall only
be requested or granted based on a demonstrated, foreseeable need for access.
Requesting or approving eligibility in excess of actual requirements is prohib--
Ited.

(3) Eligibility for access to classified information may be granted where
there is a temporary need for access, such as one-time participation in
a classified project, provided the investigative standards established under
this order have been satisfied. In such cases, a fixed date or event for
expiration shall be identified and access to classified information shall be
limited to information related to the particular project or assignment.

(4) Access to classified information shall be terminated when an employee
no longer has a need for access.
Sec. 2.2. Level of Access Approval. (a) The level at which an access approval
is granted for an employee shall be limited, and relate directly, to the
level of classified information for which there is a need for access, Eligibility
for access to a higher level of classified information includes eligibility
for access to information classified at a lower level.

(b) Access to classified information relating to a special access program
shall be granted in accordance with procedures established by the head
of the agency that created the program or, for programs pertaining to intel-
ligence activities (including special activities but not including military oper-
ational, strategic, and tactical programs) or intelligence sources and methods,
by the Director of Central Intelligence. To the extent possible and consistent
with the national security interests of the United States, such procedures
shall be consistent with the standards and procedures established by and
under this order.
Sec. 2.3 Temporary Access to Higher Levels. (a) An employee who has
been determined to be eligible for access to classified information based
on favorable adjudication of a completed investigation may be granted tem-
porary access to a higher level where security personnel authorized by
the agency head to make access eligibility determinations find that such
access:
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(1) is necessary to meet operational or contractual exigencies not expected
to be of a recurring nature;

(2) will not exceed 180 days: and

(3) is limited to specific, identifiable information that is made the subject
of a written access record.

(b) Where the access granted under subsection (a) of this section involves
another agency's classified information, that agency must concur before ac-
cess to its information is granted.
Sec. 2.4. Reciprocal Acceptance of Access Eligibility Determinations. (a)
Except when an agency has substantial information indicating that an em-
ployee may not satisfy the standards in section 3.1 of this order, background
investi-gations and eligibility determinations conducted under this order
shall be mutually and reciprocally accepted by all agencies.

(b) Except where there is substantial information indicating that the em-
ployee may not satisfy the standards in section 3.1 of this order, an employee
with existing access to a special access program shall not be denied eligibility
for access to another special access program at the same sensitivity level
as determined personally by the agency head or deputy agency head, or
have an existing access eligibility readjudicated, so long as the employee
has a need for access to the information involved.

(c) This section shall not preclude agency heads from establishing addi-
tional, but not duplicative, investigative or adjudicative procedures for a
special access program or for candidates for detail or assignment to their
agencies, where such procedures are required in exceptional circumstances
to protect the national security.

(d) Where temporary eligibility for access is granted under sections 2.3
or 3.3 of this order or where the determination of eligibility for access
is conditional, the fact of such temporary or conditional access shall be
conveyed to any other agency that considers affording the employee access
to its information.
Sec. 2.5. Specific Access Requirement. (a) Employees who have been deter-
mined to be eligible for access to classified information shall be given
access to classified information only where there is a need-to-know that
information.

(b) It is the responsibility of employees who are authorized holders of
classified information to verify that a prospective recipient's eligibility for
access has been granted by an authorized agency official and to ensure
that a need-to-know exists prior to allowing such access, and to challenge
requests for access that do not appear well-founded.
Sec. 2.6. Access by Non-United States Citizens. (a) Where there are compel-
ling reasons in furtherance of an agency mission, immigrant alien and foreign
national employees who possess a special expertise may, in the discretion
of the agency, be granted limited access to classified information only for
specific programs, projects, contracts, licenses, certificates, or grants for
which there is a need for access. Such individuals shall not be eligible
for access to any greater level of classified information than the United
States Govern-ment has determined may be releasable to the country of
which the subject is currently a citizen, and such limited access may be
approved only if the prior 10 years of the subject's life can be appropriately
investigated. If there are any doubts concerning granting access, additional
lawful investigative procedures shall be fully pursued.

(b) Exceptions to these requirements may be permitted only by the agency
head or the senior agency official designated under section 6.1 of this
order to further substantial national security interests.

PART 3-ACCESS ELIGIBILITY STANDARDS

Sec. 3.1. Standards. (a) No employee shall be deemed to be eligible for
access to classified information merely by reason of Federal service or con-
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tracting, licensee, certificate holder, or grantee status, or as a matter of
right or privilege, or as a result of any particular title, rank, position, or
affiliation.

(b) Except as provided in sections 2,6 and 3.3 of this order, eligibility
for access to classified information shall be granted only to employees who
are United States citizens for whom an appropriate investigation has been
completed and whose personal and professional history affirmatively indi-
cates loyalty to the United States, strength of character, trustworthiness,
honesty, reliability, discretion, and sound judgment, as well as freedom
from conflicting allegiances and potential for coercion, and willingness and
ability to abide by regulations governing the use, handling, and protection
of classified information. A determination of eligibility'for access to such
information is a discretionary security decision based on judgments by appro-
priately trained adjudicative personnel. Eligibility shall be granted only where
facts and circumstances indicate access to classified information is clearly
consistent with the national security interests of the United States, and
any doubt shall be resolved in favor of the national security.

(c) The United States Government does not discriminate on the basis
of race, color, religion, sex, national origin, disability, or sexual orientation
in granting access to classified information.

(d) In determining eligibility for access under this order, agencies may
investigate and consider any matter that relates to the determination of
whether access is clearly consistent with the interests of national security,
No inference concerning the standards in this section may be raised solely
on the basis of the sexual orientation of the employee.

(e) No negative inference concerning the standards in this section may
be raised solely on the basis of mental health counseling. Such counseling
can be a positive factor in eligibility determinations. However, mental health
counseling, where relevant to the adjudication of access to classified informa-
tion, may justify further inquiry to determine whether the standards of
subsection (b) of this section are satisfied, and mental health may be consid-
ered where it directly relates to those standards.

(0) Not later than 180 days after the effective date of this order, the
Security Policy Board shall develop a common set of adjudicative guidelines
for determining eligibility for access to classified information, including
access to special access programs.
Sec. 3.2. Basis for Eligibility Approval. (a) Eligibility determinations for
access to classified information shall be based on information concerning
the applicant or employee that is acquired through the investigation con-
ducted pursuant to this order or otherwise available to security officials
and shall be made part of the applicant's or employee's security record.
Applicants or employees shall be required to provide relevant information
pertaining to their background and character. for use in investigating and
adjudicating their eligibility for access.

(b) Not later than 180 days after the effective date of this order, the
Security Policy Board shall develop a common set of investigative standards
for background investigations for access to classified information. These
standards may vary for the various levels of access.

(c) Nothing in this order shall prohibit an agency from utilizing any
lawful investigative procedure in addition to the investigative requirements
set forth in this order and its implementing regulations to resolve issues
that may arise during the course of a background investigation or
reinvestigation,
Sec. 3.3. Special Circumstances, (a) In exceptional circumstances where
official functions must be performed prior to the completion of the investiga-
tive and adjudication process, temporary eligibility for access to classified
information may be granted to an employee while the initial investigation
is underway. When such eligibility is granted, the initial investigation shall
be expedited.
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(1) Temporary eligibility for access under this section shall include a
justification, and the employee must be notified in writing that further
access is expressly conditioned on the favorable completion of the investiga-
tion and issuance of an access eligibility approval, Access will be imme-
diately terminated, along with any assignment requiring an access eligibility
approval, if such approval is not granted.

(2) Temporary eligibility for access may be granted only by security person-
nel authorized by the agency head to make access eligibility determinations
and shall be based on minimum investigative standards developed by the
Security Policy Board not later than 180 days after the effective date of
this order,

(3) Temporary eligibility for access may be granted only to particular,
identified categories of classified information necessary to perform the lawful
and authorized functions that are the basis for the granting of temporary
access.

(b) Nothing in subsection (a) shall be construed as altering the authority
of an agency head to waive requirements for granting access to classified
information pursuant to statutory authority.

(c) Where access has been terminated under section 2.1(b)(4) of this order
and a new need for access arises, access eligibility up to the same level
shall be reapproved without further investigation as to employees who were
determined to be eligible based on a favorable adjudication of an investigation
completed within the prior 5 years, provided they have remained employed
by the same employer during the period in question, the employee certifies
in writing that there has been no change in the relevant information provided
by the employee for the last background investigation, and there is no
information that would tend to indicate the employee may no longer satisfy
the standards established by this order for access to classified information.

(d) Access eligibility shall be reapproved for individuals who were deter-
mined to be eligible based on a favorable adjudication of an investigation
completed within the prior 5 years and who have been retired or otherwise
separated from United States Government employment for not more than
2 years; provided there is no indication the individual may no longer satisfy
the standards of this order, the individual certifies in writing that there
has been no change in the relevant information provided by the individual
for the last background investigation, and an appropriate record check reveals
no unfavorable information.

Sec. 3.4. Reinvestigation Requirements. (a) Because circumstances and charac-
teristics may change dramatically over time and thereby alter the eligibility
of employees for continued access to classified information, reinvestigations
shall be conducted with the same priority and care as initial investigations.

(b) Employees who are eligible for access to classified information shall
be the subject of periodic reinvestigations and may also be reinvestigated
if, at any time, there is reason to believe that they may no longer meet
the standards for access established in this order.

(c) Not later than 180 days after the effective date of this order, the
Security Policy Board shall develop a common set of reinvestigative stand-
ards, including the frequency of reinvestigations.

PART 4-INVESTIGATIONS FOR FOREIGN GOVERNMENTS

Sec. 4. Authority. Agencies that conduct background investigations, including
the Federal Bureau of Investigation and the Department of State, are author-
ized to conduct personnel security investigations in the United States when
requested by a foreign government as part of its own personnel security
program and with the consent of the individual.
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PART 5-REVIEW OF ACCESS DETERMINATIONS

Sec. 5.1. Determinations of Need for Access, A determination under section
2.1(b)(4) of this order that an employee does not have, or no longer has,
a need for access is a discretionary determination and shall be conclusive.

Sec. 5.2. Review Proceedings for Denials or Revocations of Eligibility for
Access. (a) Applicants and employees who are determined to not meet
the standards for access to classified information established in section.
3.1 of this order shall be:

(1) provided as comprehensive and detailed a written explanation of the
basis for that conclusion as the national security interests of the United
States and other applicable law permit:

(2) provided within 30 days, upon request and to the extent the documents
would be provided if requested under the Freedom of Information Act
(5 U.S.C. 552) or the Privacy Act (3 U.S.C. 552a), as applicable, any docu-
ments, records, and reports upon which a denial or revocation is based;

(3) informed of their right to be represented by counsel or other representa-
tive at their own expense: to request any documents, records, and reports
as described in section 5.2(a)(2) upon which a denial or revocation is based:
and to request the entire investigative file, as permitted by the national
security and other applicable law, which, if requested, shall be promptly
provided prior to the time set for a written reply:

(4) provided a reasonable opportunity to reply in writing to, and to request
a review of, the determination;

(5) provided written notice of and reasons for the results of the review,
the identity of the deciding authority, and written notice of the right to
appeal;

(6) provided an opportunity to appeal in writing to a high level panel,
appointed by the agency head, which shall be comprised of at least three
members, two of whom shall be selected from outside the security field,
Decisions of the panel shall be in writing, and final except as provided
in subsection (b) of this section; and

(7) provided an opportunity to appear personally and to present relevant
documents, materials, and information at some point in the process before
an adjudicative or other authority, other than the investigating entity, as
determined by the agency head. A written summary or recording of such
appearance shall be made part of the applicant's or employee's security
record, unless such appearance occurs in the presence of the appeals panel
described in subsection (a)(6) of this section.

(b) Nothing in this section shall prohibit an agency head from personally
exercising the appeal authority in subsection (a)(6) of this section based
upon recommendations from an appeals panel. In such case, the decision
of the agency head shall be final.

(c) Agency heads shall promulgate regulations to implement this section
and, at their sole discretion and as resources and national security consider-
ations permit, may provide additional review proceedings beyond those
required by subsection (a) of this section. This section does not require
additional proceedings, however, and creates no procedural or substantive
rights.

(d) When the head of an agency or principal deputy personally certifies
that a procedure set forth in this section cannot be made available in
a particular case without damaging the national security interests of the
United States by revealing classified information, the particular procedure
shall not be made available, This certification shall be conclusive.

(e) This section shall not be deemed to limit or affect the responsibility
and power of an agency head pursuant to any law or other Executive
order to deny or terminate access to classified information in the interests
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of national security. The power and responsibility to deny or terminate
access to classified information pursuant to any law or other Executive
order may be exercised only where the agency head determines that the
procedures prescribed in subsection (a) of this section cannot be invoked
in a manner that is consistent with national security, This determination
shall be conclusive.

(f)(l) This section shall not be deemed to limit or affect the responsibility
and power of an agency head to make determinations of suitability for
employment.

(2) Nothing in this section shall require that an agency provide the proce-
dures prescribed in subsection (a) of this section to an applicant where
a conditional offer of employment is withdrawn for reasons of suitability
or any other reason other than denial of eligibility for access to classified
information.

(3) A suitability determination shall not be used for the purpose of denying
an applicant or employee the review proceedings of this section where
there has been a denial or revocation of eligibility for access to classified
information.

PART 6-IMPLEMENTATION

Sec. 6.1. Agency Implementing Responsibilities. Heads of agencies that grant
employees access to classified information shall: (a) designate a senior agency
official to direct and administer the agency's personnel security program
established by this order. All such programs shall include active oversight
and continuing security education and awareness programs to ensure effective
implementation of this order;

(b) cooperate, under the guidance of the Security Policy Board, with
other agencies to achieve practical, consistent, and effective adjudicative
training and guidelines; and

(c) conduct periodic evaluations of the agency's implementation and ad-
ministration of this order, including the implementation of section 1.3(a)
of this order. Copies of each report shall be provided to the Security Policy
Board.
Sec. 6.2. Employee Responsibilities. (a) Employees who are granted eligibility
for access to classified information shall:

(1) protect classified information in their custody from unauthorized disclo-
sure;

(2) report all contacts with persons. including foreign nationals, who seek
in any way to obtain unauthorized access to classified information;

(3) report all violations of security regulations to the appropriate security
officials: and

(4) comply with all other security requirements set forth in this order
and its implementing regulations.

(b) Employees are encouraged and expected to report any information
that raises doubts as to whether another employee's continued eligibility
for access to classified information is clearly consistent with the national
security.
Sec. 6.3. Security Policy Board Responsibilities and Implementation, (a)
With respect to actions taken by the Security Policy Board pursuant to
sections 1.3(c), 3.1(f), 3.2(b), 3.3(a)(2), and 3.4(c) of this order, the Security
Policy Board shall make recommendations to the President through the
Assistant to the President for National Security Affairs for implementation.

(b) Any guidelines, standards, or procedures developed by the Security
Policy Board pursuant to this order shall be consistent with those guidelines
issued by the Federal Bureau of Investigation in March 1994 on Background
Investigations Policy/Guidelines Regarding Sexual Orientation.
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(c) In carrying out its responsibilities under this order, the Security Policy
Board shall consult where appropriate with the Overseas Security Policy
Board. In carrying out its responsibilities under section 1.3(c) of this order,
the Security Policy Board shall obtain the concurrence of the Director of
the Office of Management and Budget.
Sec. 6.4. Sanctions. Employees shall be subject to appropriate sanctions
if they knowingly and willfully grant eligibility for, or allow access to,
classified information in violation of this order or its implementing regula-
tions. Sanctions may include reprimand, suspension without pay, removal,
and other actions in accordance with applicable law and agency regulations.

PART 7-GENERAL PROVISIONS

Sec. 7.1. Classified Information Procedures Act. Nothing in this order is
intended to alter the procedures established under the Classified Information
Procedures Act (18 U.S.C. App. 1).

Sec. 7.2. General. (a) Information obtained by an agency under sections
1,2(e) or 1.3 of this order may not be disseminated outside the agency,
except to:

(1) the agency employing the employee who is the subject of the records
or information;

(2) the Department of Justice for law enforcement or counterintelligence
purposes; or

(3) any agency if such information is clearly relevant to the authorized
responsibilities of such agency.

(b) The Attorney General, at the request of the head of an agency, shall
render an interpretation of this order with respect to any question arising
in the course of its administration.

(c) No prior Executive orders are repealed by this order, To the extent
that this order is inconsistent with any provision of any prior Executive
order, this order shall control, except that this order shall not diminish
or otherwise affect the requirements of Executive Order No. 10450, the
denial and revocation procedures provided to individuals covered by Execu-
tive Order No. 10865, as amended, or access by historical researchers and
former presidential appointees under Executive Order No. 12958 or any
successor order.

(d) If any provision of this order or the application of such provision
is held to be invalid, the remainder of this order shall not be affected.

(e) This Executive order is intended only to improve the internal manage-
ment of the executive branch and is not intended to, and does not, create
any right to administrative or judicial review, or any other right or benefit
or trust responsibility, substantive or procedural, enforceable by a party
against the United States, its agencies or instrumentalities, its officers or
employees, or any other person.

(f) This order is effective immediately.

THE WHITE HOUSE.
August 2, 1995.

1FR Doc. 95-19654
Filed 8-4-95. 12 18 pml
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ATTACHMENT #5
LABOR HOUR BILLING INSTRUCTIONS

General: During performance and through final payment of this contract, the contractor is
responsible for the accuracy and completeness of data within the Central Contractor
Registration (CCR) database and for any liability resulting from the Government's reliance on
inaccurate or incomplete CCR data.

The contractor shall prepare invoices/vouchers for reimbursement of costs in the manner and
format described herein. FAILURE TO SUBMIT INVOICESNOUCHERS IN ACCORDANCE
WITH THESE INSTRUCTIONS WILL RESULT IN REJECTION OF THE INVOICE/VOUCHER
AS IMPROPER.

Standard Forms: Claims shall be submitted on the payee's letterhead, invoice/voucher, or on
the Government's Standard Form 1034, "Public Voucher for Purchases and Services Other than
Personal," and Standard Form 1035, "Public Voucher for Purchases Other than Personal--
Continuation Sheet."

Electronic InvoiceNoucher Submissions: The preferred method of submitting
vouchers/invoices is electronically to the U.S. Department of the Interior's National Business
Center, via email to: NRCPayments NBCDenver(oNBC.qov.

Hard-Copy InvoiceNoucher Submissions: If you submit a hard-copy of the invoice/voucher,
a signed original and supporting documentation shall be submitted to the following address:

Department of the Interior
National Business Center
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

Purchase of Capital Property: ($50,000 or more with life of one year or longer)

Contractors must report to the Contracting Officer, electronically, any capital property acquired
with contract funds having an initial cost of $50,000 or more, in accordance with procedures set
forth in NRC Management Directive (MD) 13.1, IV, C - "Reporting Requirements" (revised
2/16/2011).

Agency Payment Office: Payment will continue to be made by the office designated in the
contract in Block 12 of the Standard Form 26, or Block 25 of the Standard Form 33, whichever
is applicable.

Frequency: The contractor shall submit claims for reimbursement once each month, unless
otherwise authorized by the Contracting Officer.

Format: Invoices/Vouchers shall be submitted in the format depicted on the attached sample
form entitled "Invoice/Voucher for Purchases and Services Other Than Personal". Alternate
formats are permissible only if they address all requirements of the Billing Instructions. The
instructions for preparation and itemization of the invoice/voucher are included with the sample
form.
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Task Order Contracts: The contractor must submit a separate invoice/voucher for each
individual task order with detailed cost information. This includes all applicable cost elements
and other items discussed in paragraphs (a) through (q) of the attached instructions. In
addition, the invoice/voucher must specify the contract number, and the NRC-assigned
task/delivery order number.

Billing of Costs after Expiration of Contract: If costs are incurred during the contract period
and claimed after the contract has expired, you must cite the period during which these costs
were incurred. To be considered a proper expiration invoice/voucher, the contractor shall
clearly mark it "EXPIRATION INVOICE" or "EXPIRATION VOUCHER".

Final invoices/vouchers shall be marked "FINAL INVOICE" or "FINAL VOUCHER".

Currency: Invoices/Vouchers must be expressed in U.S. Dollars.

2



INVOICE/VOUCHER FOR PURCHASES AND SERVICES OTHER THAN PERSONAL
(SAMPLE FORMAT - COVER SHEET)

1. Official Agency Billing Office

Department of the Interior
National Business Center
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

2. Invoice/Voucher Information

a. Payee's DUNS Number or DUNS+4. The Payee shall include the Payee's Data Universal
Number (DUNS) or DUNS+4 number that identifies the Payee's name and address. The
DUNS+4 number is the DUNS number plus a 4-character suffix that may be assigned at the
discretion of the Payee to identify alternative Electronic Funds Transfer (EFT) accounts for the
same parent concern.

b. Payee's Name and Address. Show the name of the Payee as it appears in the contract and
its correct address. If the Payee assigns the proceeds of this contract as provided for in the
assignment of claims terms of this contract, the Payee shall require as a condition of any such
assignment, that the assignee shall register separately in the Central Contractor Registration
(CCR) database at http://www.ccr.gov and shall be paid by EFT in accordance with the terms of
this contract. See Federal Acquisition Regulation 52.232-33(g) Payment by Electronic Funds
Transfer - Central Contractor Registration (October 2003).

c. Contract Number. Insert the NRC contract number (including Enterprise-wide Contract
(EWC)), GSA Federal Supply Schedule (FSS), Governmentwide Agency Contract (GWAC)
number, or Multiple Agency Contract (MAC) number, as applicable.

d. Task Order Number. Insert the task/delivery order number (If Applicable). Do not include
more than one task order per invoice or the invoice may be rejected as improper.

e. Invoice/Voucher. The appropriate sequential number of the invoice/voucher, beginning with
001 should be designated. Contractors may also include an individual internal accounting
number, if desired, in addition to the 3-digit sequential number.

f. Date of Invoice/Voucher. Insert the date the invoice/voucher is prepared.

g. Billing period. Insert the beginning and ending dates (day, month, year) of the period during
which costs were incurred and for which reimbursement is requested.
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h. Labor Hours Expended. Provide a general summary description of the services performed
and associated labor hours utilized during the invoice period. Specify the Contract Line Item
Number (CLIN) or SubCLIN, as applicable, and information pertaining to the contract's labor
categories/positions, and corresponding authorized hours.

i. Prop~erty. For contractor acquired property, list each item with an initial acquisition cost of
$50,000 or more and provide: (1) an item description, (2) manufacturer, (3) model number,
(4) serial number, (5) acquisition cost, (6) date of purchase, and (7) a copy of the purchasing
document.

j. Shipping. Insert weight and zone of shipment, if shipped by parcel post.

k. Chaaes for freight or express shipments. Attach prepaid bill if shipped by freight or express.

I. Instructions. Include instructions to consignee to notify the Contracting Officer of receipt of
shipment.

m, For Indefinite Delivery contracts, the final invoice/voucher shall be marked "FINAL
INVOICE" or "FINAL VOUCHER".

n. Direct Costs. Insert the amount billed for the following cost elements, adjustments,
suspensions, and total amounts, for both the current billing period and for the cumulative period
(from contract inception to end date of this billing period).

(1) Direct (Burdened) Labor. This consists of salaries and wages paid (or accrued)
for direct performance of the contract itemized, including a burden (or load) for indirect
costs (i.e., fringe, overhead, General and Administrative, as applicable), and profit
component, as follows:

Labor Hours Burdened Cumulative
Cateqorv Billed Hourly Rate Total Hours Billed

(2) Contractor-acquired property ($50,000 or more). List each item costing $50,000
or more and having a life expectancy of more than one year. List only those items of
equipment for which reimbursement is requested. For each such item, list the following
(as applicable): (a) an item description, (b) manufacturer, (c) model number, (d) serial
number, (e) acquisition cost, (f) date of purchase, and (g) a copy of the purchasing
document.

(3) Contractor-acquired property (under $50,000), Materials, and Supplies. These
are equipment other than that described in (2) above, plus consumable materials and
supplies. List by category. List items valued at $1,000 or more separately. Provide the
item number for each piece of equipment valued at $1,000 or more.

(4) Materials Handling Fee. Indirect costs allocated to direct materials in accordance
the contractor's usual accounting procedures.
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(5) Consultant Fee. The supporting information must include the name, hourly or
daily rate of the consultant, and reference the NRC approval (if not specifically approved
in the original contract).

(6) Travel. Total costs associated with each trip must be shown in the following
format:

Start Date Destination Costs
From To From To $

(Must include separate detailed costs for airfare, per diem, and other transportation
expenses. All costs must be adequately supported by copies of receipts or other
documentation.)

(7) Subcontracts. Include separate detailed breakdown of all costs paid to approved
subcontractors during the billing period.

o. Total Amount Billed. Insert columns for total amounts for the current and cumulative periods.

p. Adiustments. Insert columns for any adjustments, including outstanding suspensions for
unsupported or unauthorized hours or costs, for the current and cumulative periods.

q. Grand Totals.
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3. Sample Invoice/Voucher Information

Sample InvoiceNoucher Information (Supportingq Documentation must be attached)

This invoice/voucher represents reimbursable costs for the billing period from through

Amount Billed
Current Period Cumulative

(a) Direct Costs

(1)
(2)
(3)

(4)
(5)
(6)
(7)

Direct burdened labor
Government property ($50,000 or more)
Government property, Materials, and
Supplies (under $50,000 per item)
Materials Handling Fee
Consultants Fee
Travel
Subcontracts

Total Direct Costs:

$
$

$
$
$
$
$

$

$

$

$
$

$
$
$
$
$

$

$

$

(b)

(c)

(d)

Total Amount Billed

Adjustments (+/-)

Grand Total

(The invoice/voucher format provided above must include information similar to that included
below in the following to ensure accuracy and completeness.)

SAMPLE SUPPORTING INFORMATION

The budget information provided below is for format purposes only and is illustrative.

Cost Elements:

1) Direct Burdened Labor - $4,800

Labor Hours Burdened Cumulative
Cateqorv Billed Rate Total Hours Billed
Senior Engineer I 100 $28.00 $2,800 975
Engineer 50 $20.00 $1,000 465
Computer Analyst 100 $10.00 $1,000 320

$4,800 1,760 hrs.
Burdened labor rates must come directly from the contract.

2) Government-furnished and contractor-acquired property ($50,000 or more) - $60,000

Prototype Spectrometer - item number 1000-01 = $60,000
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3) Government-furnished and contractor-acquired property (under $50,000), Materials, and
Supplies - $2,000

10 Radon tubes @ $110.00 = $1A,100
6 Pairs Electrostatic gloves @ $150.00 = $ 900

$2,000
4) Materials Handling Fee - $40

(2% of $2,000 in item #3)

5) Consultants' Fee - $100

Dr. Carney - 1 hour fully-burdened @ $100 = $100

6) Travel - $2,640

(i) Airfare: (2 Roundtrip trips for 1 person @ $300 per r/t ticket)

Start Date End Date Days From To Cost
4/1/2011 4/7/2011 7 Philadelphia, PA Wash, D.C. $300
7/1/2011 7/8/2011 8 Philadelphia, PA Wash, D.C. $300

(ii) Per Diem: $136/day x 15 days = $2,040

7) Subcontracting - $30,000

Company A = $10,000
Corripany B = $20,000

$30,000

(EX: Subcontracts for Companies A & B were consented to by the Contracting Officer
by letter dated 6/15/2011.)

Total Amount Billed $99,580
Adjustments (+/-) 0
Grand Total $99,580

4. Definitions

Material handling costs. When included as part of material costs, material handling costs shall
include only costs clearly excluded from the labor-hour rate. Material handling costs may
include all appropriate indirect costs allocated to direct materials in accordance with the
contractor's usual accounting procedures.
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2. TYPE OF SUBMIISSION

A ORICINAL

C OTHEIR tt~pvor'y-

3. FOR FOLLOW-ON CONTRACT, ENTER PRECEDING CONTRACT NUMBER AND PROJECTED COMPLETION DATE

:.A DC5Ei NOT AIPLY P cMrTWIPT NUMBER IOfl

'I r'rI'J I I 1 TIE fIND C; rlER IDENTIFYINC; INFG1MLATiON

i The comractor shall conduci mnertial hcaith evaiunitionis, on aa, ;s nucted basis, on -,-:S. .NRC canplovccs,
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ACCESS TO t'OREIGN INTELLIGENCE WNFORMATION

2. RECEIPT. STORAGE. OR OTHER SAFEGUARD!NC OF
CLASSIFIED) MA TrER. (See 5.3.)

3. GENERATION OF CMASSIFIED MATIEl.

4 ACCESS TO CRYPTOGRAPHIC fATE.R;At OR OTHER
CLASSIFIED COMSEC INFORMATION

5 ACCESS TO CLASS!F!=D ;ATTER OR C!LASSIFIED
;NFORMATION PROCESSED BY ANOrIHER AGENCY
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PROCESSINO SYSTEM.
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h
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1., APROVALS
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ITEMS 106 AND I C BELOW.
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NAME (PrInt or type)
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i1 ;. D RECOR. Z;iV;SION 0."- CONIRACTS AND PROPERT Y .1ANAGEMENT
.(,No appviCzu.e to DOE agreements)
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