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CONTINUATION PAGE

A.2 PRICE/COSY SCHEDULE
ITEM DESCRIPTION OF QTY UNIT UNIT AMOUNT
NO. SUPPLIES/SVCS PRICE

Mental Health Review QOfficer - Base 3]

~ QOctober 14, 2012 - October 13, 2013
NAICS Code Description: Offices of Physicians, Mental Health Specialists
FUNDING/REQ NO: 1z $5,000.00 ADM-~12-332

1001 85 hours — —
Mental Health Review Officer - Option Period 1

- QOctober 14, 2013 - October 13, 2014
NAICS Code Description: Offices of Physicians, Mental Health Specialists

Mental Health Review Officer - QOptio eriod

- QOctober 14, 2014 - October 13, 2015
NAICS Code Description: Offices of Physicians, Mental Health Specialists

Mental Health Review Qfficer - Optiofl Period 3

- QOctober 14, 2015 - October 13, 2016
NAICS Code Description: Qffices of Physicians, Mental Health Specialists

4001 85  hours — —
Mental Health Review Officer -~ QOption Period 4

- QOctober 14, 2016 - Qctober 13, 2017
NAICS Code Description: Offices of Physicians, Mental Health Specialists

GRAND TOTAL ---

Smmo e

ACCOUNTING AND APPROPRIATION DATA:
ACRN APPROPRIATION REQUISITION NUMBER AMOUNT
1 2012~40-51-F-170-JCN-D2372~BOC-252A-APPNUMBER-31X0200
ADM-12-~332 P
A.3 CONSIDERATION AND OBLIGATION-LABOR-HOUR CONTRACT (AUG 2011)

(a) The ceiling price to the Govemment for full performance under this contract is $66,725.00.

A-1
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(b) The contract includes direct labor hours at specified fixed hourly rates, inclusive of wages, fringe, overhead,
general and administrative expenses, and profit.

(c) It is estimated that the amount currently obligated will cover performance through 03-13-2013.

(d) This is an incrementally-funded contract and FAR 52.232-22 - "Limitation of Funds” applies.

A.4 PERIOD OF PERFORMANCE (AUG 2011) ALTERNATE Ill (AUG 2011)

This contract shall commence on 10-14-2012 and will expire on 10- 13 2013. The term of this comract may be
extended at the option of the Government for an additional four option periods, from 10-14-2013 to 10-13-2017. The
term of this contract may be extended at the option of the Government for an additional four option periods.

Base Period: October 14, 2012 - October 13, 2013 Option Period(s): 4

A-2
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!
ADDITIONAL SIMPLIFIED ACQUISITION TERMS AND CONDITIONS

A.5 NOTICE LISTING CLAUSES INCORPORATED BY REFERENCE

The following clauses are hereby incorporated by reference (by Citation Number, Title, and Date) in accordance
with the clause at FAR "52.252-2 CLAUSES INCORPORATED BY REFERENCE" contained in this document. FAR
52.252-2 contains the internet address for electronic access to the full text of a clause.

NUMBER TITLE DATE
FEDERAL ACQUISITION REGULATION (48 CFR Chapter 1)
52.212-4 CONTRACT TERMS AND CONDITIONS— FEB 2012
COMMERCIAL ITEMS
522241 PRIVACY ACT NOTIFICATION APR 1984
52.224-2 PRIVACY ACT APR 1984
52.232-18 AVAILABILITY OF FUNDS APR 1984
52.232-22 LIMITATION OF FUNDS APR 1984
52.245-1 GOVERNMENT PROPERTY APR 2012

A.6 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR
EXECUTIVE ORDERS--COMMERCIAL ITEMS (MAY 2012)

(@) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions

of commercial items:
(1) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).
Altemate | (AUG 2007) of 52.222-50 (22 U.S.C. 7104 (g)).
(2) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).
(3) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Pub. L. 108-77, 108-78)

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated
as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

[ (1)52.203-6, Restrictions on Subcontractor Sales to the Govemment (Sept 2006), with Alternate | (Oct 1995) (41
U.S.C. 253g and 10 U.S.C. 2402).

0 (2) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010)(Pub. L. 110-252, Title VI, Chapter 1
(41 U.S.C. 251 note)).

0 (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (JUN
2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act

of 2009.)

A-3
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{] (4)52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (FEB 2012) (Pub. L. 109-
282) (31 U.S.C. 6101 note).

[1 (5) 52.204-11, American Recovery and Reinvestment Act-Reporting Reguirements (JUL 2010) (Pub. L. 111-5).

[x] (6) 52.209-6, Protecting the Govemment's Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment. {(Dec 2010) (31 U.S.C. 6101 note).

0 (7) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (FEB 2012) (41 U.S.C.
2313).

{1 (8)52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (MAY 2012) (section 738 of
Division C of Pub. L. 112-74, saction 740 of Division C of Pub. L. 111-117, section 743 of Division D of Pub. L. 111-8,
and section 745 of Division D of Pub. L. 110-161),

0 (9) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (NOV 2011) (15 U.S.C. 657a).

[ (10)52.2194, Notice of Price Evaluation Preference for HUBZone Small Business Concems (JAN 2011) (if the
offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

1 (11) [Reserved]

X1 (12)(1) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2011) (15 U.S.C. 644).

0 (i) Aternate ! (NOV 2011),

0 (iiiy Altemate Il (NOV 2011).

0 (13)() 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) {15 U.S.C. 644).

0 (i) Attemate I (Oct 1995) of 52.219-7.

[ (i) Atemate Il (Mar 2004) of 52.219-7.

0 (14)52.219-8, Utilization of Small Business Concems (JAN 2011) (15 U.S.C. 637(d)(2) and (3)).
0 (15)(i) 52.219-9, Small Business Subcontracting Plan (JAN 2011) (15 U.S.C. 637(d)4)).

[ (i) Altemate | (Oct 2001) of 52.219-8.

[ (iii) Aternate Il (Oct 2001) of 52.219-9.

0 (iv) Attemate NIl (JUL 2010) of 52.219-9./

0 (16)52.219-13, Notice of Set-Aside of Orders (NOV 2011) (15 U.S.C. 644(r)).

0 (17) 52.219-14, Limitations on Subcontracting (NOV 2011) (15 U.S.C. 637(a)(14)).

0 (18)52.219-16, Liguidated Damages--Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)1)).

0 (19)(i) 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged Business Concerns (OCT
2008) (10 U.S.C. 2323) (if the offeror elects to waive the adjustment, it shall so indicate in its offer.)

{1 (i) Atternate | (June 2003) of 52.219-23.
A4
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[l (20) 52.218-25, Small Disadvantaged Business Participation Program—Disadvantaged Status and Reporting
(DEC 2010) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

[} (21) 52.219-26, Small Disadvantaged Business Participation Program—Incentive Subcontracting (Oct 2000)
(Pub. L. 103-355, section 7102, and 10 U.S.C. 2323), '

[} (22) 52.218-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NOV 2011) (15 U.S.C.
6571).

[x) (23)52.218-28, Post Award Small Business Program Rerepresentation (APR 2012) (15 U.S.C 632(a)(2)).

[ (24)52.219-29, Notice of Set-Aside for Economically Disadvantaged Women-Owned Small Business
(EDWOSB) Concems (APR 2012) (15 U.S.C. 637(m)).

[ (25)52.219-30, Notice of Set-Aside for Women-Owned Small Business (WOSB) Concems Eligible Under the
WOSB Program (APR 2012) (15 U.S.C. 637(m)).

[X] (26) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

[x] (27)52.222-19, Child Labor—Cooperation with Authorities and Remedies (MAR 2012) (E.O. 13126).
[x] (28) 52.222-21, Prohibition of Segregated Facilities (Feb 1999).

[x] (29) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

[x] (30)52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212),

[x] (31)52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) (28 U.S.C. 793).

[x] (32)52.222-37, Employment Reports on Veterans (SEP 2010) (38 U.S.C. 4212).

[} (33)52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O.
13486).

[ (34)52.222-54, Employment Eligibility Verification (Jan 2008). (Executive Order 12988). (Not applicable to the
acquisition of commercially available off-the-shelf items or certain other types of commercial items as prescribed in

22.1803.)

0 (35)(i) 52.223-8, Estimate of Percentage of Recovered Material Content for EPA-Designated items (May 2008)
(42 U.S.C.6962(c)(3)(A)ii)). (Not applicable to the acquisition of commercially available off-the-shelf items.)

[ (i) Altermate | (MAY 2008) of 52.223-g (42 U.5.C. 6962(i)(2)(C)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

[l (36)52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007)(42 U.S.C. 8258b).

i (37)() 52.223-16, IEEE 1680 Standard for the Environmental Assessment of Personal Computer Products (DEC
2007) (E.O. 13423).

O (i) Attemate | (DEC 2007) of 52.223-16.
{X] (38) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (AUG 2011)
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[x] (39) 52.225-1, Buy American Act-Supplies (FEB 2009) (41 U.S.C. 10a-10d).

{1 (40)(j) §2.225-3, Buy American Act-Free Trade Agreements— Israeli Trade Act (MAY 2012) (41 U.S.C. chapter
83, 19 U.S.C, 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77,
108-78, 108-286, 108-302, 109-563, 109-169, 109-283, 110-138, 11241, and 112-42).

0 (i) Altemate | (MAR 2012) of 52.225-3,

0 (iii) Altemate Il (MAR 2012) of 52.225-3.

I (iv) Alternate il (MAR 2012) of 52.225-3.

[ (41)52.225-5, Trade Agreements (MAY 2012) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).

[X] (42) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s, prociamations, and statutes
administered by the Office of Foreign Assets Control of the Department of the Treasury).

0 (43) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

0 (44)52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C.
5150).

I (45)52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 255(f), 10 U.S.C.
2307(f)).

[ (46)52.232-30, instaliment Payments for Commercial ltems (Oct 1995) (41 U.S.C. 255(f), 10 U.S.C. 2307(f)).

[X] (47) 52.232-33, Payment by Electronic Funds Transfer—Central Contractor Registration (Oct 2003) (31 U.S.C.
3332).

[ (48)52.232-34, Payment by Electronic Funds Transfer—Other than Central Contractor Registration (May 1999)
{31 U.S.C. 3332).

[ (49)52.232-36, Payment by Third Party (FEB 2010) (31 U.S.C. 3332).
0 (50)52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

0 (51)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx.
1241{b)and 10 U.S.C. 2631).

0 (i) Aitemate | (Apr 2003) of 52,247-64.
(c) The Contractor shal!l comply with the FAR clauses In this paragraph (c), applicable to commercial services, that
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law
or Executive orders applicable to acquisitions of commercial items:

0 (1)52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).

0 (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 1989) (29 U.S.C. 206 and 41 U.S.C. 351,
et seq.).

Employee Class Monetary Wage~Fringe Benefits
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0 (3)52.222-43, Fair Labor Standards Act and Service Contract Act—Price Adjustment (Multiple Year and Option
Contracts) (Sep 2009) (29 U.S.C. 206 and 41 U.S.C. 351, et seq.).

[ (4) 52.222-44, Fair Labor Standards Act and Service Contract Act—Price Adjustment (Sep 2009) (29 U.S.C. 206
and 41 U.S.C. 351, et seq.).

[ (5)52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration
or Repair of Certain Equipment--Requirements (Nov 2007) (41 U.S.C. 351, et seq.).

1

g (6)52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services—
Requirements (FEB 2009) (41 U.S.C. 351, et seq.). :

0 (7) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-247)
D (8)52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C. 5112(p)(1)).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph
(d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and
does not contain the clause at 52.215-2, Audit and Records—Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall
have access to and right to examine any of the Contractor's directly pertinent records involving transactions related to
this contract. :

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter
period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this
contract is completely or partially terminated, the records relating to the work terminated shall be made available for 3
years after any resulting final termination settiement. Records relating to appeals under the disputes clause or to
litigation or the settiement of claims arising under or relating to this contract shall be made available until such
appeals, litigation, or claims are finally resolved.

/

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other
data, regardless of type and regardiess of form. This does not require the Contractor to create or maintain any record
that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.

(e){1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a subcontract for
commercial items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause~

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010) (Pub. L. 110-252, Title VI, Chapter 1
(41 U.S.C. 251 note)).

(i) 52.219-8, Utilization of Small Business Concems (DEC 2010) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts
that offer further subcontracting opportunities. If the subcontract {except subcontracts to small business concems)
exceeds $650,000 ($1.5 million for construction of any public facility), the subcontractor must include 52.219-8 in lower
tier subcontracts that offer subcontracting opportunities.

(iil) [Reserved]
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(iv) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

(v) 52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212).
(vi) 52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) (29 U.S.C. 793).

(vil) 52.222-40, Notification of Employsee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496).
Fiow down required in accordance with paragraph (f) of FAR clause 52.222-40.

(viii) 62.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).
(ix) 52.222-50, Combating Trafficking in Persons (FEB 2008) (22 U.S.C. 7104(g)).
Altemate | (AUG 2007) of 52.222-50 (22 U.S.C. 7104{(g)).

, (x) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration,
or Repair of Certain Equipment—Requirements "(Nov 2007)" (41 U.S.C. 351, et seq.).

{xi) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services-
Requirements (FEB 2009)(41 U.S.C. 351, et seq.).

(xil) 52.222-54, Employee Eligibility Verification (JAN 2009)

(xii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-247). Flow
down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xiv) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx.
1241(b)and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal number of
additional clauses necessary to satisfy its contractual obligations.

A.7 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates specified in
the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the
Secretary of Labor. The option provision may be exercised more than once, but the total extension of performance
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the
_ Contractor within 15 days of contract expiration.

A.8 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 15 days of
contract expiration; provided that the Government gives the Contractor a preliminary written notice of its intent to
extend at least 30 days before the contract expires. The preliminary notice does not commit the Government to an
extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed five
(5) years. .
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A.9 2052.215-71 CONTRACTING OFFICER REPRESENTATIVE (COR) AUTHORITY (NOVEMBER 2006)
(a) The contracting officer’s authorized representative (hereinafter referred to as the COR) for this contract is:
Name: Janice Kelsh

Address: U.S. Nuclear Regulatory Commission
Mail Stop: TWB-05-B32M
11555 Rockville Pike
Rockvilie, MD 20852

Telephone Number; 301-492-3530

(b) Performance of the work under this contract is subject to the technical direction of the NRC COR. The term
"technical direction” is defined to include the following:

(1) Technical direction to the contractor which shifts work emphasis between areas of work or tasks, authorizes
travel which was unanticipated in the Schedule (i.e., travel not contemplated in the Statement of Work (SOW) or
changes to specific travel identified in the SOW), fills in details, or otherwise serves to accomplish the contractual
SOW.

(2) Provide advice and guidance to the contractor in the preparation of drawings, specifications, or technical
portions of the work description.

(3) Review and, where required by the contract, approval of technical reports, drawings, specifications, and
technical information to be delivered by the contractor to the Government under the contract.

{c) Technical direction must be within the general statement of work stated in the contract. The COR does not have
the authority to and may not issue any technical direction which:

(1) Canstitutes an assignment of work outside the general scope of the contract.
(2) Constitutes a change as defined in the "Changes” clause of this contract.

(3) In any way causes an increase or decrease in the total estimated contract cost, the fixed fee, if any, or the time
required for contract performance.

(4) Changes any of the expressed terms, conditions, or specifications of the contract.

(5) Terminates the contract, setties any claim or dispute arising under the contract, or issues any unliateral directive
whatever. :

(d) All technical directions must be issued in writing by the COR or must be confirmed by the project officer in writing
within ten (10) working days after verba! issuance, A copy of the written direction must be fumished to the contracting
officer. A copy of NRC Form 445, Reguest for Approval of Official Foreign Travel, which has received final approval
from the NRC must be furnished to the contracting officer. -

{e) The contractor shall proceed promptly with the performance of technical directions duly issued by the project

officer in the manner prescribed by this clause and within the project officer's authority under the provisions of this
clause.
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(f) If, in the opinion of the contractor, any instruction or direction issued by the COR is within one of the categories as
de_aﬂr)ed in paragraph (c) of this section, the contractor may not proceed but shall notify the contracting officer in writing
within five (§) working days after the receipt of any instruction or direction and shall request the contracting officer to
modify the contract accordingly. Upon receiving the notification from the contractor, the contracting officer shall issue
an appropriate contract modification or advise the contractor in writing that, in the contracting officer’s opinion, the
technical direction is within the scope of this article and does not constitute a change under the "Changes” clause.

(9) Any unauthorized commitment or direction issued by the COR may result in an unnecessary delay in the
contractor’s performance and may even result in the contractor expending funds for unallowable costs under the
contract.

(h) A failure of the parties to agree upon the nature of the instruction or direction or upon the contract action to be
taken with respect thereto is subject to §52.233-1 -Disputes.

(1) In addition to providing technical direction as defined in paragraph (b) of the section, the project officer shall:

(1) Monitor the contractor's technical progress, including surveillance and assessment of performance, and
recommend to the contracting officer changes in requirements.

(2) Assist the contractor in the resolution of technical problems encountered during performance.

(3) Review all costs requested for reimbursement by the contractor and submit to the contracting officer
recommendations for approval, disapproval, or suspension of payment for supplies and services required under this
contract. -

(4) Assist the contractor in obtaining the badges for the contractor personnel.

(5) Immediately notify the Security Branch, Division of Facilities and Security (SB/DFS) (via e-mail) when a
contractor employee no longer requires access authorization and return of any NRC issued badge to SB/DFS within
three days after their termination.

(6) Ensure that all contractor employees that require access to classified Restricted Data or National Security
Information or matter, access to sensitive unclassified information (Safeguards, Official Use Only, and Proprietary
information) access to sensitive T systems or data, unescorted access to NRC controlled buildings/space, or
unescorted access fo protected and vital areas of nuclear power plants receive approval of SB/DFS.prior to access in
accordance with Management Directive and Handbook 12.3.

(7) For contracts for the design, development, maintenance or operation of Privacy Act Systems of Records, obtain
from the contractor as part of closeout procedures, written certification that the contractor has retumed to NRC,
transferred to the successor contractor, or destroyed at the end of the contract in accordance with instructions
provided by the NRC Systems Manager for Privacy Act Systems of Records, all records (electronic or paper) which
were created, compiled, obtained or maintained under the contract.

A.10 2052.215-70 KEY PERSONNEL (JAN 1993)

(a) The following individuals are considered to be essential to the successful performance of the work hereunder:

Dr. Rodney Burbach Mental Health Review Officer
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The contractor agrees that personnel may not be removed from the contract work or replaced without compliance with
paragraphs (b) and (c) of this section.

(b) If one or more of the key personne!, for whatever reason, becomes, or is expected to become, unavailable for
work under this contract for a continuous period exceeding 30 work days, or is expected to devote substantially less
effort to the work than indicated in the proposal or initially anticipated, the contractor shall immediately notify the
contracting officer and shall, subject to the concurrence of the contracting officer, promptly replace the personnel with
personnel of at least substantially equal ability and qualifications.

(c) Each request for approval of substitutions must be in writing and contain a detalled explanation of the
circumstances necessitating the proposed substitutions. The request must also contain a complete resume for the
proposed substitute and other information requested or needed by the contracting officer to evaluate the proposed
substitution. The contracting officer and the project officer shall evaluate the contractor's request and the contracting
officer shall promptly notify the contractor of his or her decision in writing.

(d) I the contracting officer determines that suitable and timely replacement of key personnel who have been
reassigned, terminated, or have otherwise become unavailable for the contract work is not reasonably forthcoming, or
that the resultant reduction of productive effort would be so substantial as to impair the successful completion of the
contract or the service order, the contract may be terminated by the contracting officer for default or for the
convenience of the Govemment, as appropriate. If the contracting officer finds the contractor at fautt for the condition, -
the contract price or fixed fee may be equitably adjusted downward to compensate the Govermment for any resultant
delay, loss, or damage. -

A.11 2052.204.70 SECURITY (MAR 2004)

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies, procedures, and criteria of
the NRC Security Program, NRC Management Directive (MD) 12 (including MD 12.1, "NRC Facility Security
Program;” MD 12.2, "NRC Classified Information Security Program;” MD 12.3, "NRC Personnel Security Program;"
MD 124, "NRC Telecommunications Systems Security Program;" MD 12.5, *"NRC Automated Information Systems
Security Program;” and MD 12.6, "NRC Sensitive Unclassified Information Security Program®), apply to performance
of this contract, subcontract or other activity. This MD is incorporated into this contract by reference as though fuily
set forth herein. The attached NRC Form 187 (See List of Attachments) fumishes the basis for providing security and
classification requirements to prime contractors, subcontractors, or others (e.g., bidders) who have or may have an
NRC contractual relationship that requires access to classified Restricted Data or National Security Information or
matter, access to sensitive unclassified information (e.g., Safeguards), access to sensitive Information Technology (IT)
systems or data, unescorted access to NRC controlled buildings/space, or unescorted access to protected and vital
areas of nuclear power plants.

(b) Itis the contractor's duty to protect National Security Information, Restricted Data, and Formerly Restricted Data.
The contractor shall, in accordance with the Commisslon's security regulations and requirements, be responsible for
protecting National Security Information, Restricted Data, and Formerly Restricted Data, and for protecting against
sabotage, espionage, loss, and theft, the classified documents and material in the contractor's possession in
connection with the performancs of work under this contract. Except as otherwise expressly provided in this contract,
the contractor shall, upon completion or termination of this contract, transmit to the Commission any classtfied matter
in the possession of the contractor or any person under the contractor's control In connection with performance of this
contract. If retention by the contractor of any classified matter is required after the completion or termination of the
contract and the retention is approved by the contracting officer, the contractor shall complete a certificate of
possession to be furnished to the Commission specifying the classified matter to be retained. The certification must
identify the items and types or categories of matter retained, the conditions governing the retention of the matter and
their period of retention, if known. I the retention is approved by the contracting officer, the security provisions of the
contract continue to be applicable to the matter retained.
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(c) In connection with the performance of the work under this contract, the contractor may be fumished, or may
develop or acquire, safeguards information, or confidential or privileged technical, business, or financial information,
including Commission plans, policies, reports, financial plans, intemal data protected by the Privacy Act of 1974 (Pub.
L. 93.579), or other information which has not been released to the public or has been determined by the Commission
to be otherwise exempt from disclosure to the public. The contractor shall ensure that information protected from
public disclosure is maintained as required by NRC regulations and policies, as cited in this contract or as otherwise
provided by the NRC. The contractor will not directly or indirectly duplicate, disseminate, or disciose the information in
whole or in part to any other person or organization except as may be necessary to perform the work under this
contract, The contractor agrees to return the information to the Commission or otherwise dispose of it at the direction
of the contracting officer. Failure to comply with this clause is grounds for termination of this contract.

(d) Regulations. The contractor agrees to conform to all security regulations and requirements of the Commission
which are subject fo change as directed by the NRC Division of Facilities and Security (DFS) and the Contracting
Officer. These changes will be under the authority of the FAR Changes clausé referenced in this document.

The contractor agrees to comply with the security requirements set forth in NRC Management Directive 12.1, NRC
Facility Security Program which is incorporated into this contract by reference as though fully set forth herein.
Attention is directed specifically to the section titled "Infractions and Violations,” including "Administrative Actions® and
"Reporting Infractions.”

(e) Definition of National Security Information. The term Nationa! Security Information, as used in this clause, means
information that has been determined pursuant to Executive Order 12958 or any predecessor order to require
protection against unauthorized disclosure and that is so designated.

(N Definition of Restricted Data. The term Restricted Data, as used in this clause, means all data concermning design,
manufacture, or utilization of atomic weapons; the production of special nuclear matenal; or the use of special nuclear
material in the production of energy, but does not include data declassified or removed from the Restricted Data
category pursuant to Section 142 of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in this clause, means all data
removed from the Restricted Data category under Section 142-d of the Atomic Energy Act of 1954, as amended.

(h) Definition of Safeguards Information. Sensitive unclassified information that specifically identifies the detalled
security measures of a licensee or an applicant for the physical protection of special nuclear material; or security
measures for the physical protection and location of certain plant equipment vital to the safety of production of
utilization facilities. Protection of this information is required pursuant to Section 147 of the Atomic Energy Act of
1954, as amended.

(f) Security Clearance. The contractor may not permit any individual to have access to Restricted Data, Formerly
Restricted Data, or other classified information, except in accordance with the Atomic Energy Act of 1954, as
amended, and the Commission's regulations or requirements applicable to the particular type or category of classified
information to which access is required. The contractor shall also execute a Standard Form 312, Classified
Information Nondisclosure Agreement, when access to classified information is required.

() Criminal Liabilities. It is understood that disclosure of National Security Information, Restricted Data, and Formerly
Restricted Data relating to the work or services ordered hereunder to any person not entitled to receive it, or failure to
safeguard any Restricted Data, Formerly Restricted Data, or any other classified matter that may come to the
contractor or any person under the contractor's control in connection with work under this contract, may subject the
contractor, its agents, employees, or subcontractors to criminal liability under the laws of the United States. (See the
Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011 et seq.; 18 U.S5.C. 793 and 794; and Executive Order
12958.)

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the contracting officer, the
contractor shall insert provisions similar to the foregoing in all subcontracts and purchase orders under this contract.
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(1) In performing the contract work, the contractor shall classify all documents, material, and equipment originated or
generated by the contractor In accordance with guidance issued by the Commission. Every subcontract and purchase
order issued hereunder involving the origination or generation of classified documents, material, and equipment must
provide that the subcontractor or supplier assign dassffication to ail documents, material, and equipment in
accordance with guidance fumished by the contractor.

A.12 2052.204-71 BADGE REQUIREMENTS FOR UNESCORTED BUILDING ACCESS TO NRC
FACILITIES (MAR 2006)

During the life of this contract, the rights of ingress and egress for contractor personnel must be made available, as
required, provided that the individuat has been approved for unescorted access after a favorable adjudication from the
Security Branch, Division of Facilities and Security (SB/DFS).

In this regard, all contractor personnel whose duties under this contract require their presence on site shall be clearly
identifiable by a distinctive badge fumished by the NRC. The Project Officer shall assist the contractor in obtaining
badges for the contractor personnel. All contractor personnel must present two forms of Identity Source Documents (I-
9). One of the documents must be a valid picture 1D issued by a state or by the Federal Government. Original I-9
documents must be presented in person for certification. A list of acceptable documents can be found at
http://www.usdoj.govicrt/recruit_employ/iSform.pdf. It is the sole responsibility of the contractor to ensure that each
employee has a proper NRC-issued identification/badge at all times. All photo-identification badges must be
jmmediately (no later than three days) delivered to SB/DFS for cancellation or disposition upon the termination of
employment of any contractor personnel. Contractor personnel must display any NRC issued badge in clear view at all
times during on site performance under this contract. It is the contractor's duty to assure that contractor personnel
enter only those work areas necessary for performance of contract work, and to assure the protection of any
Govemment records or data that contractor personnel may come into contact with.

A.13 SECURITY REQUIREMENTS FOR BUILDING ACCESS APPROVAL (AUG 2011)

The Contractor shall ensure that all its employees, subcontractor employees or consultants who are assigned to
perform the work herein for contract performance for periods of more than 30 calendar days at NRC facilities, are
approved by the NRC for unescorted NRC building access.

The Contractor shall conduct a preliminary federal facilities security screening interview or review for each of its
employees, subcontractor employees, and consultants and submit to the NRC only the names of candidates for
contract performance that have a reasonable probability of obtaining approval necessary for access to NRC's federal
facilities. The Contractor shall pre-screen its applicants for the following:

(a) felony arrest in the last seven (7) years; (b) alcoho! related arrest within the last five (5) years; (c) record of any
military courts-martial convictions in the past ten (10) years; (d) illegal use of narcotics or other controlled substances
possession In the past year, or illegal purchase, production, transfer, or distribution of narcotics or other controlled
substances in the last seven (7) years; and (e) delinquency on any federal debts or bankruptcy in the last seven (7)
years.

The Contractor shall make a written record of its pre-screening interview or review (including any information to
mitigate the responses to items listed in (a) - (e)), and have the applicant verify the pre-screening record or review,
sign and date it. Two (2) copies of the pre-screening signed record or review shall be supplied to the Division of
Facilities and Security, Personns! Security Branch (DFS/PSB) with the Contractor employee's completed building
access application package.
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The Contractor shall further ensure that its employees, any subcontractor employees and consultants complete all
bullding access security applications required by this clause within fourteen (14) calendar days of notification by
DFS/PSB of initiation of the application process. Timely receipt of properly completed records of the Contractor's
signed pre-screening record or review and building access security applications (submitted for candidates that have a
reasonable probability of obtaining the level of access authorization necessary for access to NRC's facilities) is a
contract requirement. Failure of the Contractor to comply with this contract administration requirement may be a basis
to cancel the award, or terminate the contract for default, or offset from the contract's invoiced cost or price the NRC's
incurred costs or delays as a result of inadequate pre-screening by the Contractor. In the event of cancellation or
termination, the NRC may select another firm for contract award.

A Contractor, subcontractor employee or consultant shall not have access to NRC facilities until he/she is approved
by DFS/PSB. Temporary access may be approved based on a favorable NRC review and discretionary determination
of their building access security forms. Final building access will be approved based on favorably adjudicated checks
by the Govemment. However, temporary access approval will be revoked and the Contractor's employee may
subsequently be denied access in the event the employee's investigation cannot be favorably determined by the NRC.
Such employee will not be authorized to work under any NRC contract requiring building access without the approval
of DFS/PSB. When an individual receives final access, the individual will be subject to a review or reinvestigation
every five (5) or tan (10) years, depending on their job responsibilities at the NRC.

The Government shall have and exercise full and complete control and discretion over granting, denying,
withholding, or terminating building access approvals for individuals performing work under this contract. Individuals
performing work under this contract at NRC facilities for a period of more than 30 calendar days shall be required to
complete and submit to the Contractor representative an acceptable OPM Standard Form 85 (Questionnaire for Non-
Sensitive Positions), and two (2) FD 258 (Fingerprint Charts). Non-U.S. citizens must provide official documentation
to the DFS/PSB, as proof of their legal residency. This documentation can be a Permanent Resident Card,
Temporary Work Visa, Employment Authorization Card, or other official documentation issued by the U.S. Citizenship
and Immigration Services. Any applicant with less than five (5) years residency in the U.S. will not be approved for
building access. The Contractor shall submit the documents to the NRC Contracting Officer's Representative (COR)
who will give them to DFS/PSB.

DFS/PSB may, among other things, grant or deny temporary unescorted building access approval to an individual
based upon its review of the information contained in the OPM Standard Form 85 and the Contractor's pre-screening
record. Also, in the exercise of its authority, the Govemment may, among other things, grant or deny permanent
building access approval based on the results of its review or investigation, This submittal requirement also applies to
the officers of the firm who, for any reason, may visit the NRC work sites for an extended period of time during the
term of the contract. In the event that DFS/ PSB are unable to grant a temporary or permanent building access
approval, to any individual performing work under this contract, the Contractor is responsible for assigning another
individual to perform the necessary function without any delay in the contract's performance schedule, or without
adverse impact to any other terms or conditions of the contract. The Contractor is responsible for informing those
affected by this procedure of the required building access approval process (i.e., temporary and permanent
determinations), and the possibility that individuals may be required to wait until permanent building access approvals
are granted before beginning work in NRC's buildings.

CANCELLATION OR TERMINATION OF BUILDING ACCESS/ REQUEST

The Contractor shall immediately notify the PO when a Contractor or subcontractor employee or consuitant's need
for NRC building access approval is withdrawn or the need by the Contractor employee's for building access
terminates. The PO will immediately notify DFS/PSB (via e-mail) when a Contractor employee no longer requires
building access. The Contractor shail be required to retum any NRC issued badges to the Contracting Officer's
Representative (COR) for retum to DFS/FSB (Facilities Security Branch) within three (3) days after their termination.

A.14 SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY LEVEL [ OR LEVEL Il
ACCESS APPROVAL (AUG 2011)
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The contractor must identify all individuals selected to work under this contract. The NRC Contracting Officer’s
Representative (COR) shall make the final determination of the level, if any, of IT access approval required for all
individuals working under this contract/order using the following guidance. The Government shall have fuil and
complete contro! and discretion over granting, denying, withholding, or terminating 1T access approvals for contractor
personnel performing work under this contract/order. ,

The contractor shall conduct a preliminary security interview or review for each employee requiring IT level | or i
access and submit to the Government only the names of candidates that have a reasonable probability of obtaining
the level of IT access approval for which the employee has been proposed. The contractor shall pre-screen its
applicants for the following:

(a) felony arrest in the last seven (7) years; (b) alcohol related arrest within the last five (5) years; (c) record of any
military courts-martial convictions in the past ten (10) years; (d) illegal use of narcotics or other controlied substances
possession in the past year, or illegal purchase, production, transfer, or distribution of narcotics or other controlled
substances in the last seven (7) years; and (e) delinquency on any federal debts or bankruptey in the last seven (7)
years.

The contractor shalt make a written record of its pre-screening interview or review (including any information to
mitigate the responses to items listed in (a) - (8)), and have the employee verify the pre-screening record or review,
sign and date it. The contractor shall supply two (2) copies of the signed contractor's pre-screening record or review
to the NRC Contracting Officer's Representative (COR), who will then provide them to the NRC Office of
Administration, Division of Facilities and Security, Personnel Security Branch with the employee's completed IT
access application package.

The contractor shall further ensure that its personnel complete all IT access approval security applications required
by this clause within fourteen (14) calendar days of notification by the NRC Contracting Officer's Representative
(COR) of initiation of the application process. Timely receipt of properly completed records of the pre-screening
record and IT access approval applications (submitted for candidates that have a reasonable probability of obtaining
the level of security assurance necessary for access to NRC's IT systems/data) is a requirement of this contract/order.
Failure of the contractor to comply with this requirement may be a basis to terminate the contract/order for cause, or
offset from the contract’s invoiced cost or price the NRC's incurred costs or delays as a result of inadequate pre-
screening by the contractor. :

SECURIMY REQUIREMENTS FOR IT LEVEL |

Performance under this contract/order will involve contractor personnel who perform services requiring direct access
to or operate agency sensitive information technology systems or data (IT Level [). The IT Level | involves
responsibility for the planning, direction, and implementation of a computer security program; major responsibility for
the direction, planning, and design of a computer system, including hardware and software; or the capability to access
a computer system during its operation or maintenance in such a way that could cause or that has a relatively high risk
of causing grave damage; or the capability to realize a significant personal gain from computer access.

Contractor personnel shall not have access to sensitive information technology systems or data until they are
approved by DFS/PSB and they have been so informed in writing by the NRC Contracting Officer's Representative
(COR). Temporary IT access may be approved by DFS/PSB based on a favorable review or adjudication of their
security forms and checks. Final IT access may be approved by DFS/PSB based on a favorably review or
adjudication of a completed background investigation. However, temporary access authorization approval will be
revoked and the employee may subsequently be denied IT access in the event the employee's investigation cannot be
favorably adjudicated. Such an employee will not be authorized to work under any NRC contract/order requiring IT
access without the approval of DFS/PSB, as communicated in writing to the contractor by the NRC Contracting
Officer's Representative (COR). Where temporary access authorization has been revoked or denied by DFS/PSB, the
contractor shall assign another contractor employee 1o perform the necessary work under this contract/ order without
delay to the contract/order performance schedule, or without adverse impact to any other terms or conditions of the

A-15




NRC-HQ-12-P-10-0151

contract{orqer. When an individual receives final IT access approval from DFS/PSB, the individual will be subject to a
reinvestigation every ten (10) years thereafter (assuming continuous performance under contract/order at NRC) or
more frequently in the event of noncontinuous performance under contractorder at NRC.

The contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 86
(Questionnaire for National Security Positions), two (2) copies of the Contractor’s signed pre-screening record and two
(2) FD 258 fingerprint charts, to the NRC PO who will then provide them to DFS/PSB for review and adjudication, prior
to the individual being authorized to perform work under this contract/order requiring access to sensitive information
technology systems or data. Non-U.S. citizens must provide official documentation to the DFS/PSB, as proof of their
legal residency. This documentation can be a Permanent Resident Card, Temporary Work Visa, Employment
Authorization Card, or other official documentation issued by the U.S. Citizenship and Immigration Services. Any
applicant with less than seven (7) years residency in the U.S. will not be approved for IT Level | access. The
Contractor shall submit the documents to the NRC Contracting Officer's Representative (COR) who will give them to
DFS/PSB. The contractor shall ensure that all forms are accurate, complete, and legible. Based on DFS/PSB review
of the contractor employee's security forms and/or the receipt of adverse information by NRC, the contractor individual
may be denied access to NRC facilities and sensitive information technology systems or data until a final
determination is made by DFS/PSB and thereafter communicated to the contractor by the NRC Contracting Officer’s
Representative (COR) regarding the contractor person's eligibility.

In accordance with NRCAR 2052.204-70 "Security,” IT Level | contractors shall be subject to the attached NRC
Form 187 and SF-86 which fumishes the basis for providing security requirements to contractors that have or may
have an NRC contractual relationship which requires access to or operation of agency sensitive information
technology systems or remote development and/or analysis of sensitive information technology systems or data or
other access to such systems and data; access on a continuing basis (in excess more than 30 calendar days) to NRC
buildings; or otherwise requires issuance of an unescorted NRC badge.

SECURITY REQUIREMENTS FOR IT LEVEL 1l

Performance under this contract/order will involve contractor personnel that develop and/or analyze sensitive
information technology systems or data or otherwise have access to such systems or data (IT Level ),

The IT Level Il involves responsibility for the planning, design, operation, or maintenance of a computer system and
all other computer or IT positions.

Contractor personnel shall not have access to sensitive information technofogy systems or data until they are
approved by DFS/PSB and they have been so informed in writing by the NRC Contracting Officer's Representative
(COR). Temporary access may be approved by DFS/PSB based on a favorable review of their security forms and
checks. Final IT access may be approved by DFS/PSB based on a favorably adjudication. However, temporary
access authorization approval will be revoked and the contractor employee may subsequently be denied |T access in
the event the employee's investigation cannot be favorably adjudicated. Such an employee will not be authorized to
work under any NRC contract/order requiring IT access without the approval of DFS/PSB, as communicated in writing
to the contractor by the NRC Contracting Officer's Representative (COR). Where temporary access authorization has
been revoked or denied by DFS/PSB, the contractor is responsible for assigning another contractor employee to
perform the necessary work under this contract/order without delay to the contract/order performance schedule, or
without adverse impact to any other terms or conditions of the contract/order. When a contractor employee receives
final IT access approval from DFS/PSB, the individual will be subject to a review or reinvestigation every ten (10)
years (assuming continuous performance under contract/order at NRC) or more frequently in the event of
noncontinuous performance under contract/order at NRC.

The contractor shali submit a completed security forms packet, including the OPM Standard Form (SF) 86
(Questionnaire for National Security Positions), two (2) copies of the Contractor's signed pre-screening record and two
(2) FD 258 fingerprint charts, through the NRC Contracting Officer's Representative (COR) to DFS/PSB for review and
adjudication, prior to the contractor employee being authorized to perform work under this contract/order. Non-U.S.
cltizens must provide official documentation to the DFS/PSB, as proof of their legal residency. This documentation
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can be a Permanent Resident Card, Temporary Work Visa, Employment Authorization Card, or other official
documentation issued by the U.S. Citizenship and Immigration Services. Any applicant with less than seven (7) years
residency in the U.S. will not be approved for IT Level Il access. The Contractor shall submit the documents to the
NRC Contracting Officer's Representative (COR) who will give them to DFS/PSB. The contractor shall ensure that all
forms are accurate, complete, and legible. Based on DFS/ PSB review of the contractor employee's security forms
and/or the receipt of adverse information by NRC, the contractor employee may be denied access to NRC facilties,
sensitive information technology systems or data until a final determination is made by DFS/PSB regarding the
contractor person’s eligibility.

In accordance with NRCAR 2052.204-70 "Security,” IT Level |l contractors shall be subject to the attached NRC
Form 187, SF-86, and contractor's record of the pre-screening which fumishes the basis for providing security
requirements to contractors that have or may have an NRC contractual relationship which requires access to or
operation of agency sensitive information technology systems or remote development and/or analysis of sensitive
information technology systems or data or other access to such systems or data; access on a continuing basis (in
excess of more than 30 calendar days) to NRC buildings; or otherwise requires issuance of an unescorted NRC
badge.

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

When a request for IT access is to be withdrawn or cancsled, the contractor shall immediately notify the NRC
Contracting Officer's Representative (COR) by telephone so that the access review may be promptly discontinued.
The notification shall contain the full name of the contractor employee and the date of the request. Telephone
notifications must be promptly confirmed by the contractor in writing to the NRC Contracting Officer's Representative
(COR), who will forward the confirmation to DFS/PSB. Additionally, the contractor shall immediately notify the NRC
Contracting Officer's Representative (COR) in writing, who will in tum notify DFS/PSB, when a contractor employee no
longer requires access to NRC sensitive automated information technology systems or data, including the voluntary or
involuntary separation of employment of a contractor employee who has been approved for or is being processed for
IT access. ‘

The contractor shall flow the requirements of this clause down into all subcontracts and agreements with consultants
for work that requires them to access NRC IT resources.

A.15 SECURITY REQUIREMENTS FOR ACCESS TO CLASSIFIED MATTER OR INFORMATION (AUG
2011)

Performance under this contract will require access to classified matter or information (National Security Information
or Restricted Data) in accordance with the attached NRC Form 187 {See List of Attachments). Prime Contractor
personnel, subcontractors or others performing work under this contract shall require a "Q" security clearance (allows
access to Top Secret, Secret, and Confldential National Security Information and Restricted Data) or an "L" security
clearance (allows access to Secret and Confidential National Security Information and/or Confidential Restricted
Data).

The Contractor must identify all individuals to wark under this contract. The NRC sponsoring office shall make the
final determination of the type of security clearance required for all individuals working under this contract.

The Contractor shall conduct a preliminary security interview or review for each of its employees, subcontractor
employees and consultants, and submit to the Government only the names of candidates that have a reasonable
probability of obtaining the level of security clearance for which the candidate has been proposed. The Contractor will
pre-screen applicants for the foliowing:

(a) pending criminal charges or proceedings; (b) felony amest records including alcohol related arrest within the last
seven (7) years; (c) record of any military courts-martial charges and proceedings in the last seven (7) years and
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courts-martial convictions in the last ten {10) years; (d )any involvement in hate crimes; (e) involvement in any group
or organization that espouses extra-legal violence as a legitimate means to an end; (f) dual or multiple citizenship
including the issuance of a foreign passport in the last seven (7) years; (g) illegal use possassion, or distribution of
narcotics or other controlled substances within the last seven (7) years; (h) financial issues regarding delinquent
debts, liens, gamishments, bankruptcy and civil court actions in the last seven (7) years.

The Contractor will make a written record of their pre-screening interview or review (including any information to
mitigate the responses to items listed in (a) - (h)), and have the candidate verify the record, sign and date it. Two (2)
copies of the signed interview record or review will be supplied to DFS/PSB with the applicant's completed security
application package.

The Contractor will further ensure that all Contractor employees, subcontractor employees and consultants for
classifled information access approval complete all security applications required by this clause within fourteen (14)
calendar days of notification by DFS/PSB of initiation of the application process. Timely receipt of properly completed
security applications (submitted for candidates that have a reasonable probability of obtaining the isvel of security
clearance for which the candidate has been proposed) is a contract requirement. Failure of the Contractor to comply
with this condition may be a basis to cancel the award, or terminate the contract for default, or offset from the
contract's invoiced cost or price the NRC's incurred costs or delays as a result of inadequate pre-screening by the
Contractor. In the event of termination or cancellation, the Government may select another firm for contract award.

Such Contractor personnel shall be subject to the NRC Contractor personnel security requirements of NRC
Management Directive (MD) 12.3, Part | and 10 CFR Part 10.11, which is hereby incorporated by reference and made
a part of this contract as though fully set forth herein, and will require a favorably adjudicated Single Scope
Background Investigation (SSBI) for "Q" clearances or a favorably adjudicated Access National Agency Check and
Inquiries (ANACI), or higher level investigation depending on the position the individua! will occupy, for "L" clearances.

A Contractor employee shall not have access to classified information until he/she is granted a security clearance by
DFS/PSB, based on a favorably adjudicated investigation. In the event the Contractor employee's investigation
cannot be favorably adjudicated, any interim access approval could possibly be revoked and the individual could be
subsequently removed from performing under the contract. If interim approval access is revoked or denied, the
Contractor is responsible for assigning another individual to perform the necessary work under this contract without
delay to the contract's performance schedule, or without adverse impact to any other terms or conditions of the
contract. The individual will be subject to a reinvestigation every five (5) years for "Q" clearances and every ten (10)
years for "L" clearances.

The Contractor shall submit a completed security forms packet, including the SF-86, "Questionnaire for National
Security Positions,” and fingerprint charts, through the PO to DFS/PSB for review and submission to the Office of
Personnel Management for investigation. The individual may start working under this contract hefore a final clearance
is granted if a temporary access determination can be made by DFS/PSB after the review of the security package. If
the individual is granted a temporary access authorization, the individual may not have access to classified information
under this contract until DFS/PSB has granted them the appropriate security clearance, and the Contractor has read, -
understood, and signed the SF 312, "Classified Information Nondisclosure Agreement.” The Contractor shall assure
that all forms are accurate, complete, and legible (except for Part 2 of the questionnaire, which is required to be
completed in private and submitted by the individual to the Contractor in a sealed envelope), as set forth in NRC MD
12.3. Based on DFS/PSB review of the applicant’s investigation, the individual may be denled his/her security
dlearance In accordance with the due process procedures set forth in MD 12.3, E.O. 12968, and 10 CFR Part 10.11.

in accordance with NRCAR 2052.204-70 cleared Contractors shall be subject to the attached NRC Form 187 (See
Section J for List of Attachments), MD 12,3, SF- 86 and Contractor's signed record or review of the pre-screening
which fumishes the basis for providing security requirements to prime Contractors, subcontractors or others who have
or may have an NRC contractual relationship which requires access to classified information.

CANCELLATION OR TERMINATION OF SECURITY CLEARANCE ACCESS/REQUEST
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When a request for clearance investigation is to be withdrawn or canceled, the Contractor shall immediately notify
the PO by telephone so that the investigation may be promptly discontinued. The notification shall contain the full
name of the individual, and the date of the request. Telephone notifications must be promptly confirmed in writing by
the Contractor to the PO who will forward the confirmation via email to DFS/PSB. Additionally, DFS/PSB must be
immediately notified in writing when an individual no longer requires access to Government classified information,
including the voluntary or involuntary separation of employment of an individual who has been approved for or is being
processed for access under the NRC "Personnel Security Program.”

A.16 DRUG FREE WORKPLACE TESTING: UNESCORTED ACCESS TO NUCLEAR FACILITIES,
ACCESS TO CLASSIFIED INFORMATION OR SAFEGUARDS INFORMATION, OR PERFORMING
IN SPECIALLY SENSITIVE POSITIONS (AUG 2011)

All contractor employees, subcontractor employees, and consultants proposed for performance or performing under
this contract shall be subject to pre- assignment, random, reasonable suspicion, and post-accident drug testing
applicable to: (1) individuals who require unescorted access to nuclear power plants, (2) individuals who have access
to classified or safeguards information, (3) individuals who are required to carry firearms in performing security
services for the NRC, (4) individuals who are required to operate government vehicles or transport passengers for the
NRC, (5) individuals who are required to operate hazardous equipment at NRC facilities, or (6) individuals who admit
to recent illegal drug use or those who are found through other means to be using drugs illegally. The Plan includes a
contractor’'s employees and their subcontractors are subject to the procedures and terms of their employment
agreements with their employer.

The NRC Drug Program Manager will schedule the drug testing for ail contractor employees, subcontractor
employees, and consultants who are subject o testing under this clause. Any NRC contractor found to be using,
selling, or possessing illegal drugs, or any contractor with a verified positive drug test result under this program while
in a duty status will immediately be removed from working under the NRC contract. The contractor's employer will be
notified of the denial or revocation of the individual's authorization to have access to information and ability to perform
under the contract. The individual may not work on any NRC contract for a period of not less than one year from the
date of the failed drug test and will not be considered for reinstatement uniess evidence of rehabilitation, as
determined by the NRC "drug testing contractor's” Medical Review Officer, is provided.

Contractor drug testing records are protected under the NRC Privacy Act Systems of Records, System 35, "Drug
Testing Program Records - NRC" found at: hitp://www.nrc.gov/reading-rmfoia/privacy-systems.html

A.17 PACKAGING AND MARKING (AUG 2011)

(a) The Contractor shall package material for shipment to the NRC in such a manner that will ensure acceptance by
common carrier and safe delivery at destination, Containers and closures shall comply with the Surface
Transportation Board, Uniform Freight Classification Rules, or regulations of other carriers as applicabie to the mode
of transportation.

(b) On the front of the package, the Contractor shali clearly identify the contract number under which the product is
being provided.

(c) Additional packaging and/or marking requirements are as follows:

A.18 BRANDING (AUG 2011)

The Contractor is required to use the official NRC branding logo or seal on any publications, presentations, products,
or materials funded under this contract, to the extent practical, in order to provide NRC recognition for its involvement
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in and contribution to the project. If the work performed is funded entlrely with NRC funds, then the contractor must
acknowledge that information in its documentation/presentation.

Access the following websites for branding information and specifications:
http:/iwww.intemal.nrc.govJ/ADM/branding/ and Management Directive and Handbook 3.13 -

(intemal NRC website): http://www.internal.nrc.gov/policy/directives/toc/md3.13.htm

(extemal public website): http://pbadupws.nrc.gov/docs/ML1122/ML112280190.pdf

A.19 DENIAL OF FEDERAL BENEFITS TO INDIVIDUALS CONVICTED OF DRUG TRAFFICKING OR
POSSESSION (AUG 2011)

In the event that an award is made to an individual, Section 5301 of the Anti-Drug Abuse Act of 1988 (P.L. 100-690),
codified at 21 U.S.C. 862, authorizes denial of Federal benefits such as grants, contracts, purchase orders, financial
aid, and business and professional licenses to individuals convicted of drug trafficking or possession.

A.20 ELECTRONIC PAYMENT (AUG 2011)

The Debt Collection Improvement Act of 1996 requires that all payments except IRS tax refunds be made by
Electronic Funds Transfer. Payment shall be made in accordance with FAR 52.232-33, entitied "Payment by
Electronic Funds- Central Contractor Registration”.

To receive payment, the contractor shall prepare invoices in accordance with NRC's Billing Instructions. Claims
shalt be submitted on the payee's letterhead, invoice, or on the Govemment's Standard Form 1034, "Public Voucher
for Purchases and Services Other than Personal,” and Standard Form 1035, "Public Voucher for Purchases Other
than Personal - Continuation Sheet.” The preferred method of submitting invoices is electronically to the Department
of the Interior at NRCPayments_NBCDenver@nbc.gov. If the contractor submits a hard copy of the invoice, it shall be
submitted to the following address:

Department of the Interior

National Business Center

Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

A.21 RECORDS MANAGEMENT (AUG 2011)

1. Definitions. As used in this clause-

vAlienation” means the unauthorized removal of Federal records from the care and control of the Government,

"Disposition” means actions taken regarding Federal records after they are no longer needed to conduct current
Agency business; in other words, either the destruction or transfer of the records by the Contractor under the written

direction of the Contracting Officer.

"Records” means books, papers, maps, photographs, machine readable materials, emails, web/portal documents,
backup data used to create deliverables, or other documentary or electronic matenals, regardless of physical form or
characteristics, made or received by an agency of the United States Government under Federal Law in connection
with a govemment contract and preserved or appropriate for preservation by that agency as evidence of the
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organization, functions, policies, decisions, procedures, operations, or other activities of the Government or because
of their informational value.

"Records management” means the planning, controlling, directing, organizing, training, and other managerial
activities involved with respect to records creation, records maintenance and use, and records disposition in order to
achieve adeguate and proper documentation of all activities performed under the contract.

"Records management system™ means a manual or automated system in which records are collected, organized,
and categorized to facilitate preservation, retrieval, use, and disposition.

2. All records and data created or received while performing work on behalf of NRC are Federal records subject to
the provisions of 44 U.S.C. Chapters 21, 29, 31, and 33, C.F.R. Parts 1222 and 1224, and must be managed and
disposed of accordingly. Ownership of the records resides with the NRC, which will provide instructions regarding
creation, management, and access to the records. These records are also subject to the requirements set forth in the
Freedom of Information Act (5 U.S.C. 552) and Privacy Act (5 U.S.C. 552a). Records not covered by this clause are:

a. Employment-related records except for those records subject to the requirements of the Privacy Act (5 U.S.C.
552a);

b. Confidential contractor financial information; and
c. Legal records covered by the attorney-client and attomey work product privileges
3. Throughout the period of performance of the contract, the Contractor shall implement a records management
system that collects, organizes, and categorizes Federal records to facilitate their preservation, retrieval, use and

disposition.

4. Records created under this contract should be complete and accurate to the extent required to document the
essential transadlons and activities undertaken in the performance of the contract.

5. Upon request, the Contractor shall, as directed by the Contracting Officer, make records available to authorized
individuals for inspection, copying, and audit.

6. Protection and Disposal of Records-
a. Records should be protected in accordance with applicable Federal iaws, as appropriate. Inactive hardcopy
records should be stored in designated storage area units in accordance with the standards specified in 36 CFR Part
1234,

b. Records are not to be alienated or destroyed except in accordance with all applicable Federal laws and
regulations and will be subject to the penalties provided by law for the unlawful removal or destruction of records;

¢. The Contractor shall preserve records generated in perfonmance of work under a contract until disposal is”
authorized in writing by the NRC Contracting Officer, or they are delivered to NRC upon completion or termination of
the contract.

d. The Contractor shall document the destruction of temporary records énd any transfer of records to the NRC.

A.22 COMPLIANCE WITH U.S. IMMIGRATION LAWS AND REGULATIONS (AUG 2011)
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NRC contractors are responsible to ensure that their alien personnel are not in violation of United States immigration
faws and regulations, including employment authorization documents and visa requirements. Each alien employee of
the Contractor must be lawfully admitted for permanent residence as evidenced by Permanent Resident Form 1551
(Green Card), or must present other evidence from the U.S. Department of Homeland Security/U.S. Citizenship and
Immigration Services that employment will not affect histher immigration status. The U.S. Citizenship and Immigration
Services provides information to contractors to help them understand the empioyment eligibility verification process for
non-US citizens. This information can be found on their website, hitp://www.uscis.gov/ portal/site/uscis.

The NRC reserves the right to deny or withdraw Contractor use or access to NRC facilities or its equipment/services
and/or take any number of contract administrative actions (e.g., disallow costs, terminate for cause) should the
Contractor violate the Contractor's responsibility under this clause.

A.23 FOREIGN OWNERSHIP, CONTROL, OR INFLUENCE OVER CONTRACTOR (AUG 2011)

The National Industrial Security Program Operating Manual (NISPOM) implements the provisions of E.O. 12829,
"National Industrial Security Program.” A company is considered to be under FOCI whenever a foreign interest has the
power, direct or indirect, whether or not exercised, and whether or not exercisable through the ownership of the U.S.
company’s securities, by contractual arrangements or otherwise, to direct or decide matters affecting the management
or operations of that company in a manner that may resuit in unauthorized access to classified information or may
adversely affect the performance of classified information contracts. (See NRC Management Directive 12.2 - "NRC
Classified Information Security Program”)

{a) For purposes of this clause, a foreign interest is defined as any of the foliowing:
(1) A foreign govemment or foreign government agency;

(2) Any form of business enterprise organized under the laws of any country other than the United States or its
possessions;

(3) Any form of business enterprise organized or incorporated under the laws of the U.S., or a State or other
jurisdiction within the U.S., which is owned, controlled, or influenced by a foreign govemment, agency, firm,
corporation or person; or

(4) Any person who is not a U.S. citizen.

(b) AU.S. company determined to be under FOCI is not eligible for facility clearance (FCL). If a company already
has an FCL, the FCL shall be suspended or revoked unless security measures are taken to remove the possibility of
unauthorized access to classified information, ,

(c) For purposes of this clause, subcontractor means any subcontractor at any tier and the term "contracting officer”
shall mean NRC contracting officer. When this clause is included in a subcontract, the term "contractor” shall mean
subcontractor and the term "contract” shall mean subcontract.

(d) The contractor shall complete and submit and SF-328, DD-441 and DD-441-1 forms, prior to contract award.
The information contained in these forms may be used in making a determination as to whether a contractor is eligible
to participate in the National Industrial Security Program and have a facility security clearance.

(e) The contractor shall immediately provide the contracting officer written notice of any changes in the extent and
nature of FOCI over the contractor which would affect the answers to the questions presented in SF-328, "Certificate
Pertaining to Foreign Interest”. Further, notice of changes in ownership or control which are required to be reported to
the Securities and Exchange Commission, the Federal Trade Commission, or the Department of Justice shall aiso be
furnished concurrentiy to the contracting officer.
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(f) In those cases Wwhere a contractor has changes involving FOCI, the NRC must determine whether the changes
will pose an undue risk to the common defense and security. In making this determination, the contracting officer shall
consider proposals made by the contractor to avoid or mitigate foreign influences.

{9) The contractor agrees to insert terms that conform substantially to the language of this clause including this
paragraph (g} in all subcontracts under this contract that will require access to classified information and shall require
such subcontractors to submit completed SF-328, DD-441 and DD-441-1 forms prior to award of a subcontract,
Irggrmation to be provided by a subcontractor pursuant to this clause may be submitted directly to the contracting
oicer.

(h) Information submitted by the contractor or any affected subcontractor as required pursuant to this dlause shall be
treated by NRC to the extent permitted by law, as business or financial information submitted in confidence to be used
solely for purposes of evaluating FOCI.

(i) The requirements of this clause are in addition to the requirement that a contractor obtain and retain the security
clearances required by the contract. This clause shall not operate as a limitation on NRC's rights, including its rights to
terminate this contract.

(i) The contracting officer may terminate this contract for default either if the contractor fails to meet obligations
imposed by this clause, e.g., provide the information required by this clause, comply with the contracting officer's
instructions about safeguarding classified information, or make this clause applicable to subcontractors, or If, in the
contracting officer's judgment, the contractor creates a FOCI situation in order to avoid performance or a termination
for default. The contracting officer may terminate this contract for convenience if the contractor becomes subject to
FOCI and for reasons other than avoidance of performance of the contract, cannot, or chooses not to, avoid or
mitigate the FOCI problem.

A.24 SECURITY REQUIREMENTS RELATING TO THE PRODUCTION OF REPORT(S) OR THE
PUBLICATION OF RESULTS UNDER CONTRACTS, AGREEMENTS, AND GRANTS (AUG 2011)

Review and Approval of Reports

(a) Reporting Requirements. The contractor/grantee shall comply with the terms and conditions of the contract/grant
regarding the contents of the draft and final report, summaries, data, and related documents, to include correcting,
deleting, editing, revising, modifying, formatting, and supplementing any of the information contained therein, at no
additional cost to the NRC. Performance under the contract/grant will not be deemed accepted or completed unti it
complies with the NRC's directions. The reports, summaries, data, and related documents will be considered draft until
approved by the NRC. The contractor/ grantee agrees that the direction, determinations, and decisions on approval or
disapproval of reports, summaries, data, and related documents created under this contract/grant remain solety within

the discretion of the NRC.

{b) Publication of Resutts. Prior to any dissemination, display, publication, or release of articles, reports, summaries,
data, or related documents developed under the contract/grant, the contractor/grantee shall submit them to the NRC
for review and approval. The contractor/ grantee shall not release, disseminate, display or publish articles, reports,
summaries, data, and related documents, or the contents therein, that have not been reviewed and approved by the
NRC for release, display, dissemination or publication. The contractor/grantee agrees to conspicuously place any
disclaimers, markings or notices, directed by the NRC, on any articles, reports, summaries, data, and related
documents that the contractor/grantee intends to release, display, disseminate or publish to other persons, the public,
or any other entities. The contractor/grantee agrees, and grants, a royaity-free, nonexclusive, irevocable worldwide
license to the government, to use, repraduce, modify, distribute, prepare derivative works, release, display or disclose
the articles, reports, summaries, data, and related documents developed under the contract/grant, for any
governmental purpose and to have or authorize others to do so.
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(c) Identification/Marking of Sensitive Unclassified Non-Safeguards Information (SUNSI) and Safeguards Information
(SGI). The decision, determination, or direction by the NRC that information possessed, formulated or produced by the
contractor/grantee constitutes SUNSI or SGl is solely within the authority and discretion of the NRC. In performing the
contract/grant, the contractor/grantee shall clearly mark SUNSI and SGl, to include for example, QUO-Allegation
Information or OUO-Security Related Information on any reports, documents, designs, data, materials, and written
information, as directed by the NRC. In addition to marking the information as directed by the NRC, the contractor
shall use the applicable NRC cover sheet (e.g., NRC Form 461 Safeguards Information) in maintaining these records
and documents. The contractor/grantee shall ensure that SUNS! and SGI is handled, maintained and protected from
unauthorized disclosure, consistent with NRC policies and directions. The contractor/grantee shall comply with the
requirements to mark, maintain, and protect all information, including documents, summaries, reports, data, designs,
and materials in accordance with the provisions of Section 147 of the Atomic Energy Act of 1954 as amended, its
implementing regulations (10 CFR 73.21), Sensitive Unclassified Non-Safeguards and Safeguards Information
policies, and NRC Management Directives and Handbooks 12.5, 12.6 and 12.7.

(d) Remedies. In addition to any civil, criminal, and contractual remedies available under the applicable laws and
regulations, failure to comply with the above provisions, and/or NRC directions, may result in suspension, withholding,
or offsetting of any payments invoiced or claimed by the contractor/grantee.

(e) Flowdown. If the contractor/grantee intends to enter into any subcontracts or other agreements to perform this
contract/grant, the contractor/grantee shall include all of the above provisions in any subcontracts or agreements.

A.25 WHISTLEBLOWER PROTECTION FOR NRC CONTRACTOR AND SUBCONTRACTOR
EMPLOYEES (AUG 2011)

(a) The U.S. Nuciear Regulatory Commission (NRC) contractor and its subcontractor are subject to the
Whistieblower Employee Protection public law provisions as codified at 42 U.S.C. 5851. NRC contractor(s) and
subcontractor(s) shall comply with the-requirements of this Whistleblower Employee Protection law, and the
implementing regulations of the NRC and the Department of Labor (DOL). See, for example, DOL Procedures on
Handling Complaints at 29 C.F.R. Part 24 concemning the employer obligations, prohibited acts, DOL procedures and
the requirement for prominent posting of notice of Employee Rights at Appendix A to Part 24 entitled: "Your Rights
Under the Energy Reorganization Act”. '

(b) Under this Whistleblower Employee Protection law, as implemented by regulations, NRC contractor and
subcontractor employees are protected from discharge, reprisal, threats, intimidation, coercion, blacklisting or other
employment discrimination practices with respect to compensation, terms, conditions or privileges of their employment
because the contractor or subcontractor employee(s) has provided notice to the employer, refused to engage In
unlawful practices, assisted in proceedings or testified on activities concerning alleged violations of the Atomic Energy
Act of 1954 (as amended) and the Energy Reorganization Act of 1974 (as amended).

(c) The contractor shall insert this or the substance of this clause in any subcontracts involving work performed
under this contract.

A.26 CONTRACTOR RESPONSIBILITY FOR PROTECTING PERSONALLY IDENTIFIABLE
INFORMATION (Pil) (AUG 2011)

In accordance with the Office of Management and Budget's guidance to Federal agencies and the Nuclear
Regulatory Commission's (NRC) implementing policy and procedures, a contractor (including subcontractors and
contractor employees), who performs work on behalf of the NRC, is responsible for protecting, from unauthorized
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access or disclosure, personally identifiable information (PIl) that may be provided, developed, maintained, coliected,
used, or disseminated, whether in paper, electronic, or other format, during performance of this contract.

A contractor who has access to NRC owned or controlied Pll, whether provided to the contractor by the NRC or
developed, maintained, collected, used, or disseminated by the contractor during the course of contract performance,
must comply with the following requirements:;

(1) General. In addition to implementing the specific requirements set forth in this clause, the contractor must
adhere to all other applicable NRC guidance, policy and requirements for the handling and protection of NRC owned
or controlled Pll. The contractor is responsibie for. making sure that it has an adequate understanding of such
guidance, policy and requirements.

(2) Use, Ownership,.and Nondisclosure. A contractor may use NRC owned or controlled Pl solely for purposes of
this contract, and may not collect or use such Pl for any purpose outside the contract without the prior written
approval of the NRC Contracting Officer. The contractor must restrict access to such information to only those
contractor employees who need the information to perform work under this contract, and must ensure that each such
contractor employee (including subcontractors’ employees) signs a nondisclosure agreement, in a form suitable to the
NRC Contracting Officer, prior to being granted access to the information. The NRC retains sole ownership and rights
to its PIl. Unless the contract states otherwise, upon completion of the contract, the contractor must tum over all Pll in
its possession to the NRC, and must certify in writing that it has not retained any NRC owned or controlied PH except
as otherwise authorized in writing by the NRC Contracting Officer.

(3) Security Plan. When applicable, and unless waived in writing by the NRC Contracting Officer, the contractor
must work with the NRC to develop and implement a security plan setting forth adequate procedures for the protection
of NRC owned or controlled Pll as well as the procedures which the contractor must follow for notifying the NRC in the
event of any security breach. The plan will be incorporated into the contract and must be implemented and followed by
the contractor once it has been approved by the NRC Contracting Officer. if the contract does not include a security
plan at the time of contract award, a plan must be submitted for the approval of the NRC Contracting Officer within 30
days after contract award.

(4) Breach Notification. The contractor must immediately notify the NRC Contracting Officer and the NRC
Contracting Officer's Representative (COR) upon discovery of any suspected or confirmed breach in the. security of
NRC owned or controlied PII.

(5) Legal Demands for Information. If a legal demand is made for NRC owned or controlled PIl (such as by
subpoena), the contractor must immediately notify the NRC Contracting Officer and the NRC Contracting Officer's
Representative (COR). After notification, the NRC will determine whether and to what extent to comply with the legal
demand. The Contracting Officer will then notify the contractor in writing of the determination and such notice will
indicate the extent of disclosure authorized, if any. The contractor may only release the information specifically
demanded with the written permission of the NRC Contracting Officer.

(6) Audits. The NRC may audit the contractor’s compliance with the requirements of this clause, inciuding through
the use of online compliance software.

(7) Flow-down. The prime contractor will flow this clause down to subcontractors that would be covered by any
portion of this clause, as if they were the prime contractor.

(8) Remedies:
(a) The contractor is responsible for implementing and maintaining adequate security controls o prevent the loss
of control or unauthorized disclosure of NRC owned or controlled P!l in its possession. Furthermore, the contractor is

responsible for reporting any known or suspected loss of control or unauthorized access to Pll to the NRC in
accordance with the provisions set forth in Article 4 above.
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(b) Should the contractor fail to meet its responsibilities under this clause, the NRC reserves tﬁe right to take
appropriate steps to mitigate the contractor's violation of this clause. This may include, at the sole discretion of the
NRC, termination of the subject contract.

(9) Indemnification. Notwithstanding any other remedies available to the NRC, the contractor will indemnify the
NRC against all liability (including costs and fees) for any damages arising out of violations of this clause.

A.27 GREEN PURCHASING (JUN 2011)

(a) In furtherance of the sustainable acquisition goals of Executive Order 13514, "Federal Leadership in
Environmental, Energy, and Economic Performance”™ products and services provided under this contract/order shall be
energy- efficient (Energy Star or Federal Energy Management Program (FEMP) designated), water-efficient,
biobased, environmentally preferable (e.g., Electronic Product Environmental Assessment Tool (EPEAT) certified),
non-ozone depleting, contain recycled content, or are non-toxic or less toxic altematives, where such products and
services meet agency performance requirements. hitp://www fedcenter.gov/programs/eo 13514/

(b) The contractor shall flow down this clause into all subcontracts and other agreements that relate to performance
of this contract/order.

A.28 USE OF AUTOMATED CLEARING HOUSE (ACH) ELECTRONIC PAYMENT/REMITTANCE
ADDRESS (AUG 2011)

The Debt Collection Improvement Act of 1996 requires that all Federal payments except IRS tax refunds be made by
Electronic Funds Transfer. It is the policy of the Nuclear Regulatory Commission to pay govemment vendors by the
Automated Clearing House (ACH) electronic funds transfer payment system. item 15C of the Standard Form 33 may
be disregarded.

ATTACHMENTS

ATTACHMENT , : NO.
NUMBER TITLE DATE PAGES

0001 Statement of Work 4

0002 10 CFR Part 10 15
0003 Adjudicative Guidelines 18
0004 Executive Order 12968 10
0005 Billing Instructions 7

0006 NRC-187 _ 2
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ATTACHMENT #1
U.S. NUCLEAR REGULATORY COMMISSION
DIVISION OF FACILITIES AND SECURITY
PERSONNEL SECURITY BRANCH

STATEMENT OF WORK '

MENTAL HEALTH EVALUATION SERVICES

1.0 BACKGROUND

The Nuclear Regulatory Commission (NRC), Division of Facilities and Security (DFS), Personnel
Security Branch (PSB) recognizes the importance of mental health evaluation services. The mental
health evaluations must be conducted in accordance with Federal regulations in Title 10, Code of
Federal Regulations, Part 10, “CRITERIA AND PROCEDURES FOR DETERMINING ELIGIBILITY
FOR ACCESS TO RESTRICTED DATA OR NATIONAL SECURITY INFORMATION OR AN
EMPLOYMENT CLEARANCE", hereafter referred to as “10 CFR Part 10" (Attachment 1);
‘EXECUTIVE ORDER 12968 (ACCESS TO CLASSIFIED INFORMATION)", hereafter referred to as
"E.O. 12968" (Attachment 2); and Adjudicative Guidelines for Determining Eligibility for Access to
Classified Information, hereafter referred to as “Guidelines” (Attachment 3). The Personnel Security
Branch (PSB), requires, on an as-needed basis, mental health evaluations of employees, consultants,
contractors, and licensee personnel to resolve security concerns in accordance with personnel
security Adjudicative Guidelines and to include the diagnosis and treatment of mental, emotional, and
personality disorders and the subspecialty of drug and alcohol abuse and addictions.

2.0 OBJECTIVES

The contractor shall conduct mental health evaluations, as-needed, of NRC employees, consultants,
contractors and licensee personnel in accordance with 10 CFR Part 10, E.O. 12968, and Guidelines.
Activities associated with these evaluations include coordinating the evaluation with the Personnel
Security Branch Contracting Officer's Representative (PSB/COR), reviewing the individual's Personnel
Security File (PSF), conducting the mental health evaluation, consulting with the individual's mental
health care provider to verify current treatment, diagnosis, prognosis, medications, etc., and providing
the PSB/COR with a written report, that includes the following:

1. Findings and recommendations of the individual’s eligibility to maintain a security clearance,
ability to properly safeguard classified national security information and the ability to be
trustworthy and reliable.

The PSB/COR will request these evaluations to be conducted to determine and resolve security
concerns involving drug and alcohol use, financial and criminal history, and emotional, mental and
personality disorders, to include the diagnosis and treatment of mental, emotional, and personality
disorders and the subspecialty of drug and alcohol abuse and addictions.

3.0 SCOPE OF WORK

The contractor shall conduct evaluations at the NRC facility in Rockville, MD, but there may be times
when the contractor will be required to travel to a regional office. When an evaluation is required, the
PSB/COR will contact the contractor by telephone or email correspondence to schedule the evaluation
and to provide pertinent biographical data. The PSB/COR will subsequently forward to the contractor
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for review, prior to the evaluation, a copy of the individual's PSF, which may include the background
investigation, case analysis, and interview transcript and analysis, if applicable. The contractor may
be asked to coordinate or assist PSB in coordinating appropriate medical releases to permit Agency
access to a subject’s medical records and/or treating physician(s).

In conducting the mental health evaluation, in addition to a review of the PSF, the contractor may be
required to consult with a subject’s mental health counselors to verify current treatment; diagnosis and
prognosis; evaluate medication usage; verify counseling for drug, alcohol or other
dependency/addiction; determine the necessity for an in-person mental health evaluation; determine if
additional counseling or treatment would effectively mitigate the security concern(s); and provide
expert witness testimony if applicable. While these activities are typical of those that will be required
under the contract, this is not an exhaustive list and the contractor may be asked to perform other
activities that might reasonably be expected to produce information pertinent to the determination of
an individual's trustworthiness and reliability. This professional consultation is advisory in nature and
does not obligate or restrict PSB in their independent adjudication of security issues,

After the contractor completes the mental health evaluation, they will provide PSB with a written report
of the findings and a recommendation. Additionally, the contractor will provide a determination to
reflect the individual's eligibility to maintain a security clearance, the ability to properly safeguard
information, to handle classified national security information, and to be trustworthy and reliable with
specific emphasis on the criteria set forth in 10 CFR Part 10 and the Guidelines. The contractor may
‘be asked to provide or obtain additional information after PSB has reviewed the written report and may
be requested to modify or amend the report after doing so.

The contractor will provide expert witness testimony, and participate in the CFR 10 Part 10 hearings
and appeals process on an as-needed basis.

4.0 NRC-FURNISHED MATERIAL

Within 2 working days from the date of request for a mental health evaluation, the PSB/COR will
provide the contractor with the individual's PSF for review prior to the scheduled evaluation. The
contractor will confirm with the NRC that the furnished NRC documents are properly
safeguarded while in their possession. The contractor will coordinate with the PSB/COR the
return of NRC-furnished materials after the report is submitted.

5.0 SCHEDULE FOR DELIVERABLES

The contractor shall schedule evaluations to take place within 10 working days from the date of
the PSB/COR's request.

The contractor shall provide the PSB/COR all written reports of findings and recommendations
with respect to the individual’s judgment, reliability, or ability to properly safeguard classified
national security information within 10 working days from the date the mental the PSB/COR will
determine whether to grant the extension.

The contractor shall provide written results of file reviews to the PSB/COR within 10 working

days from the date the information was received. Extensions may be requested from the
PSB/COR on a case by case basis.
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The contractor shall notify the PSB/COR if an extension is needed to provide the written reports
of findings and recommendations or the written results of file reviews. The PSB/COR may grant
an extension of an additional 10 working days, if needed, upon request.

The contractor will respond to PSB within 10 working days with their availability to attend a
hearing conducted in accordance with the CFR 10 Part 10 hearings and appeals process or to
testify as an expert witness on an as-needed basis.

6.0 QUALIFICATIONS TO CONDUCT SECURITY RELATED MENTAL HEALTH
EVALUATIONS '

The NRC requires a credentialed mental health psychiatrist; i.e. Doctor of Medicine (MD) or
Doctor of Osteopathy (DO), with familiarity and/or experience in conducting evaluations for

" personnel security organizations within the Federal government, to resolve security concemns
including but not limited to the following Guidelines: Adjudicative Guideline D: Sexual Behavior;
Guideline E: Personal Conduct; Guideline F: Financial Consideration; Guideline G: Alcohol
Consumption; Guideline H: Drug Involvement; Guideline I: Psychological Conditions: Guideline
J: Criminal Conduct; Guideline K: Handling Protected Information, to include the diagnesis and
treatment of mental, emotional, and personality disorders and the subspecialty of drug and
alcohol abuse and addictions.

When a mental, emotional or psychological condition, personality disorder, use of drugs or
alcohol, orthe side effects of medication adversely affects or could adversely affect a person's
judgment, behavior, reliability and/or trustworthiness, a mental health evaluation may be
required to determine if such conditions could impair an individual's ability to properly safeguard
classified national security information. In these situations, the contractor, after evaluating all
available information (see 2.0 Scope of Work, above), will make a recommendation to the
security adjudicator regarding the issuance, suspension or revocation of a security clearance.

Contractor shall be utilized in evaluating potentially disqualifying and mitigating information fully
and properly, and particularly for consultation with the individual's mental health care provider.

Only a qualified MD or DO can perform a comprehensive medical evaluation in order to render
a medical opinion regarding a condition that could impair an individual's judgment, reliability or
ability to properly safeguard classified national security information and the extent and duration
of impairment or treatment. Only a qualified MD or DO can determine if prescribed medications
are necessary or adequate for the treatment of mental and emotional conditions, personality
disorders, and/or drug and alcohol abuse and addictions; that additional or different medications
might be more effective for treatment of a condition; or that medications prescribed for other
conditions impair an individual's judgment, reliability or ability to properly safeguard classified
national security information.

The contractor shall be eligible to receive and maintain a national security clearance at the

Secret level (L) or Top Secret (Q), and be available to conduct mental health evaluations on site
at the NRC Headquarters facility in Rockville, MD.
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7.0 TRAVEL

The NRC will not be responsible for any local travel costs to and from the NRC Headquarters for
performance of these services. The NRC will reimburse travel costs should the contractor have
to travel to one of the NRC'’s regional offices. All travel shall be conducted within the guidelines
of the Federal Travel Regulation (FTR).

8.0 PERIOD OF PERFORMANCE

Duration of this contract is one year base period with four (4) option years.
Nuclear Regulatory Commission/ Personnel Security Branch/Contracting Officer
Representative:

Primary = Janice E. Kelsh — 301-492-3530
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P10

upon whom the demand has heen made
shall respectfully decline (o comply
with the demand, citing these regula-
tions and Umiled States ex rel. Touhy v.
Ragen, 340 .S, 462 (1951 ).

PART 10—CRITERIA AND PROCE-
DURES FOR DETERMINING ELIGI-
BILITY FOR ACCESS TO RE-
STRICTED DATA OR NATIONAL
SECURITY INFORMATION OR AN
EMPLOYMENT CLEARANCE

Subpart A—General Provisions

Sece,

6.1 Purpose.
0.2 Scope.

103 [Reserved)
10.9 Policy

10.5 Delinitions,

Subport 8—~Criterla for Determining Eligi-
bility for Access lo Reshicted Doto or
National Security Information or an
Employment Cleoronce

1c.10
10.1)
1052

Application of tbe criteria.
Criteria.
Lprerview and otber Investigaton

Subparn C—Procedures

10.20 Purpose of the procedures.

0.1 Susapension of access authorization
andror emplovment clvarance

10.22 Notice Lo mndividual.

10.24  Failure of individual Lo request a hear-
ing.

10.24 Procedures for hearing and review.

10.25 NRC Hearing Counsel.

10.26 Appointment of Hearing Examiner.

10.27 Prehearing proceedings.

10.28 Conduct of hedring.

1029 Reconunendation of the Hearing BEx-
aminper,

10.30 New evidence.

10 3)  Actions on the recommendanons.

10,32 Hecommendation of the NRC Per
sonnel Security Review Panel

10.33  Action by the Deputy Executive Direc-
vor {or Information Services and Adpun-
istration and Chiel Information Officer.

1034 Action by the Commission

10.3% Revonsideration of Cases,

Subparl D—Miscellaneous

1036 Terminatjous,
1037 Attornpey representation.
10,38 Certiflications

AUTHORITY" Becs 145, 161, 68 Slat 942, HE
as anended (42 U8 C 2065, 2200, o0 201 88
Stal. 1242 as amended (42 U B C W9 B O

10 CFR Ch. 1 (1-1-06 Edition)

JONL 3 CFR parts 1348--1950 COMP., p. 936. as
amended, B.0. 10865, 3 CPR 19581864 COMP.,
P390, us winended, 3 CFR Table 4.0 E.Q. 12068,
J CFR IS COMP . 398

SOUKCE: 497 FROIBUTE, Sept. 2,
otherwise noted

1982, unless

EMTORIAL ROTE. Nomenclature changes to
pary i appear at 70 FIR 0847, May 31, 2006

Subpart A—General Provisions

§10.1

{n) This part establishes the criteria,
mrocedures, and methods for reselving
QUESLIONS CONCCINIng:

(1) 'The ehipgibitivy of mmdividuals who
are employed by or applicants {or em-
ployment  with  NRC  contractors,
agents, and licansees of the NRC, indi-
viduils who are NRC employees or ap-
plicants for NRC employment, and
olher persons designated by the Deputy
Fxecutive Director for Information
Services and Administratjon and Chiet
Information Officer of the NRC, for ac-
cess Lo Restricted Data pursuant to the
Atomic EBnergy Act of 1954, as amend-
ed, and the Energy Reorgamzation Act
of 1974, or for access Lo national secu-
rity jutformation, and

(2) The cligthility of NRC employees,
or the eligibilivy of applicanls for em-
ployment with the NRC, for employ-
meni clearance.

(h) This part is published to imple.
ment the Atomic Energy Act of 1854, us
amended., the Energy Reorganplzation
Act of 191, as amended. Exccutive
Order 10865, 25 FR 1583 (February 24,
1560) kKxecutive Order 10450, 18 FR 2489
¢April 27, 1954y, and Executive Qrder
12068, A0 FR 40245 (August 2, 1995)

{64 FR 1541, Apr. 1. 1994]

Purpose,

§10.2

The criterla and procedures o Lhis
part shall be used in determining eligi-
bitity for NRC access authomnzation

Scope.

and‘or employment clearance 1nvoly.
ing:
(a1 Employees (including  consult-

ants) of contractors aud agents of the
Nuclear Regulatory Commission and
applicants for employment,

in) Licensees of thie NRC and thesr
emplovees gncluding consultants) and
applicanis for employment,
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(¢) NRC empluvees tincluding cou-
sultants) and applicants for employ-
ment; and

(4t Auv other persan designated hy
the Deputy Executive Director for In-
formrdlion Services and Admymistration
and Chief Information Officer of the
Nuclear Regulatory Comnussion.

147 FR 8676, Sepi 2, 1942, as amended at 63
FRO1561), Apr 1, 19909]

§10.3 |Reserved)

§10.4 Policy.

[t is the policy of the Nuclear Regu-
Intory Commission Lo Carry out JLs re-
sponsibty for the security of the ny-
clear encrgy program ina manner cou-
sistent with traditional American von-
cepls uf justice 70 Lhis end. the Com-
mission has established critoeria for de-
vermiuing eligibility for access author-
izavion and/or employment clearvance
and will afford those individuals de-
seribed in §10.2 the opportuuity for ad-
ministrative review of questions con-
cerning their ehgibilivy for access au-
thorization and/or employment clear-
ance.

§10.5 Definitions.

Access agufhorizalion meaps an admiy-
istralive determinalion thit an indi-
vidual (incluting a consultant) whn js
employed by or av applicant for em-
ployment with . the NRC, NRC contrac.
Lors, agents, and licensees of the NRC,
or other person designated by the Dep-
uty Executive Iirector for Information
Services and Administration and Chief
Information Officeyr, is eligible Jor a se.
curity clearance for access Lo Re-
stricted ata or National Security 1n-
formation.

Commission means the Nucjear Regu-
latory Commission of five members or
a quorum thereufl sitting as &« body, as
provided Ly section 201 ol the Euvergy
Reorgagization Act of 1974, or its des.
iEnee.

Engible or Ehgiotlity means bolh ing-
tial eligibibty and conunued ehgi-
hility of an individual for access ay-
Lhorizatiou abdtr employment clear-
ance.

Employment Clearance means an ad-
mipistrative deterrmination that au in-
dividual tindluding a consultanty who
iIs an NRC employee or apphicant for

§105

NEC employmeut and other persons
designated by the Depuly Bxeculive
Director Tor loformation Services and
Adroinistration and Chiel Information
Officer of the NKC is eligible [or em.
ployment or cootinued employment
pursuant tu subsection 115(h) of the
Avtomic Encrgy Acl of 1954, as amend-
cd.

Hearing Counsel means an NRC atior-
ney assigned by the General Counsel Lo
prepare and administer hearings in ac-
cordance with this part,

Heanmg Eraminer means a qualifjed
atiomney appoioted by the Director. Of.
fice of Administration, Lo conduct u
hearing ym accordance with Lthis part

National! Security  Information means
information thiat has been determined
pursvant o Execulive Order 1299 or
any predecessor order to reqmre pro.
tection agninst unauthormzed hsclosure
and Lhat is so desiguated

NRC Persunnel Securily Review Panel
means an appeal panel appointed by
the Deputy Exccutive Direcror for In-
formation Scrvices apnd Admiuistration
apd Chief Julurmation Ofticer and con-
sisting of three members, two of whom
shall be selected from outside the secy-
rity field. One member of the Panef
shal) be desigpnated as Chairman.

Personnel Security  Rewmow  Examiners
are persons designated by the Excecn-
tive Direclor for Operations Lo conduct
a review of the record ju accordance
with this part.

Rtestricted Data means all dawp con-
ceruing design. manufacture, or utili-
zation of atumic weapons, the produc-
tion of special nuclear material, or the
use of special nuclear material in the
production of energy. but shall not in-
clude data declassified or removed
from the Restricted Data category pur-
suant to section 142 of the Atormic Ep-
ergy Act of 1954, as amonded

137 FR 38676, Sept 2. 1902, as amended at )
FR 35999, Oct. 8, 1966; 52 IR 31608, Aug 21,
197, MOFR A3316. Dec 28, 1989, 64 FR 15841,
Apr. L. 199)
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§10.10

Subpart  B—Criteric  for Detel-
mining Eligibility for Access to
Restricted Data or Notional
Security Information or an Em-
ployment Clearance

§10.30

ra) The decision as Lo access aulhor-
wation and/or empluyment clearance 18
A comprehensive, common-sense Jnag-
ment, made after consideration of all
the information, favorable or uwnfavor-
dable, relevant to whether the granting
of access authorizatiou andor employ-
mentl clearance would not endangor the
common defense  and  security  and
would he clearly consistent with the
witional interest.

() The criteria in §10.11 set forth a
purmnmtier of Lhe types of derogatory in-
formation used Lo assist in making de-
Lernmpuations of eligibility for access
authonnation and/or employment
clearapue. These criteria are not ex.
hasustive  bul contan  the  prineipal
types of derogatory informiation which
create a question as to the individual's
clipibihity for access aathunzavion and:
or employment clearance. While there
musl necessarily be adherence to such
criterma, the NRC 1s not himited Lo
Lhem. nor precluded from exercising its
judgment that information or facts in
a case under jis cogmizance are Jeroga-
Lory aithough at variance with, or out-
sitde Lthe scope of, the stated categories.
These cntorta are sutiject Lo cob-
tinuing review and rnay he revised (rom
time Lo time as experiesce and oir.
cumstances may make desirable.

t¢) When Lhe reports of jpvestigation
of an ndividual contain informatian
reasonably  tending to establish the
Lruth of one or more of the ikems in the
criterta, such information shall be re-
garded as derogatory and shall creale a
guestion as to the individual's eligi-
hility for access authorization and/or
employment clearance. A question ¢con-
cerning the eligibility of ap individual
for atcess authorizauion and/or employ -
ment clearance shall be resolved in ac-
cordance with the procedures set forth
m §10.20 ¢! seq.

i) 1 resolving 2 question CORCeTIINg
the eligibility or cuntinned ehgibihity
of an sndividual for access authorizi-
tton and'or employment clearance, the

Application of the criterin.

10 CFR Ch. | (1~1-06 Edition

following principles shall be applied by
the Director, Nivision of Facilities ant
Secuerity, Hearipp BExaminers. and the
NRC Personnel Security Review Pane!

th Informatioo reasonably tending o
astablish the Lruth of one or more o1
the itemns in the criterma shall be the
basis {or recurmnmendipg denial or rev-
veation of access authorization andwor
Mmployment clearansee unless evidence
Lo support fath in the yadividual’s reli-
ability and trust-worthipess is affirma-
tively shown.

(2) When decmerd material to the de-
Jiberations, the extent of the acuvity,
canduct, or conditivn, the period in
whivh Lthey occuwrred or existed, the
length of vime which has sipee elapsed,
and the attitude and convictions of Lhe
individual shall be considered in deter.
mimng whether the recommendation
will be adverse or favorable.

147 FR 38676, Sept. 2, 1982, arx wmended al ¢4
THOMAL Apr 19
$10.11 Criteria,

) The eriterna for determiniug eligy-
bility for access adthorization andor
employiment. clearance shall relate, out
pat be limited, to the following where
an ludividual

(1) Committed, attemptled vo commit,
aided. or abetted another wha com-
mitted or attempted to commit apy acu
of gabotage, espiepage, treason. sedi-
Lion, or terrovism.

(2y Publicly or privately advocated
actions that may be inimical Lo the in-
terest of the United $lates, or publicly
or privately advocated Lthe use of force
or violence Lo overthrow the Goveru-
ment of the United States or the alter-
ation of the form of government of the
United States by upconstitutional
means,

13) Knowingly established or contbin-
ued a sympathetic association with a
saboteur, spy, iraitor, seditionist, an-
archist, terrorist, or revolulionist, or
with an espicnage agent or otlier secret
agent or representative of a foreign ni-
Lion whose interests may be juimical
Lo Lhe interesis uf the United States,
or with any person who advocates the
use of forece or violence to uverthrow
the Government of the United States
or the alteration of the form of govero-
ment of the Unijted States hy unconsti:
tutioual means
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(4) Joined or engaged in any acLivity
kvnowingly in sympathy with or ig BUp-
port. af any foreign or domestic organi-
zavion, association, mwovement. proup.
nr combipation of persons which un-
tawfully advocates or practices Lhe
commission of acts of force or violence
Lo prevent others from exercising thoeip
rights under the Constitution or laws
of the United States or any State or
any subdivisions Lhereol by unlawful
means, or which advocate the use of
furce and violence o overthrow he
Government of the Umted States or
the alteration of the form of govern-
ment- of Lthe Untted States by uneonst-
tuttonal means. (Grdinarily, criteria (h
and () will vot inciude chance or cas-
nal meelings or contacts linmited to
normal business or official relatiovuns.)

(h Deliberately misrepresented, fal.
sified Or omitied relevant and material
licts {rom or in a personoel security
nuestinonaire, a  personal ngualifica-
tiops statemneut, a persoonel security
interview, or any other information
submitted pursuant this part.

(6) Willfully violated or disregarded
security regulations or was grossly
nepligent with respect thereto Lo a de-
gree which could endanger vhe common
defense and security; or by inLention or
pross carelessoess disclosed Restricted
Dati or national security information
Lu ANy person pol authorized 1o recetve
it

(7) Has any illpess or mental condi-
tion which in the opinion of competent
medical authority may causc signifi-
cant defect o the judgment vr reli-
ability of the individual.

(& Has been convicied of crimes indi.
cating habitual criminal tendencies,

19 Has een enuvicted of a crime, or
has a background, where the facts, cir.
cumstances. or conduct are of a pature
indicating poore judgment, unreliabiity,
Or UnLrustWorLniness,

(10 is a4 user of alcuhol habitually
and Lo excess, or has been such without
adequate evidence of rehabilitation.

(131 Has been, or ia, a user of o drug
ar other substunce listed 1n the sched-
ules ol Controlled Substances cstab-
hshed pursuapt to the Controlled Sub-
stunces Act of 1970 (such as amphet.-
amines, barbiturates, parcoties, eLc.),
except as prescrived or administered by
a physician licensed Lo dispense drugs

§10.12

tn the practice of medicine, without
adeguate evidence of rehabilitation.

(12) Refused, without satisfactory ex-
plapation. to answer guestions hefore a
congressiond commitiee, Federal or
state court, or Federal admnistrative
bady inctuding the WRC regarding
charges relevant to the individual's eli-
gibility tor access authorization and-or
employment cleiarance.

(13 Engaged 1 any other conduct or
is subject to any other circumstances
which tend to show that the jndividual
1s not reliable or trustwarthy. or which
farnishes reason Lo believe that the in-
dividuil may be subject Lo coercion, tn-
Tuence, or pressures which may cause
Lhe individual w act cootrary to the
national interest.

§10.12
tion.

Interview and other investiga-

ta) The Director, Ihvision of Facili-
ties and Scourity, Office of Administra-
Lion, may authorize the granting ol ae-
cess authorization and/or employment
clearance on the basis of the informa-
tioy in the possession of the NRC or
may authorize an interview with the
individual, if the individual consents to
be interviewed, or other investigation
as the Director deems appropriate, On
the basis of this interview amlor an tn-
vestigation, the Director rmay adihor-
ize Lhe graptiong of access authorization
apdior employment clearance.

(b The individual may elect on con-
stitutiongd or other grounds pot Lo par-
Licipate 1n an interview or other inves-
tigation: however, such refusal or fail-
ure to furnjsh or authoriee the fur-
nishing of retevant and material iufor-
mation 1s deemed to he derogatory i1n-
formation pursuant o §10.1has (" and
).

{e) I Lthe Director, Mwvision of Facihi-
Lies and Securnity. cannol make a fa-
vorable finding reparding the eligi.
bility of an individual for access au.
thorization andzor employment clear.
ance, the guestion of the individual's
ehgibijiity must be resolved 1o accord-
ance with the procedures set forth
§10.20 af sey. -
§47 FR 18676, Sept 2, 1982 as srnended at &8
FROQI609, Aug 21, 1967 4 FROSI8E. Lec. 24,
198G, 64 PRSI, Ape 1. 1809)
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§10.20
Subpart C—Procedures

§10.20 Purpose of the procedures.

These procedures establish methods
for the conduct of hearings and admin-
istrative  review ol  queslions con-
cermng an individual’'s eligilnlity for
an nceeess anthornzation apd/or an em-
plovment clearapnce pursoant Lo Lhe
Atormic Energy Act of 1954, as amend-
ed, and Executive Orders 10450, 10865,
and 12968 when a resolution favorahle
to the individual canpot be made on
the basis of the jpterview gr other in.
vestigation.

161 FECLSGIZ, Apr 0, 1999)

§10.2) Suspension of access authoriza-
tion and/or emploviment clearance.

In those cases where information is
received which raises a questyon con-
cermng the contioued ehigibility of an
individunl for an access autherization
andier an employment clearance, Lhe
Director, Division of Facilitics and Se-
curity, through the Director, Office of
Administration, shall forward (o the
Deputy Iixecutive Director for lofor
mation Services and Admimstration
and Chief Informauon Officer or other
Deputy Executive Director, his or her
recomimendation as to whether Lhe in-
dividual's access authorization andioy
emplovment clearance should be sus-
pended pending the final determination
resulting from the operation of the pro-
cedures provided in this part. In mak-
Ing this recommendation the Director,
Division of Facilities and Security,
shall consider factors such as the seri-
ousness of the derogatory informalion
developed, the degree of access of the
individual w0 classified information,
and the jundividual's opportunily by
reason of his or her position to commit
acts adversely affecting the vational
security. An individual's access author-
ization Aud-or emplovment clearance
may wot be suspended except by the 1.
rection of the Executive Iirector for
Cperations, Deputy Executive Mrector
for 1nformation Services and Adminis.
tratjion and Chief Information Officer
or pther Deputy Executive Inrector.

164 FIU 15642, Apr 1. 1999)
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§10.22 Notice to individual.

A notification letter, preparel by the
Division of Facilities and Securiuy, ap-
proved by the Office nf the Geperal
Counsel, and signed by the Director,
Qffice of Admunistration, must be pre-
septed Lo each individual whose eligr-
Lility for an access authornization and
or an employment clearance is in ques-

CLiun. Where practicable. the letter will

be presented Lo the individual in per-
son. 'The fetler will be accompamed by
a copy of this parlt and must stite:

(a) That reliable information in the
possession of the NHE has crrated a
substantial doubl converning the ndi-
vidual's eligibibity for an access au-
thorization and/or an  employment
clearance,

(L) The Information Lhat creates a
substantial doubt regarding the indi-
vidual's eligibility for an access au-
thonzation andvor an  employment
clearance. Lhal must be as commprehen-
sive and detailed as the natioual secu-
rity interests and other applicabie law
permit,,

(c) That the 1adividual has the right
Lo be represented by counsel or other
representative at their own expense,;

(dy That the individual may reguest
wilthin 20 days of the date of the notifi-
cation letter, any decuments, records
aud reports which form the basis for
the question of their eligibility for an
access authorization and/or an emplioy-
meut clearance. The individual will be
provided within 30 days all such docu-
ments, records and reports to the ex-
teol they are unclassified apnd do not
reveal a confidential source. The indi.
vidual may also request the entire in-
vestigative {ife, which will be promptly
provided, as permitted by the national
security interests and other applicable
law;

ter That unless the individual files
with the Director, Qifice of Adminis.
tramon, n written request for a hearipg
within 20 days of the individunl's re-
ceipt of the notification letter or 20
days after receipl of the nformation
provided 1 response Lo a reguest made
under paragraph ) of this section,
whichever s later, the Director. Divi-
stun of FacihibLies and Sccurity. through
the Directar, Office of Adminisitration,
will subiitt A recommepdation as to
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the fipal actien to the Deputy Execu-
tive Director for Information Services
and Administration and Chief Informa-
tion Qfficer an the hasis of the infor.
mation in the possession of Lthe NRC.

(f) That if the individual files a writ-
ten request for a hearing with the M-
rector, Office of Admipistration, the
jpdividual shal) Iile with that request a
written answer under vath ar affirma-
tion hat admits or dentes specifically
each allepation and each supporting
fact contained 1n the notficatiop Jet-
ter. A general demal 1s vot sufficient
LW controvert s specific allegation. If
the individual is withaut knowledge. he
or she shall so srate aml that state-
ment will operale as a denial. The an-
swer must also state any additional
facts and information that the indi-
vidual desires to have copsidered in ex-
plauation or mitigation of allegations
in the notification letter. Failure to
specifically deny or explain or deny
knowledge af any allegation or sup-
porting fact will be deemed ap admis-
sion that the allegalion or fact is true,

(m) That if the individual does not
waunt to exercise his or her right to a
hearing. bul does wanl to submit an
answer Lo Lhe allegations 1o the wotifi-
catiop letter. the individual may do so
by filing with the Director, Office of
Administration, within 20 days of rc-
ceipt of the notification letter or 20
days alter receipt of the informatiou
provided 1u response to a request made
under paragraph (d) of this section.
whichever is iater, a written apswer in
accordance with the requirements of
paragraph (13 of this section:

(h) That the procedures in §10.24 #f
seg. will apply Lo any hearing and re-
view.

i FR 15642, Apr. 1. 1999

§10.23 Failure of individual to request
a hearing.

(a} In the event the individual faiis 1o
file a Limely writlen request {or a hear-
ing pursuant to §10.22, a recomrmenda-
tion as to the final action Lo ve taken
will be mnde by the Director, Division
of Facilities and Security. through the
Director, Office of Admipistration, (o
the Deputy Fxecutive Director for lp-
formation Services apd Admigistrauon
and Chief loformation Officer on the
Lasis of the ipformativn an the posses-

)

§10.24

siop of the NRC, 1ncluding any answer
filed hy the individual.

{tvy The Director. Office of Adminis-
tration, may for good cause shown. at
the request of the jndividual, extend
the time tor filing a written request for
a heapring or tor filing a writlen apswer
to the matters contatned iy the notifi-
cation letter,

{47 FR 38676, Sept 2. 1982 as amended al 52
FR 31609, Aug. 21, 1987, 34 FR 53316, Dec &
18H9. 64 FR 12642, Ape. 1. 1999)

§10.24 Procedures for hearing and re.
VICeWw,

tar Upon receipt of a timely filed re-
quest for a hearing and answer com-
pivivg with the requirements set forth
in §10.22, the Direcior, Office of Admic-
istration, shall forthwith appeint a
Heanng LExaminer, and the General
Counsel shall forthwith assign an NRC
atlorney to act as Hearing Counse
The rector, Office of Administration,
shall pramptiy potify the individuai of
the identity of the Hearing Examiner
aud proposed hearing date, which shal)
be selected with due regard fur Lhe con-
venience ©f the parties and their rep-
resentatives,

(b) Within 72 hours of being notified
of the identity of the Hearing Exam:
jper, the individua) may reguest that
the Hearigpg Bxaminer be disqualified
for cause by filing with the Director
Office of Administration, & written
statement of the jpdividual’s reasons
for seeking disqualification. The time
for filing the request may be exiended
by the Director, Office of Admimsira-
tion, for good cause shown. If the Ih-
rector. Office of Administratiou, grants
the request the procedures of para-
graph (ar of Lhis section and Lhis para-
graph shall be followed just as though
there had been go prior appoivtinent.

f¢y The individual shall have the
right to-appear at the heanng before
the Hearivg Examiner, to be rep
resented by counsel or otbher represent.
ative. to introduce decumentary or
other evidence, and to call, examibe.
and cruss-examine wilpesses, sutgect LO
the provisions and lirmtations set furth
in this part.

I

197 FR 38676, Sept 2,
FR 35099, Oct. B, 1986, 52 MR D609, Aug
10T, & FR 55316, Dec 99, 19K9)

JoE2, as amended at 5
SN
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§10.25 NRC Hearing Counsel.

(at Hearing Counsel assigned pursu-
ant 1o §10.24 will, before Lhe scheduling
of the hearinr, review the information
m the case and will request the pres.
ence of witnesses and the production of
documents and clther physical evidenue
yelied upon by the Direclor, Division of
Facitities and Security, in making a
finding Lhat a guestion exists regarding
the c¢ligiality of the individual for an
NRC access authorization and:or an
empinymens. clearance in accordance
with the provisions of this part, When
the prosence of a withess and the pro-
duction of decuments avd other phys-
ical evidenee is deemed by the Hearing
Counse! Lo he necessary or desirable for
a determination of Lhe jssues, Lhe -
rector, Division of Facilities and Secu-
rity. will maice arraugements for Lhe
productien of cvidencé and far wit-
Nesses Lo appear al uthe hearing by sub-
poena or oLherwise,

(1 Hearmng Counsel is anthorized to
consult directly with individual's coun-
sel or representative or the indjvidual,
if the individua) is pot so represented,
for purposes of reaching mutual agree-
ment upon arrangemeuts for expedi.
ticus hearing of the case. Such ar-
rangements may include clarification
of issues and stipulataons with respect
to testimony and contents of docu-
ments and other physical evidence.
Such stipnlations whens eplered into
shall be binding upon the individual
and Lthe NRC for the purposes of Lhis
part. Prior to apy copsultation with
the individual, the Hearing Counsel
shall advise the individual of his or he)
rights voder this part, of his or her
right to counsel or other representa-
tion, and of the possibility Lhat any
statement made by the individual to
the Hearing Counsel may be used in
subsequent proceediugs.

() ‘The imdividual is respousible for
producing witnesses in his or her own
behalf andror presenting other evidence
before the Hearing Examiner to sup-
pore Lthe andividual's answer and de-
feuse to Lhe alicgations cootitined in
the notification letier. When requested
by the individual, however, the Heanng
Counsel may assist the individual to
the extept practicable and necessary
The Hearing Connsel may at his ar her
discrevion request the Director, vy

10 CFR Ch. | (1-1-06 Edition,

sion of Facilities and Security, Lo ar
rauge for Lhe issuauce of subpouenas fot
witnesses Lo atlend the hearing v tix
individual's behall. or for the produc-
tion of specific documents or other
physical evidence, provided a showiug
of the necessity for assistance has been
made.

147 FROJEGT6. Sept 2 1982, as amended at 64
FR I3, Apr 1. 1999

§10.26 Appointment of Hearing Exam-
tner.

The appointiment of a3 Hearing Exam-
iner. pursuant to §10.29 of thns part.
shal) be from a list of quahified attor-
neys possessing the highest degree of
integrity, ability. and goad judgment.
To gualify, an attorney shall have an
NRC Q" aecess aulthorization and may
Le an employee of the NRC. jts con-
Lractors, agents or licensees. However,
no employee or consuitant of the NRQC
shall serve as Heanng Exanuner hear.
nE the case of an employee tincluding
a constitant) or applicant for employ-
ment with the NRC, nor shall any em-
ployee or consultant of an NRC con-
tractor. agent er hcoensee serve as
Hearing Examiner hearmng the case of
an employee tinclwiing a copsultant)
or an applicant for employment of that
contractor. agent, or j1censee. No Hear-
ing Examincer shall be selected who has
kKnowledge of the case v of any infor-
malinn relevant to the dispasition of
it, or who for doy reason wauld be un-

able Lo issue a {air aud unbiasced rec-
ommendation.
§10.27 Prehearing proceedings.

() After the appuintment of the
Hearing Exarminer, he or she shall be
furnished the record in the case, which
shall consist of the Jetter of notifica.
tion, the request for hearing and its
supporting answer, and the notice of
hearing. if it has heep issucd, and any
stipulations agreed Lo by the individual
and the Hearing Coursel.

{(ht The Hearing Examiner may on lus
or her own mouon. or on that of either
party. convene a prehearing conference
with Lhe Heanrog Counsel apd the 1ndi.
vidual and his or her coonsel or rep.
resentative. if any. for the purpnse of
clarifying the issues, ndenti’ving wit-
nesses who nmay be called, wdenilifyiop
doacumants and viher phyesinal evidence
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that may be offered into evidence, and
entering juto stipulations of fact

(¢i ‘The parties will be notfied by the
Hearng Examiner at jeast ten dayvs in
advance of the hearing of the tune and
place of the hearing. For good cause
shown, the Hearnog Examiner may
order postponements or conlinuances
from time to fame I alter due notice,
the ndividual fails 1o appear at the
hearipg, or appears batl 18 pot prepared
to  proceed, the Heariug Examioer
shall, unless good cause is shown. re-
turn the case Lo Whe Directar. Invision
of Facilities and Security, who shall
make a recommmendation on final ac.
tivn Lo be taken, through the irestor,
Gffice of Administration, Lo the Neputy
Executave IDrector for Information
Services and Administration and Chiefl
Information Olficer on the basis of the
informaiion in the possession of the
NRC.
|47 FR 38676, Sept. 2, 1982, as amended at 52
FR 21609, Aug. 21, 1497, &4 FTU 5306, Dec 28,
19689, 64 FIU 15643, Apr. 1, 19%9]

§10.28 Conduct of hearing.

(a) The Bearing Examiner shall con-
duct the hearipg in an orderly. impar-
tinl and decorous manuer. Technical
rules of evidence may be relaxed so
that a full evidentiary record may be
made based on all material and rel-
evant facts. Hearsay evidence may for
good cause shown be received at lhe
disereltion of the Hearing Examiner and
accorded such wetght as the cir-
cumstances warrabdt,

(h) The proceedings shall be open
only to duly authorized represeotatives
nf the staff of the NRC, the individual.
his or her counsel or representative,
and such persons as mumy be officially
authorized by the Mearing Exaimmner.
Witngesses shall not testify in the pres.
ence of other witnegses except that the
Hearing Examiner may, at his or her
discretion, allow for expert wilnesses
to be present Juring testimooy rel-
pvant Lo their own testimony.

(¢) Witnesses, including the tndi-
vidual, shall be examioned under oath or
affirmation by the party whn called
them and may be cross-cxaminped by
Lthe other. The Hearing Examiner shall
rule on all cvidentiary matiers, imay
further examine any witness, and may
caal for adiitional witnesses or the pro-

§10.28

duction of documentary or other phys-
ical evidence if, in the excrcise of his
or her discretion, such additional evi-
dence i deemed pecessary Lo Lhe reso.
lution of an isspe.

o) 10 3L anppears during the hearing
Lhaitt Restricued Data or nalienal secw-
rity information may be diselosed, the
Hearing Examiner shall assure that
disclosure is made only Lo persons auy-
thorized Lo receive 1t

te)} The Hearing Examniner rnay, at
any lime during the hearing. permit
the Hearing Counsel to amend Lhe noti-
ficatioy letter to adit or modify allega-
t1ons +o be considered. In the event of
such an amendment to the nolification
levter, the individual shall be given an
apportunity to answer the amended al-
legavions. If the changes are of such a
substantial nature that the individual
cannot answer (he amended allegations
without additional time, the Hearing
Exarminer shall grant such additional
Lirne as he or she deems Necessary.

Y The Hearing Dxamiper may re-
ceive and consider gvidence in the form
of depositions or respouses Lo Inlerrog-
ataries ypon a showing that the wit-
ness is not avallable for good reason
such as death. serious tllness or similar
cause, or 1o Lthe form of depositions, jo-
terrogatonies, affidavits or statements
with agreement of the parties. The
Heariug Exanliner may take cificial
notice al any stage of the proceoding,
where approprate, of any fact not sub.
ject Lo reasonable dispute in that it is
either (1) generally koown within the
United States or {2) capable of accurate
and ready determiuation by resort tu
sources whose accuracy canpot reason-
ably be questioned. A party i1s entitled
upon tunely request to an opportunity
10 be heard as Lo the propriety af Lak-
ing such official potice. In the absence
of pricr notification the request may
be made after npolice 18 taRken.

(g) Hearipg Counsel shall exaniine
and cross-examipe witnesses and uther-
wise assisl the Hearing Examiner in
such 4 manper as Lo bring out a full
anad true disclosure of al) facts, both {a-
vorable and upfavorable, having a bear-
wg on the issues before the Hearing
Examiner. 1n periorming these duties,
the Hearing Counsel shall avoid the at-
titude of a prosecutoer and shall always
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bear in mind Lhat the proceeding is an
administrative heariug and not a trial.

(h) Hearing Counsel shall not partici-
pate in the dehberations of Lhe Hearing
nxamiver, and shall express no opinion
tu the Hearing Exasminer coucerning
the merits of the case. Hearing Counsel
shall also, during the course of the
hearing, advise the individual of his or
her rights under these procedures when
the individual 1s not represented by
vounsel or olher representative

tiy T'he fudividuat shall Le afforded an
OPPOrLUNILY tO Cross-eXamine persous
who have made oral or written stute-
~meuls adverse Lo the individoal reliat.
mg Lo a controverted issue except Lhat
A0y such statement may be received
and conswdered by the Hearing Bxam-
mer without affording  such  oppur.
vunity in either of the foltlowing cir-
cumstances:

(1) ‘The head of the departinent or
ageney supplying the statement cer-
tifies that the person who furnished
the information is a confidential jp-
formant who has been engaged o ob-
taining intelligence nformation for
Lhe Government and that disclosure of
the informant’s ideutity would sub-
stantially harm the national interest
or would endanger the well.being of Lhe
Informiant,

{2y The Commission has determined,
after considering the information fur-
nished by the investigative agency con-
cerning the reliability of the person
who furnished the information and the
accuracy of the stavement conceroed,
that the statement appezars to be reli-
able and materix), and that failure of
the Hearing Examiner Lo receive and
cousider such statement would, in view
of the fact that access authorization
andior emplovment clearance s being
sought, be substantially harmful to the
national security and that the persop
who furnished the Information cannot
appear to testify doae Lo deatl, =erious
tliness, or similar cause.

1jily Whepever the procedure under
paragraph (ind) of this section 1§ used,
the individual shall be given a4 sum-
mary of the information which shall be
as comprehensive and detalled as the
nalional securily permils.

2y Whenevey the procedure under
paragraph (XD is used. the individual
shal) Le provided the wlentity of vhe

10 CFR Ch. | (1-1-06 Edition)

person and the ionformation te be con.
sidered.

(3 In both paragraph (i) 1)1 and ()
praceduces, appropriate  consideration
shall be accorded Lo the fact that the
individual did not have an opportunity
o cross-exarmine such informant or
person

(k) Recards provided by jovestigative
agencies Lthat were compiled as a reg-
wlar or routine procodure by the tusi-
ness ar agency from which obtained, or
other physica) cvidepce other Lhan ip:
vestigalive reporlts. may he received
and considered  subject Lo rehutiag
withoul aathensicating wilnesses, pro-
videdl thut Lhe investigative agency
furmshed such ioformation to Lthe NRC
pursuant to s responsibilities in con-
nection with assisting the NRC in de-
Lerpuning  the individual's ehpitihiy
for access authorization and.or gmplay.
ment clearance.

(1) Records compiled 1 the regular
course of business, or other physical
evidence other than jnvestigative re-
ports, relating to a controverted issue
which, because they are classified, may
pout be inspected by the rndividual, may
be recvived and cousidered provided
that

(11 The Commission has made a de-
termipation that such records or other
physical evidence appears Lo be mate-
rial,

(2) The Commission has made a de-
termination that fallure Lo receive and
consider such records or other physical
evidence would, in view of the fact that
access aulhorization andror emplaoy-
ment clearance is being sought, be sub-
stantially harmful to the national se-
curity; aud

(3) To Lthe extent that pational sccv-
ity permits. a summary or description
ol such records or other physical evi-
deunce s made available to the ndi-
vidual. In every such case, information
as (o the authenticily and accuracy ol
such physical evideoce furuished by the
fnvestigative agency shall be consid.
ered.

(m) If the Hearing Examiner deter.
mives that additional investigation of
any material information is required,
he or she shall request i writing that
the Direclor, Office of Administration.
arrange for the investigation and shali
specify those I1ssues upon which more

25)




Nuclear Regulatory Commission

evidence is requested and identify,
where POsSible, any persons or sources
that  might  provide  the evidence
sought.

(M A writien transcript of the entire
proceeding must be made by A person
pussessiag appropriate NRC access au-
thorzation andior cmplovment clear-
ance and. exceplt. for portions con-
tuning Restrieted Data or Natianadt
Security Infarmation, or other fawiully
withholdahle mnferination, a4 copy of
Lthe wranseript will be furnished the in-
dividual without cost. The transcript
or recording will he made part ol the
applicant’s or employee’s pgrsonnel se-
curity file, )

[47 FR 38676, Sept 2, 1982, as amended at 5
PR WY, Aug 21, 1987 5 FR 5306, Dec. 4,
1984, 64 PRSI, Apr. ), 1999)

§10.29 Recommendation of the Hear
ing Exominer.

(a) The Hearing Examiner's findings
and recommendation shall be based
upon the eutire record eonsisting of the
transceript of the hearing, the dacomen-
tary and other evidence adduced there-
in, apd the letter of potification and
answer. 'The Hearing Examiner shall
also consider the circumstances of Lhe
receipt of evidence pursuant to §10.28,
the individuat's record of past emnloy-
ment, and Lthe nature and sensitivity of
the job the jndividual is or may be ex-
pected to perform

th) The Hearing Examiner shall make
specific lindings on edch allegation iu
the nouihcation jetier inciuding the
reasans for s or her [indings., and
shall make a recommendation as Lo Lhe

action which should be takep in lhe
CAKE.
(¢) The Hearigg Examiner's rec

ommendation shall be predicaied upou
his or her findings. If. after considerivg
all the factors in light of the criteria in
this parl, the Hearing Examiner is of

the opinion that granting or con-
tipuipg access authorization andror
employment clearance to the indi-

vidual will not endanger the common
defense and securiy anpd will be clearly
consislent with the national inverest, a
favarable recommendation  shail  Le
made;  otherwise,  an  adverse  rec.
ommendaliun shall be made,

id) The Hearng Bxaminer shall sub-
mit  his or her (ipdings apd rec

§10.31

ommendatiou 1o a signed report to.
gelther with the record of the case Lo
the Director, Office  Administration,
wilh the least practical delay

tp) The Hearyhe Examiner shall oot
consider the possible impact of the Jose
of the individual's services upon the
NRC program.

47 FR H676, Sept 20 1982, as mnended al 82
FR 609, Aug 21, 1987, ™ FR 53316, Dec V8.
1989}

§10.30 New evidence,

After the clgse of the hearing. in the
event the inthvidual discovers new £vi-
dence not previously available or
known to him or her. the individual
may petition Lhe Hearing Examinper if
the Henring Examaner's recommenda.
tiob has nol yel been issued. or there-
after, the Director. Office of Adminis-
tratian, Lo reopen Lhe record Lo recerve
that evidence. I the Hearing Examiner
ar the Director, respectively, deem it
material and appropriate, the record
may be reopened to accept the evidence
either by stipulation, with the agree-
ment of the Hearing Counsel, or in u
reconvened hearing.

{47 PR 38676, Sapt. 2, 1082, as amended at 52
FR 650, Aag. 21, 1987, 5 FR 53316, Dec. 28,
1989)

recowmmenda-

§310.31 Actions on the

tions,

tay Upon receipt of Lhe {indipgs and
recommendationy from the Heariong Fx-
aminer, und the record. the Director
Office of Admimstration. shall forth.
with transmit it to the Depuly Execu.
tive Director for luformation Services
and Admipistration and Chiefl foforma-
tion Officer who has the discretion to
return the record vo the Director, Of-
Nce of Adpunistration, for further pro.
ceedings by the Hedring lixaminer with
respect to specific matters designaled
by the Deputy Executive Dirvector for
Information Services and Adminisira-
von atd Chicl Information Oflicer,

(bnl) In the event of a recommunda-
tion by Lhe Hearing Examiner Lhatl an
individual's access aulhorizalion anmd
or gmployment clearance ve debjed or
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revoked, the Deputy Executive Direc-
tor tor Information Services and Ad-
ministration and Chief Information 0Of.
ficer shall immediately potity the fpdi-
vidual yi writing of the Hearing Exam
iner's tipdiogs with respect Lo each al-
legation contained ip the nolification
levter. and thatl the individual has a
righit Lo request a review of his or her
case by the NRC Personnel Securily
Review Panel and of the right 1o sub.
mit a hrief in support of his or her con-
Lenlions The request for a review must
be subnutted to the Depuly Fxecutjve
Mrector for nformatioy Services and
Adpuypistration apd Chie! Information
Officer within five days after the re-
vept of the police. The brief will be
forwarded to the Deputy Executive -
rector for Information Services and Aq-
mimsyration and Chicf lnfurmation Of-
ficer. for transmission Lo the NRC Per-
sonnel Security Review Panel not later
than 10 days alter receipl of Lhe notice.

(2) In the evenl the individual tails 1o
reqquest a review by vhe NRC Personnel
Security Review Pane)l ol an adverse
recommendation within the prescribed
time, the Deputy Executive Ihrecior
1or Information Services and Adminis-
tration and Chief Information Officer
may al his or her discretion requust &
review of the record of the case by the
NRC Fersonue) Security Review Panel.
The request will set forth those mat-
ters al 1ssue ip Lhe hearing on which
the Deputy Executive Director for lu-
formation Services and Admipistration
and Chief Juformation Officer desires a
review by the NRC Personpel Security
Review Panel.

(¢) Where the Hearing Examiner has
made a recommendation favorable Lo
the indwvidual, the Depoty Fxecutive
Director lor Information Services and
Admimstration apd Chief Infurmatiun
O1fficer may at his or her discrevion re-
quest a review of the record of the case
by the NRC Personnel Security Review
jranel. If this request is made. Lthe bep-
uty Executive Director for Information
Services and Admynistration aod Chief
Juformation Officer shall immediately
cause Lthe individual to be notified of
that fact and of those matiers al issue
10 the hearing oo which the Deputy Ex-
eoRlIVEe Director for lolormuuoen Serv:.
ices and Admimstration and Chief In.
{nrmation Officer desires a review by
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the NRC Persoonel Security Review
Paoel. The Deputy Exccutive Director
for Tuformation Services and Admims-
tration avd Chief Information Qfficer
will further inform the individual that
within 0 diuys of receipt of this notice.
thie yodividual may submit a brief con-
cernping those matters at issue for the
consideration of the NRC Personnel Se-
curity Review Pancel. The briel must he
forwarded Lo the Deputy Executive Di-
reclor for Informatjon Services aud Ad-
ministration and Chief lnformation Of-
licer for transmission Lo the NRC Per-
sonnel Security Review Panel.

(d 1n the event of a request fur a re-
View pursuant Lo paragraphs (b and (o)
of this seclion, the Hearing Counsel
may file a4 brief within 10 days of being
notified by the Deputy Executive I
rector for Information Services and Ad-
ministration and Chiefl Information Of-
ficer thal o review has been requested,
The brief will be forwarded o the Dep-
uty Executive Director for loformation
Services and Admimstration and Chiel
Information Qfficer for transmission to
the NIIC Personnel Security Review
Pancl.

(e) The Hearing Counsel may ilso re-
quest a review of the case by the NRC
Persounel Sccurity Review Panel. The
request for review, which will set forih
thaose matters al issue 1 the hearing
ou which the Hearing Counsel desires a
review, will Le submilied to the Dep-
uty Director Executive for Manage-
ment Services within five days after
receipt. of the Hearing Examiper's {ind-
ings apd recommendation. Within 10
days of the requost for review, Lhe
Hearing Counsel may file a briel which
will be forwarded to the Depuly Execu-
tive Director tor lpformation Services
aud Admiuistration and Chief Informa-
tion Officer for trapsmission to the
NRC Personnel Security Review Papel.
A copy of the request for review, and a
copy of any brie! (iled, will be ;mme-
diately seut Lo Lhe indiadual. If the
Hearing Coupsel s request is lur a re-
view of a recommendalbion favorable tu
the wndavidual, the individual may,
within 10 days of receipt of a vopy of
the request for review. submit a brief
coucermuog thuse matters at issue for
consideration of the NRC Personne) Se-
curity Review Fanel The briel wii) be

)
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forwarded to the Deputy Executive Di-
rector for Information Servives and Ad-
mintstration and Chief loformation Of-
ficer for Lrapsmission wo the NRC Ior-
sennel  Security Review JPanel and
Heariug Coupsel. A copy of the brief
will he made a part of the applicant's
personnel security file,

(f1 The time limits fmposed by this
section for requesting reviews and the
flling of briels may be extended by the
Deputy BExecutive Directur for Infor-
rmation Services aml Adnmstration
and Chief Informatiou Officer for goud
cause shown.

gn) Ie the eveol a request 1s made for
a review of the record by the NRC Per-
sanne) Security Review Panel, the Dep-
uty Execulive Director [or Information
Services apd Admipistration and Chief
Information Officer shall send the
record, with all fipdings and rec-
ommendations and any briefs filed by
the individual and the Heariog Coun-
sel, to the NRC Personne! Security Re-
view Panel. If necither the individunal,
the Deputy Executive Direcvor for Jo-
formation Services and Administration
and Chief Jnformation Officer, nor the
Hearing Counsel requests a review, the
final determination will bv made by
the Daputy Executive Director for In-
formation Services and Administration
apd Chief fnformation Officer on the
basis of the record with all findings and
recommendations,

164 FR 15643, Apr. 1, 1899]

§10.32 Recommendalion of the NRC
Personne! Security Review Panel.

ia) The Deputy Executive Director
for Information Services and Adminis-
tration apd Chief Information Officer
shall designate ap NRC Personnel Se-
curity Review Panel to conduct a re-
view of the record of the case. The NR(?
Perzonpel Security Review Panel shall
be comprised of three members, two of

whom shall be selected from outside
the security fNeld. To qualify as an

NTtC Personnel Security Review Panel
member, the person designated shall
have an NRC Q' access authorization
and may be ap employee of the NRC,
its coutractors., agents, or hcensees.
However, oo employee or consultant ol
the NRQC shall serve as an NRC PPer-
sonbel Security Review Papel membuer
reviewing the case of an employee (in-
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§10.32

cluding « consultant) or applicant for
cmployment. with the NRC, nor shal)
any employer or consultant of an NRC
coptractor. agent. or licensee serve as
an NRC Personnel Security Review
Panel member reviewing the case of an
cemployee (including a consultant) or
an applicant for employment of that
contractor, agent, or licensee. No NRC
FPersonnel Secarity Review Pane! mem-
ber shall be selected who has knowl-
edge of the case or of any information
relevant to the disposttion of it, or whu
for any reason would be unable Lo issue
o fair and unbiased recommendation.

(b) The NHKC Personnel Security He.
view Panel shall consider the matter
under review based upon the record
supplemented by any briel submitted
by the individual or the Hearing Coun-
sel. The NRC Personne) Security Re-
view Papel may request Aadditional
briels as the Panel deems appropriate.
When the NRC Personnel Security Re-
view Papel determiues that additional
evidence or further proceedings are
necessary, the record may be regurned
Lo the Deputy Fxecutive Director for
Information Services and Admimsira-
Lion and Chief Information Qfficer with
a recommmendation that Lhe case be re-
turned to the Director, Office of Ad-
minjstration, for appropriate action,
which may include returning the case
Lo the Hearing Examiner and recon-
vening the hearing to obtain additional
testimony. When additional testimobpy
is taken by the Hearing Examiper. a
written transeript of the testimony
will be mace a part of the record and
will be taken by a person possessing 4o
appropriate NRC access authornzation
and:or employment clearance and, ex-
cept for portions containing Restricted
Data or National Security Information,
or other lawfully withholdable infor-
matioa, & copy of the trapseript will be
furnished the individual without cost.

(c) in conducting the review, the NRC
Personne) Security Review Panel shall
make its findings and recommenda.
Lions as to the eligibility or contlinued
eljgibllity of an tndividual for an ac-
cess authorization amnd/or ap employ-
ment clearance on the record supple-
mented by additional testimony or
bmefs., as has heen previously deler-
nined by the NRC Personnel Security
Review Panel as appeapriate.

1
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1d)y The NRC Fersonnel Security Re-
view l'anel shall not consider the pos-
sible impact of the loss of the individ-
ual's services upon the NRC program.

te) If, alter considering all the factors
in hEght of the criteria set forth in this
part, the NRC Personnel Security Re-
view J'anel is of e opinion that grant-
tng or coblinuing an aceess aulhoriza-
Lion and/or an employment clearance
to the individua) will not endanger the
cornmop defense and security and will
he clear)y consistent with the national
jnterest, the NRC Pearsonnel Secunty

Review Tanct shall make o favorable
recommendation, otherwise, the NRC

Personvel Security Review Panel shall
make an adverse recommendation. The
NRC Personnel Security Review Panel
shall prepare a report of its (indiugs
and recommendations and submit the
report iB writing to the Deputy Execu-
tive Director for Information Scrvices
and Administration and Chicef Informa-
tion Officer, who shall furnish a copy
Lo the individual. The Nodings and rec.
ommendations must be fully supported
by stated reasons.

(64 FR 15644, Apr. |, 198}

$10.33 Action hy the Deputy Executive
Director for Informatiun Services
and Administration and Chiel Infor-
mation Officer.

(a) The Deputy Executive Director
for Infarmation Services and Admiois-
wration and Chiefl Information Officer,
on the basis of the record accompanmed
py all findings and recommendalions,
shall make a [fipal determination
whether nceess authorization andior
employment clearance shall be grant.
ed. depied, or revoked, except when the
pravisions of §10.28 (1), i or () have
been used apd the Deputy Exvcutive
Director for Information Services and
Administration and Chief Informatiou
Officer deltermination is adverse. the
Comrmissiop shall make the {inal agen-
cy determination.

{bs In making the delermination as
Lo whether ap access authorization
apdior ap employimnent clearance shall
ve granted, denied. or revoked, Lhe
Depuly Executive Director for lnofor-
mation Services and Administration
and Chiel luformation Officer or Lhe
Ccommssion shatl give due recognition
e the favorable us well as the unfavor-

p
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10 CFR Ch. 1 (1-1-06 Ediion)

able mformation coocerning the indi-
vidual and shall take into account the
vidue of the individual's services Lo the
NRC's program aud the cohsenuenncs
of denying or revoking access author-
ieation and/or ernployment clearance,
1c1 In the evenl of an adverse doter-
mivaction, the Depoty Executive Direc-
Ltor for haformation Services and Ad-
rmmsuration and Chef Information Of-
ficer shall promptly notify the ndi-
vidual through the Director, Qffice of
Admumstration, of his or ner decision
Lhat an aceess authorization aodior arn
cmployment clearance is being drmed
ar revoked aud ol his or her findings
with respecl to each allegation con-
tained in the notification letter for
transmittal Lo the individual.

(d) In the cvent of a favarable deter-
minatiop, the Deputy Exccutive Direc-
tor for Information Services amd Ad-
ministration and Chief Informalion Of-
ficer shall promplly notily the indi-
vidual through the Director, Office of
Admimstration.

169 F'R 15644, Apr. 1, 1999]

§10.34 Action by the Commission.

(a) Whenever, nnder the provisions of
§10.20¢1). (3). ur {1 an individual has nol
been afforded ap opportunity Lo con-
front and cross-examive witnesses who
have furnished information adverse Lo
the individual aund ap adverse rec-
ommendatlion has been made by lhe
Deputy Exccutive Director for Jnfor-
ination Services and Admipistration
avd Chiel Information Officer. the
Commission shall review the record
and determine whether an access au-
thorization and-oc an  employment
clearanee should be granted, denied. or
revoked, based upon the record.

(h) When the Commission determines
to deny or revoke ageess authorization
and/or employment clearance, the indi-
vidual shall promptly be notified
through the Director. Qffice of Admin-
istration. of its decision that accesys au-
thorization apds/or employment clear-
ance 1s bejng denied or revoked and of
its findings apd conclusions with re-
spect to each allegation contained 1o
Lthe notification letter far transmittal
Lo the individual.

{¢) Kothing contnained in Lthese pruce-
dures shall be deemed Lo limit or affect
the responsibility and powers of the

4
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Commission to deny or revoke aceess
to Restricted Data or pational security
informavion if the security of the na-
Lon s requires, Such authority may
not he delegated and may be ¢xercised
whep the Commission determines that
invocation of the procedures prescribed
in Lhis part is ioconsistent with the na-.
tional security. Such delermination
shall be concluasive.

141 FR 8676, Sept. 2. 1982, as amunded at 52
FR 31610, Aug 21, 1987 5 FR %3316, Duec. &,
LGRS, 64 FIL 10615, Apr. 1. 1495)

§10.95 Reconsideration of cases.

(2) Where, pursuant Lo the procedures
set, forth in §§10 20 through 10.34, the
Deputy Executive Director for Infor-
mation Services and Administration
and Chief Information Officer or the
Commssion has made a determination
granting an acvess authorization an
or an employment clearance 1o an indi-
vidual, the individual's eligibilivy for
an access authoerization and/or an em-
plovment clearance will be reconsid-
cred only when subsequent Lo the time
of that determiination, new derogalory
wformation has been received or he
scope or sensitivity of the Restricted
Duta or National Security Informauion

Lo which the iodividual has or will

have access has significantly increased.
A}l new  derogatory  information,
whether resulting from the NRO's re-
investigation progran or other
sources. will be evaluated relative to
an individual's continued eligibidity in
accordance with the procedures of this
part,

() Where, pursuanpt to these proce-
dures. Lthe Commission or Deputy Exec-
utive Director for Information Services
and Administration and Chiefl Informa-
on Officer has made a determination
denyving or revoKing an access author-
ization and/or ab employment clear-
ance Lo ap individual, the individual's
chpibility for an access authorization
and/or an employment clearance may
be reconsidered when there js a hona
fide offer of employment and:or a bhona
fide peed for acvess L0 Restricted Data
or National Security Information and
either materal and relevant new evi-
dence is presented. which the indi-
vilual and s oc her represcntatives
are without fault in failpg Lo present
before, or Lhere & convincing evidence

§10.36

of reformation or rehavilitation. Re-
‘quests for reconsideration must be sub-
mitted in writing to the Deputy Execu-
tive Directar for lufurmaticen Services
and Admimstravion and Chief Infaorma-
tion Qfficer through the Director, Of-
fice of Admimstration. Requests must
be accompanied by an affidavit setung
forth in detail the information referred
to above, The Deputy Execulive Direc
vor for Information Services apd Ad-
mivistration and Chel luformation Of.
ficer shali cause the individual to be
notified as to whether his or her elig).
briity for an access authorization and:
or an employment clearance wil) be re-
cousidered ind if so. the method Ly
which a reconsideration will be accom-
phshed.

(cY Where an access authorization
amibar an employment clearance has
tieen granted to an individual by the
Director, Divisiop of Facilities and Se-
curity, without recourse 10 the procy-
dures set forth in §§10.20 through 10.31,
the individunl's ehgibihty for an ac-
cess authorization andior ag cmploy-
ment clearance wil be reconsidered
only in a case where, subsequent Lo the
granting of the access authorization
apd/or employmunt clearapce, new de-
rogatory information has been received
or the scope or sensitivity of the Re:
stricted Data or National Security In-
formalion to which Lhe individual has
or will have access has sigpiticantly io-
creased. All new sleropatory informa-
vian, whether resulting from the NRC's
reinpvestigation  program  or other
sources., will be evaluated relative 10
ap individual's continued eligibility n
accordance with the procedures of this
part

164 FR 15645, Apr 1, 1999)

Subpar D—Miscelianeous

§10.36 Terminativns,

Ju the evept the odividual is wo
Jopger ap apphcant for access author-
ization andior employment clearance
Or Lo louger requires such, the proce-
dures of Lhis part shall be terminated
without a final determination as to the
individaal's eligibiiity for access &u-
thorization andior employment Ciear-
ance

o55
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§10.37 Attorney representation,

In the event the individual 1s rep-
resenced by do attorney or other rep-
resenlative, the tndividual shall file
with the Director, Office of Adminis-
tration, a document designatipg such
atLorney or representative and author-
izing such attorney or rvepresentatlive

Lo receive all correspondepce, tran-
scripts, and other documents per-

tainmg to the proceeding under this
PAre.
47 FR 38676, Sept, 2, 1942, as amend=d at §2
FR 41610, Aug. 2}, 1987, %4 FR 5316, Dec. 28,
1969)

§10.38 Certifications.

Whenever information is made a part
of the record under the exceptions au-
thormized by §10.28 ()), 1), or (i Lthe
record shall contaiu certificates ovi-
dencing that the required determina-
Lions have been made.

PART 11—CRITERIA AND PROCE-
DURES FOR DETERMINING ELIGI-
BILITY FOR ACCESS TO OR CON-
TROL OVER SPECIAL NUCLEAR
MATERIAL

GENERAL PROVISIONS

Sew
11
)
1.5
17
1.8

Parpose.
Scope
Folicy.
Defnnitions.
information
OMB approval.
Specific exernptions.
Maintenance of records.

colleclion requirements:
ne
11

REQUIREMENTS FOR SI'ECIAL NUCLEAR
MATERIAL ACTESS AUTRGRIZATION

11,11 General reguirements.

1113 Special  requirements
tation

115 Application for spetal nuciear mate:
11al acuess authorzation.

N 16 Cancellation of reguest {o1 speeial nu-
clear materl aceess authorization,

for wranspor-

CrITERIA FOR DETERMINING FELICIBUITY FOR
ACCESS T, O CUNTHOL, OVER, SI'ECIAL NU-
CLEAR MATHRIAL

1121 Application of the criteria.

VIOLATIONS

1100 Violatlons
1132 Crimanal penalties.

10 CFR Ch. | (1-1-06 Edition)

AUTHORITY: Sec. 16), 66 Stat. 8B, as amend-
ed (42 .8 ¢ 2201 sec. 200, BH Sual. 12492, as
amended 32 (.5 C 5811 aece. 1704, 132 Sran
2750 434 U.S.C 35K note)

Sectron 1] Ve alse issued under sec 501,
85 Bral 2903 U 3.0 dlua.

Suunce. 45 FR 76970, Nov 21,
otherwise noted,

1960, uniess

GENFRAL PROVISIONS

§11)

‘This part establishes the reguire-
ments for special nuclear material ac-
cess aulhorication, and the criteria and
procedurey for reseiviog yuestions con-
cerning Lhe eligimlity of individuals (o
receive special nuclear material aceess
authorization for conduct of certain ac-
tivities. licepsed ar otherwise, which
TEVOIVe ACCe’S Lo Or CORLrol over spe-’
¢ial puclear material.

Purpuse.

§11.3 Scope.

ta) The reguirements, criteria, and
procedures of this part apply to the es-
tablishment of and eligibility for spe-
cial nuclear material access authoriza-
tion for employees, coniractors, con-
sultants of, and applicants for employ-
ment with licensees or contractors of
the Nuclear Reguiatory Commission
This employment, coplracl, service, or
consuttation may iovolve any duties or
assignments  within Lthe coriteria of
§11.11 or §11.13 requiring access Lo, or
cantrol over, formula quantities of spe-

cial nuclear material (as defined
purt 73 of Lthis chapter).
(v The requirements, criterna, and

procedures of this part dre jp addition
ta and not in lieu of any requirements,
criteria, or procedures for access to ar
control over ciassified special nuclear
maveriai.

{45 FR 76570, Nov 21, 19RO, as arnended at 64
FR 1545, aApr |, 1999]

§11.5

It is the policy of the Nuclear Regu-
latory Commission Lo carry oul its au-
thority to establish and administer, in
4 manner consisteal with Lraditional
American concepts of justice. a per-
sannel security program o the inter-
ests of the cormmon defense and secu-
rity for the purpose of safeguarding

Policy.
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THE WHITE HOUSE
WASHINGTON

December 29, 2005

MEMORANDUM FOR W AM LEINARD
2T

nformation Security Oversight Qffice

5UBJECT: Adjudicarive Guidelines

The Pres:dent hasg approvcd the atzached revisicon cf the
Adiudicative Suidelines for Petermining Eligibilizy for Access Lo
Classified Informaticn as recommended unanimous ly by the NSC's
pC on Records Accoes end Tnformation Security., Please circulats
vne reviged guidelines rto all affected agenciszsg for lmmediate
impiementation, lt is imporvant Lo gmphasize thal all agencies
megt honor c.earances aranted under these guidelines, conuistent
with Executive Order 12963 ard the Jecember 12, 20C5 memorandum
co agencies frem OM3 DReputy Uirector for Management Clay Jchnson,

Az S‘"tant o the Fresident
for Wational 3ecuricy hffalirg

Attachinent
Teb A Reviged Adjudicative Guidelines Lor Letermining
rligipilicy £or ACCess LO Clags:lied Infocrmation




Adjudicative Guideclines for Determining Eligibility
For Access to Classified Information

1. Introduction. The folowing adjudicative guidelines are established for all ULS.
government civilian and military personncl, consultants, contractors, cmployees of
contractors, licensees, certificate holders or granices and their employees, and other
individuals who require aceess 10 classified information, They apply o persons being
considered for initial or continued eligibility for access to classified information, to
include sensitive compartmented information and special access programs, and are 10 be
used by governunent departments and agencics in all linal clearance determinations.,
Government departments and agencies may also chouse to apply these guidelines to
analogous situations regarding persons being considered for aceess 1o other types of
protected information.

Decisions regarding clipibility for access to classified information take into accoun
factors that could cause a conflict of interest and place a person in the position of having
10 choose between his or her commitments to-the United States, including the
commitment to protect classificd information, and any other compelling loyalty. Access
decisions also take into account a persan’s reliability, trustworthiness and ability to
protect classificd information. Nu coercive policing could replace the self-discipline and
integrity of the person entrusted with the nation’s seciets as the most effective means off
protecting them. When a person’s life history shows evidence of unreliability or
untrustworthiness, quiestions arise whether the person can be relied on and trusted o
exercise the responsibilily necessary for working in a sceure environment where
protecting classilied information is paramount.

2. The Adindicative Process.

{a) The adjudicative process is an examination of a sullicient period of a person’s life
1o make un affirmative determination that the person is an acceptable security risk.
Lligihility for access to vlussified information is predicated upon the individual
meeiing these personnel seeurity guidelines. The adjudication process is the careful
weighing of a number of variables known as the whole-person concept. Available,
raliable information about the person, past and present, favorable and unfavorable,
<hould be considered in reaching a determination, In evaluating the reJevance of wn
hdividual's conduct, the adjudicator should consider the fellowing factors:

(1) the nature, exlent, and seriousness of the conduct;

(2) the circumstances surtounding the conduct, 10 include knowledgeable
participation,

(3) the frequency and recency of the cenduct;
(4 1he individual's age and maturity at the time of the conduct;
(5) the extent to which participation is voluntary:

(6) the presence or absence of rehabilitation and ather permancnt behavioral
¢hanges;




(7) the motivation for the conduct;

(8) the potential for pressure, coercion, exploitation, or duress: and
{9} the likelihood of continuation or recuitence;
(b) Fach casc must be judged on its own merits, and final determination remains the

responsibility of the specific depurtment or ageney. Any doubt concerning personnel

bcxpg considered for access to classified information will be resolved in favor of the
national sceurity.

(c) The ability to develop specific thresholds for action under these auidelines is
limited by the nature and complexity of human behavior. The ultimate determination
ol whether the granting or continuing of ¢ligibility for a security clearance is clearly
consistent with the interests of national security must be an overall common sense
judgment based upon careful consideration of the following guidelines, each of which
i5 to be evaluaied in the context of the whale person,

(1) GUIDELINE A: Allegiance to the United States;
(2) GUIDELINT I3: Foreign [nfluence
(3) GUIDELINE C: Foreign Preference;
(4) GUIDLLINE D: Sexual Behavior:
(3) GUIDELINE E: Personal Conduit;
(6) GUIDELINE F: Financial Considerations;
(7) GUIDELINE (: Alcohol Consumption;
(8) GUIDELINE H: Drug Tnvolvement;
(9) GUIDELINE 1: Psychological Conditions:
(10y GUIDELINIE ): Critninal Conduct;
(11 GUIDELINE K: Handling Protected [nformation,
(12) GUIDELINE 1. Ouiside Activities;
(13) GUIDELINE M: Use of Information chh;mlogy Svstems

(d) Although adverse information concerning a single criterion may not be sufficient
fur an unluvorsble determination, the individual may be disqualilicd if uvailable
information rellects a recent or recurring pattern of questionable judgment,
irresponsibility, or emotionally unstable behavior. Notwithstanding the whole-person
coneept, pursutt of turther investigation may be terminated by an appropriate
adjudicative agency in the face of reliable, significant, disqualifving, adverse
information.

(¢) When information of security concern beeumes known about an individual who is
currently eligible for access to classified informauon, the adjudicutor should consider
whether the person:

(1) voluntarily reported the information;

~




(2) was truthful and complete in responding to questions;

(3) sought assistance and followed professional guidance, where appropriate;
_('4) resolved or appears likely to favorably resolve the sccurity concern;

(5) has demonstrated positive changes in behavior and emplovment;

(6) should have lis or her access temporarily suspended pending final

adjudication of the information.

(f) If" after evaluating information of security concern, the adjudicator decides that the
information is not serious enough W warrant o recommendation of disapproval or
revocation of the security clearance, it may be appropriate to recommend approval
with a warning that future incidents of a similar nature may result in revocation of
ACCLSS,

GUIDELINE A: ALLEGIANCE TO THE UNITED STATLS

3. The Concern. An individual must be of unquestioned allegiance to the United States.
The willingness 10 safcguard classified information is in doubt if there i any reason o
suspect an individual's allegiance 1o the United States.

4. Conditions that could raise a security concern and may be disqualifying include:

(a) invalvément in, support of, training to conumit, or advocacy ol any act of
sabotage, espionage, treason, tertorism, ar sedition against the United States ol
America;
(b) association or sympathy with persons who are attempting to commit, or who are
commitling, any of the above acts;
(c) association or sympathy with persons or organizations that advocate, threaten, or
use foree or violence, ur use any other illegal or unconstitutional means, in an effort
{o.
(1) overthrow or influence the government of the United States or any state or
local goverunent,
(2) prevent Federal, state, or local government personnel from performing their
oficial dutics,
(3 gain retribution for perceived wrongs caused by the Federal, state, or local
govcmmcm;

(4) prevent uthers from exercising their rights under the Constitution or laws of
the United States or of any state.

3. Comditions that could midgate secwriny concerns inchude.

(a) the individual was unaware of the unlaw ol aims of the individual or organ: ation
and severed ties upon learning ol these;




(b} the individual's involvement was anly with the lawful or humanitarian aspects of
such an organization;

(c) involvement in the ubove activities vccurred for only a short period of time and
was attributable 1o curiosity or academic interest,

(d) the involvement or association with such activities occurred under such unusual
circumstances, or so much time has elapsed, that it is unlikely 1o recur and does not
cast doubt on the individual's current reliability, trustworthiness, or loyalty,

‘GUIDELINE B: FOREIGN INFLUENCE

6. The Concern. Foreign contacts and interests may be a security concern if the individual
has divided loyalties or foreign financial interests, may be manipulated or induced 1o help
a forcign person, group, organization, or government in a way that is not in U.S. interests,
or is vulnerable o pressure or coercion by any foreign interest. Adjudication under this
Guideline can and should consider the identity of the forsign country in which the forcign
contact or financial interest is located, including, but not limited to, such considerations
as whether the forcign country is known to target United States ¢itizens 1o obtain
protected information and/or is associated with a risk of terrorism.

7. Conditions thar cowdd raise a security concern and may be disqualifving inclide:

(a) contact with a foreign family member, busincss or professional associate, fricnd,
or other person who is a citizen of or resident in a loreign country if that contact
creates a heightened risk of foreign ¢xploitation, inducement, manipulation, pressure,
or coereion,

(b) connecctions to a foreign person, group, governmient, or country that create a
potential conflict of interest between the individual's obligation o protect sensitive
information or technelogy and the individual's desire t help a foreign person, group,
or country by providing that infonmation,

(¢) counterintelligence information, that may be clussified, indicates that the
individual's access 10 protected information may involve unacceptable risk to national
security;

(d) sharing living quariers with a person or persons, regardless ol citizenship status, if
that relationship creates a heightened risk of foreign inducement, manipulation,
pressure, o1 cocreion;

{¢) 4 substantial business, linanval, or praperty interest in a foreign country, of i any
foreign-owned or foreign-uperated business, which could subject the individual 1o
heightened risk of forcign influence or exploitation;

(£) failure to report, when reguired, association with a foreign national,

() unauthorized association with a suspected or known sgent, associate, or employee
of'a lureign intelligence service:




(h) indications that representatives or nationals from a foreign country are acting to
increase the vulnerability of the individual to possible future exploitation,
inducement, manipulation, pressure, of coercion;

(1) conduct, especially while traveling ouiside the ULS., which may make the
individual vulnerable to expluitation, pressure, or coercion by a forcign person,
LTOUp, governmenl, or country,

8. Conditions thet could niitigate security concerns include:

{a) the nature of the relationships with foreign persons, the country in which these
persons are located, or the positions or activities of those persons in that country are
such that it is unlikely the individual will be placed in a position of having lo choose

between the interests of a foreign individual, group, organization, or government and
the interests of the U.S,;

(h) there is no conflict of interest, either because the individual’s sense of loyalty or
obligation to the foreign person, group, gaveraument, or country is so minimal, or the
individua) has such deep and longstanding relationships and loyalues in the U.S., that
the individual can be expected to resolve any conflict of interest in fuvor ol the U5,
nterest;

(¢) contact or communication with forcign citizens is so casual and infrequent that
there is little likelihood that it could create a risk for forcign influence or exploitation;

(d) the forcign contacts and activilies are on 1.8, Government business or are
approved by the cognizant security authorily;

(¢) the individual has promptly complied with existing agency requirements regarding
the reporting of contacts, requests, or threats from persons, groups, or organizations
from a foreign country;

(f) the value or routine nature of the toreign business, financial, or property interests
is such that they are unlikely to resultin a conflict and could not he used effectively
to influcnce, manipulate, or pressure the individual,

GUIDELINE C: FOREIGN PREFERENCE

9. 7he Concern. When an individual acts in such a way as to indicate a preference fora
foreign country over the United States, then he or she may be prone (o provide
information or make decisions that are hanmful 10 the interests of the United States.

L0. Conditions that could raise a security concern and may he disquali feing include:

(a) excrcise of any right, privilege or obligation of loreign citizenship afler becoming
a U.S. citizen or through the foreign citizenship of a family member. This includes
but is not limited to:

(1) possession of a current foreign passport

(2) military service or a willingness (o bear arms for a foreign coumry,
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(3) accepting educativnal, medical, retirement. social welfare. or other such
benelits from a foreign country;

(4) residence in a {oreign couniry to meet citizenship requirements;

(5) using foreign citizenship to protect financial or business interests in another
country;

(6) secking or helding political office in a foreign country:
(7) voting in a foreign election;

(b) uetion to acquire ur obtain recognition of a foreign citizenship by an Americun
citizen;

(¢) performing or atempting to perform duties, or otherwise acting, 8o as 10 scrve the
mterests of a foreign person, group, organization, or government in conflict with the
national security interest;

(d) any statement or action that shows allegiance 10 a country other than the United
Swes: for example, declaration of intent to renaunce United States citizenship,
renunciation of United States citizenship.

Canditinns that could mitigate security concerns include:

(a) dual citizenship is based solely on parents” citizenship or birth in @ foreign
country,

by the individual has expressed a willingness te renounce dual citizenship;,
K

(¢) exercisc of the rights, privileges, or obligations of foreign citizenship occurred
before the individual became a U8, citizen or when the individual was a minor;

(d) usc of a forcign passport is approved by the cognizant sccurity authority:

(¢) the passport has been destroyed, surrendered 1o the cognizant security autherity, or
otherwise invalidated;

(N the vote in a foreign election was encouraged by the United States Government,

GUIDELINE D: SEXUAL BEHAYIOR

12, The Concern. Sexual behavior that involves 4 criminal offense, indicates a personality

or emotional disorder, reflects lack of judwment or discretion, or which may subject the

individual to undue influence or coercion, exploitation, or duress can raise questions

about an individual's reliability, trustworthiness and ability to protect ¢lassified

information. No adverse inference concerning the standards in this Guideline may be
raised solely on the basis of the sexual orientation of the individual.

13, Conditions that cowld raise a security concern and niay be disqualifying inclicte:

{a1 sexual behavior of a eriminal nature, wheiher or not the individual has been
proscecuted;
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(hy a panern of compulsive, self-destructive, or high risk sexual behavior that the
person is unable to stop or that may be symptomatic of a personality disorder;

(c) sexual behavior that causes an individual to be vulnerable w coercion,
exploitation, or duress;

(d) sexual behavior of a public nature and-or that reflects lack of discretion or
judgment.

14, Condidions that could mitigare yecurity concerns include:

{a) the behavior oceurred prior to or during adolescence and there is no evidence uf
subscquent conduct of a similar nature,

(b} the sexual hehavior happened so jong ago, so infrequently, or under such unusual
circumstances, that it is unlikely to recur and does not cast doubt an the individual’s
current reliability, trustworthiness, or good judgment;

(c) the behavior no longer serves as a basis for coercion, exploitation, or duress.

(d] the sexual behavior is strictly private, consensual, and discreet.

GUIDELINE F: PERSONAL CONDUCT

13, The Concern. Conduct involving questionable judgment, lack of candor, dishonesty,
or unwillingness to comply with rules and regulations can raise questions about an
individual's reliability. trustworthiness and ability to protect classilied information. OF
special interest is any failure to provide truthful and candid answers during the security
clearance process or any wther failure o cooperate with the security clearance process.

The following will normatly result in an unfavorable clearance action vr administrative
termination of further processing for clearance eligibility:

(a) refusal, vr failure without reasonable cause, (o undergo or cooperate with security
processing, including but not linited to meeting with a security investigator for
subject interview, completing security {vrms or releases, und cooparation with
medical or psychological evaluation;

(b) refusal w provide full, frank and truthful answers ta fawful guestions of
investigators, security officials, or other official represcntatives in connection with a
personnel security or trustworthiness determination.

16, Conditions that could raise a security concern and may be disqualifving include

(a) deliberate omission, concealment, or falsilication of relevant facts from any
personnel security questionnaire, personal history statement, or similar {orm used W
conduct investigations, determine employment qualifications, award benefits or
status, determine security-clearance eligibility or rrustworthiness, or award fiduciary
respensibilitics,
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(b) deliberately providing false or misleading information concerning relevant facts (o
an employer, investigator, security official, competent medical authority, or other
official government representative;

rc) credible adverse information in several adjudicative issue areas that is not
sufficient for an adverse determination under any other single guideline, but which,
when considered as a whole, supports a whole-person assessment of questionable
judgment, untrustworthiness, unreliability, lack of candor, unwillingness 1o comply
with rules and regulations, or other characteristics indicuting that the person may not
properly safeguard protected information, ,

(d) credible adverse information that is not explicitly covered under any other ,
guideline and may not be sufficient by itself for an adverse determination, but which,
when comhined with all available information supports a whole-person assessment of
questionable judgment, untrustworthiness, unreliability, lack of candor, unwillingness
1o camply with rules and regulations, or other characteristics indicating that the
person may not properly safeguard protected information. This includes but is not
limited to consideration of?:

(13 untrustworthy or unreliable behavior w include breach of client
confidentiality, release of proprietary information, unauthorized release of
sensitive corporate or other government protected information:

(2) disruptive, violent, or other inappropriate behavior in the wuorkplace,
(3) a pattemn of dishonesty or rule violations;

(4) evidence of significant misuse of Governnment or other employer's time or
resourees;

(e) personal comduct, or concealment of information about one's conduct, that creates
a vulnerahility to exploitation, manipulation, or duress, such as (1) engaging in
activities which, if known, may affect the person’s personal, professional, or
community standing, or (2) while in another country, gngaging in any activity that is
illegal in that country of that is legal in that country but illegal in the United States
and may scrve as a basis for exploitation or pressure by the foreign security nr
intetligence service or other group, ,

(f) violation of a wrilten or recarded commitment made by the individual 1o the
employer as a condition of employment:

(1) association with persons involved in criminad activity.

Conditions that cowdd mitigate security concerns include:

(a) the individual made prompt, good-faith efforts to correct the omission,
concealment, or falsilication before being confronted with the facts;

(b} the refusnl or failure (o cooperate, omission, ur concealment was caused or
éigniﬁcenuly contributed to by iinproper or inadequate advice of authorized personnel
or legal counsel advising or instructing the individual speciticully conecrning the
security clearance process. Lipon being made aware of the reguirement (¢ cooperate
or provide the information, the individual cooperated fully and truthfully.




r¢) the offense is so minor, or so much time has passed, or the behavior is so
infrequent. or it happened under such unigue circumstances that it is unlikely 1o recur

and does not cast doubt on the individual’s reliability, trustworthiness, or good
judgment:

(d) the individual has acknowledged the behavior and obtained counseling to change
the behavior or taken other posilive steps to alleviate the stressors, circumstances, or

factors that causced untrusiworthy, unreliuble, or other inappropriate behavior, and
such behavior is unlikely to recur;

fe) the individual has taken positive steps o reduce or climinate vulnerability to
exploitation, manipulation, or duress,

(f) the information was unsubstantiated or from a source ol questionable reliability;

() association with persons involved in criminal activity has ceased or occurs under
circumstances that do not cast doubt upon ihe individual's reliability, rustworthiness,
judgment, or willingness to comply with rules and regulations.

GUIDELINE I: FINANCIAL CONSIDERATIONS

|8. The Concern. Failure or inability to live within one’s means, satisfy debls, and meat
financial obligations may indicate poor self-control, lack of judgment, or unwillingness
abide by rules and regulations, al} of which can raise questions about un individual’s
reliability, rustworthiness and ahility to protect classificd information. An individual
who is finsncially overextended is at risk of having to engage in illegal acts Lo gencrate
funds, Comnpulsive gambling is a concern as it may lead to financial ecrimes including
espionage. AfMluence that cannot be explained by known sources of income is also a
sccurity concern, It may indicate proceeds from financially profitable criminal acts,

19. Conditions that cold raise a security concern and mety be disqualifying inclide:
(a) inability or unwillingness to satisfy debis;

(b) indebtedness caused by frivolous or irresponsible spending and the absence of any
evidence of willingness or intent to pay the debt or cstablish a realistic plan to pay the
debt.

(c) a history of not meeting tinancial obligations:
(d) deceptive or illegal financial practices such as ciwbezrlement, employee thefl,

check fraud, income tax evasion, expense account fraud, filing deceptive loan
statements. and other intentional linancial breaches of trusy;

(¢) consistent spending beyond ane’s means, which may be indicated by excessive
indebtedness, significant negative cash flow, high debt-to-income ratio, and/or other
linancial analysis,

(fy nancial problems that are linked 1@ drug abuse, alcoholism, gambling problems.
or other issues of security concern;
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(i) failure 1o file annual Federal. state, or focal income tax returns as required or the
fraudulent filing of the saing;

(h) unexplained affluence, as shown by a tifestyle or standard of living, increase in

net worth, or money transfers that cannot be explained by subjecl's known legal
sources of income;

i1} compulsive or addictive gambling as indicated by an unsuccessful atempt to stop
gambling, “chasing losses” (i.e. increasing the bets or returning another day in an
effort 1o get even), concealment of pambling losses, borrowing money to fund

gumbling or pay gambling debts, family conflict or other problems caused by
gambling. '

200 Conditions that could mitigate security concerns include:

{a) the behavior happened so long ago, was 50 infrequent, or oceurred under such
circurnstances that it is unlikely to recur and does not cast doubt on the individuat's
current reliability, trustworthiness, or good judgment;

() the conditions that resulted in the financial problem were largely beyond the
purson’s control (e.p., luss of employment, a business downtumn, unexpected medical

emergency, ur a death, divorce or sepuration), and the individual acted responsibly
under the circumstances;

(¢} the person has received or is receiving counseling for the problem andéor there are
clear indications that the problem is being resolved or is under control;

(d) the individual initiated a good-faith effort 1o repay overdue creditors or otherwise
resolve debis;

() the individual has a reasonable basis w dispute the legitimacy of the past-due debt
which is the cause uf the problen and provides documented prouf to substantiate the
basis of the dispute or provides evidence of actions o resolve the issue;

() the affluence resulied from a tegal source of income.

GUIDELINE G: ALCOIJOL CONSUMPTION

31 The Concern. Excessive alcohol consumption often leads to the excercise of
questionable judgment or the failure to control impulses, and can raise questions about an
individual’s rehiability and trustworthiness.

3 Comditions that cowdd raise a securiry voncern and may be disqualifying inchede:

(a) alcohol-relared incidents away from work, such as driving while under the
influenee. fighting, child or spousc abuse, disturbing the peace, or other incidents of
concern, regardless of whether the individual is diagnosed as an alcohal abuser or
alcohol dependent;
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(b) eleohol-related incidents at work, such as reporting for work or duty in an
mtq.\:lcnwd or impaired condition, or drinking on the job, regardless of whether the
individual is diagnosed as an alcohol abuser or ulcohol dependent,

(¢) habitual or binge consumption of alcolol to the point of limpaired judgment,
regardless of whether the individual is diagnosed as an alcohol abuser or aleahol

dependent;

(d) diagnosis by a duly qualified medical professional (e.g., physician, clinical
psychologist, or psychiatrist) ol aleohul abuse or alcohol dependence,

() evaluation ot aleohol abuse or alcohol dependence by a licensed clinical sacial
worker who is a stalf member of a recognized aleohol treatment program;

(1) relapse afier diagnosis of alcohol abuse or dependence and completion of an
alcohal rehabilitation program;

(g) failure o follow any coun order regarding aleohol education, evaluation,
treatment, or abstinence.

1~

3. Conditions that could mitigate security concerns include.

(w) so much time has passed, or the behavior was so infrequent, or it happened under
such unusual circumstanees that itis unlikely w recur or does not vast doubt on the
individual's current reliability, trustworthiness, or good judgment;

(h) the individual acknowledges his or her alcoholism or issucs vl alcohol abuse,
provides evidence of nctions 1aken (0 overconie this problem, and has cstablished a
patiern of absunence (if alcohol dependent) or responsible use (if an wleohol abuser):

(¢) the individual is a current employee who is participating in a counseling or
treatment prograin, has no history of previous treatment and rclapse, and is making
satisfactory progress;

(d) the individual has successfully completed inpatient or vutpatient counscling or
rehabilitation along with any required aftercare, has demonstrated a ¢lear and
established pattern of modified cunsumption or abstinence in accordance with
reatment recommendations, such as participation in meetings of Alcoholics
Anonyinous or a similar organization and has received a favorable prognosis by o
duly qualificd medical professional or a licensed clinical social worker wha is a staff
member of a recognized alcohol treatment program.

GUIDELINE H: DRUG INVOLVEMENT

34, The Coneern. Use of an illegal drug or misuse ol a prescription drug can raise
questions about an individual’s reliability and trustworthiness, bath because it muy impair
judgment and because itraiscs questions about a person’s ability vr wilhingness to
comply with Jaws, rules, and regulations,

(a) Prugs are defined us mood and behavior aliering substances, and include:




(V)
N

20.

(__}) Drugs, materials, and other chemical compounds identified and listed in the
Controtled Substances Act of 1970, as amended (C.g., marijuana or cansabis,
depressants, narcetics, stimulants, and hallucinogens), and

(2) inhalants and other similar substances;
(0) Qrug abusc is the illegal use of a drug or use of a legal drug in a munner that
deviutes from approved medical direction. :
Conditions that cauld raise a security concern and may he disqualifying inciude:
(a) any drug abuse (see above definition); |
(h) testing positive for itlegal drug use;

(c) illeyal drug possession, including cultivation, processing, manufacture, purchase,
sale, or disuibwion; or pussession of drug paraphemalia;

(d) diagnosis by a duly qualified medical professional (c.g., physician, clinical
psychologist, or psychiatrist) of drug abuse or drug dependence;

(e) evaluation uf drug abuse or drug dependence by a licensed clinical social worker
who is a stafllT member of a recopnized drug treatment program;

(0 failure o successfully complete a drug treatment program prescribed by a duly
qualified mudical professional;

(g) any itegal drug use after being granted a security clearance;

(h) expressed intent to comtinue illegat drug use, or failure to clearly and convincingly
commit to discontinue drug usc.

Conditions that could mitiguate security corncerns include:

(a) the behavior happened so long ago, was so infrequent, or happened under such
circumstances that itis unlikely to reeur or does not east doubt an the individual's
current reliability, rustworthiness, or good judgment,

(1) a demonstrated intent not to abuse any drugs in the future, such as:
(1) disassociation from drug-using associates and contacts;
(2) changing or avoiding the environment where drugs were used,
(3) an appropriate period of abstinenec;

(4) a signed statement of intent with awtomatic revocation of clearance for any
violation;

{¢) abuse of prescription drugs was afler a severe or prolenged illness during which
these drugs were preseribed, and abuse has since ended;

(d) satisfactory completion ol « prescribed drug treatment program, inchuding but not
Himited to rehabilitation and aflercare requirements, withoul recurrence of abuse, and
a favorable prognosis by a duly qualified medical professional,




GUIDELINE I: PSYCHOLOQGICAL CONDITIONS

27. The Concern. Certain emotional, mental, and personality conditions can impair
Judgment, reliability, or trustworthiness, A formal diagnosis of a disorder is not required
for there 10 be a concern under this guideline. A duly qualificd mental health professional
(e.g,, clinical psychologist or psychiatrist) employed by, or acceptable 1o and approved by
the U.S. Government, should be consulted when evaluating potentially disqualifving and
mitigating information under this guideline, No negative inference cuncerning the
standards in this Guidcline may be raised solely on the basis of sceking mental health
counseling,

28,

Canditions thut could raise a security concern and may be disqual ving incivde:

() hehavior that casts doubt on an individual's judgment, reliahility, or
trustworthiness that is nat covered under any other guideline, including but not
limited to cmotionally unstable, irresponsible, dysfunctional, violent, paranoid, ur
bizarre behavior;

(b) un opinion by a duly qualitied mental health professional that the individual has «
condition not covered under any other guideline that may impair judgment, reliability,
or trustworthiness;

(¢) the individual has failed to follow treatment advice related to a diagnosed
emational, mental, or personality condition, ¢.g., faiturc 10 take prescribed
medication.

. Conditions that condd mitigate security concerns include:

(1) the identificd condition is readily controllable with treatment, and the individual
has demonstrated ongoing and consistent compliance with the treatment plan;

ib) the individual has voluntarily entered a counseling or treaument program for a
condition that is amenable to treaunent, and the individual is currently receiving
counscling or treatment with a favorable progrosis by a duly yuulified mental health
professional;

{¢) recent opinion by a duly qualified mental health professional employed by, or
acceptable to and approved by the U.S, Government that an individual's previeus
condition is under control or in remission, and hus a low probability of recurrence or
exacerbation;

(J) the past emotionul instability,was a temporary condition (¢.g., one causcd by
death. illness, or marital breakup), the situation has been resolved, and the individual
no longer shows indications of emotional instability;

{¢) there s no indication ol & current problem.

—
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GUIDELINE J: CRIMINAL CONDUCT

30. The Cancern. Criminal activity creates doubt about a person's judgment, reliability,
an'd }ruslwonluness. By its very nature, it calls into question & person's ability or
willingness to comply with laws, rules and regulations,

31, Conditions that could raise a security concern and may be disqualifying include:

'~
g

(1) a single serious crime or multiple lesser offenses;
{by discharge or dismissal from the Armed Forees under dishonorable conditions;

(e) allegation or admission of criminal conduct, regardless ot whether the person wax
lormally charged, formally prosceuted or convicted;

{(J) individual is currently on parole or probation;

(¢ violation of parole or probation, or failure to complete a court-mandated
rehabilitation program.

CConditions thar could mitigate security concerns include:

(1) so much time has elapsed since the criminal behavior happened, or it happened
under such unusual cireumstances that it is unlikely to recur and does not cast doub
on the individual’s reliability, trustworthiness, or good judgment:

{b) the person was pressured or coerced into commitling the act and those pressures
are no Jonger present in the person's Hife;

(¢) evidence that the person did not commit the oflense:

(J) there is evidence of successful rehabilitation; including but not limited o the
passage of time without recurrence of criminal activity, remorse or restitution, job
training or higher education, goud employment record, or constructive community
involvenient.

GUIDELINE K: HANDLING PROTECTED INFORMATION

33, The Coencern. Deliberate or negligent failure w comply with rules und regulations for
protecting classified or other sensitive information raises doubt about an individual's
irustworthiness, judginent, reliability, or willingness and ability 1 sufeguard such
information, and is a serious secunty concem.

14, Conditlons that condd raise a security coneern and may be disqualifying inchude:

(a) deliberate or negligent disclosure of classified or other proweted information o
unawthorized persons, including but not [mited to personal or busingss contacts, 10
e media, OF to persans present at senvnars, meetings, or conlercnees,

(h) collecting or stering classitied ur other protected information in any wnawhorizad
Jocation,
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(c) lvading, drafting, editing, modifying, storing, ransmitting, or otherwise handling
classificd reports, data, or other information on any unapproved equipment iucludinMg
but not limited to any typewriler, word processor, or computer hardware, suflware,
driv.e, system, gameboard, handheld, "palm” or pocket device or other adjunct
cqupment;

(d) inapprapriate ¢fforts to obtain or view classificd or other protected information
outside one's need o know:

(e) copying classificd or other protected information in a manner designed to concesl
or remove classification or other document control markings;

(0 viewing or downloading information from a secure system when the information is
heyond the individual's need-lo-know;

(1) any failure to comply with rules for the prowction of classified or other sensitive
information,
(h) negligence or lax security habits that persist despite counseling by management.

(1) fuilure to comply with rules or regulations that results in damage to the National
Sceurity, regardless of whether it was deliberate or negligent.

Conditions that could mitigate security concerns include:

(a) so much time has clapsed since the behavior, or it has happened so infrequently or
under such unusual circumstances, that it is unlikely to recur and does not cast doubt
on the individual’s cusrent reliability, trustworthiness, or good judgment;

(b) the individual responded favorably to counseling or remedial security training and
now demonstrates a positive atitude toward the discharge of security responsibilitics,

(¢) the security violations were due to improper or inadequate training.

GUIDELINE L: OUTSIDE ACTIVITIES

36. The Concern. Involvement in certain types of outside employment or activities is of
security concern if it poses a conflict of interest with an individual's security
responsibilities and could creal un incrensed risk of unauthorized disclosure of classilied

inlormation.

37 Conditions that could raise a security cancern and inay bhe disqualifving include:

(a) any cmployment or service, whether compensated or volunteer, with:
(1) the government ol a foreign country:
(2) any foreign national, urganization, or other entity;

(3) a representative of any fureign-interesy,
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(4) any foreign, domestic, or international organization or person engaged in
:u}al'ysxs, discussion, or publication of material on intelligence, detense, foreign
affairs, or protected technology; i

(b) failure to report or fully disclose an eutside activity when this is required.

38. Conditions that could mitigate security concerns include:

() cvaluation of the outside employment or activity by the appropriate security nr
count.cnmclhgunce office indicates that it does not puse a contlict with an individual's
security responsibilitics or with the national sceurity interests of the United States:

(b) the individual terminated the employment or discontinued the activity upon being
notified that it was in conflict with his or her security responsibilitics.

GUIDELINE M: USF OF INFORMATION TECHNOLOGY SYSTEMS

39. The Concern. Noncompliance with rules, procedures, guidelines or regulalions
peraining'to information iechnology systems may raise securily concerns about an
individual's reliability and trustworthiness, calling into question the willingness or nbility
to properly protect sensitive systems. networks, aiul information. [nformation Technology
Systems include all reluted computer hardware, soflware, {irmware, and data used [or the
communication, transmission, processing, imanipulation, storage, or protection of
information.

40. Conditions that could raise a security concern and may be disqualifying include:

(a) illcgal or unauthorized entry inlo any information technology system or
component thereof]

(b) itlegal or unauthorized modi fication, destruction, manipulation ur denial of aceess
to informaticn, soflware, firmaare, or hardware in an information technology system;

(¢) usc of any information technology system to gain unauthorized access o another
system or (0 & compartmented area within the same system;

(d) downloading, storing, of transmitting classified information on ar Lo any
annthorized software, hardware, or information technology system;

(¢) unauthorized use of a government or other information technology systeny,

() introduction, removal, or duplication of hardware, firmiware, software, or media ©
or {rom any information technology system without authorization, when prohibited
by rules, procedures, guidelines or regulations;

() negligence or lax sceurity habits in handling inforniation technology thit persist
despite counseling by managenmenty
\

h) any misuse ol infurmation technolony, whether defiterate or negligent, that resuls
in damage to the national securlty,

AV, Canditions that could mitigate security Concerns include:
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(a) so much time has clapsed since the behavior happened, or it happened under such
unusual circumstances, that it is unlikely 10 recur and does not cast doubt on the
individual's reliability, trustworthiness, or good judgment;

(b) the misuse was minor and done only in the interest of organizational efficiency
and cffectiveness, such as leiting another person use one's password or computer
when no other timely alternative was readily available;

(¢) the conduct was unintentional or inadvertent and was followed by « prompt, good-
faith ¢ffort 10 correct the situation and by notification of supervisor.

17
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Title 3—

The President

Executive Order 12968 of August 2, 1995

Access to Classified Information

The national interest requires that certain information be maintained in
confidence through a system of classification in order to protect our citizens,
our democralic institutions, and our participation within the community
of nations, The unauthorized disclosure of information classified in the
national interest can cause irreparable damage to the national security and
loss of human life.

Security policies designed to protect classified information must ensure
consistent, cost effective, and efficient protection of our Nation's classified
information, while providing fair and equitable treatment to those Americans
upon whom we rely to guard our national security.

This order establishes a uniform Federal personnel security program for
employees who will be considered for initial or continued access to classified
information.

NOW, THEREFORE, by the authority vested in me as President by the
Constitution and the laws of the United States of America, it is hereby
ordered as follows:

PART 1—DEFINITIONS, ACCESS TO CLASSIFIED INFORMATION, FI-
NANCIAL DISCLOSURE, AND OTHER ITEMS

Section 1.1. Definitions. For the purposes of this or;j\er: (a) "Agency” means
any "Executive agency,” as defined in 5 U.S.C. 105, the "military depart-
ments,” as defined in 5 U.S.C. 102, and any other entity within the executive
branch that comes into the possession of classified information, including
the Defense Intelligence Agency. National Security Agency, and the National
Reconnaissance Office.

(b) “Applicant” means a person other than an employee who has received
an authorized conditional offer of employment for a position that requires
access to classified information.

(c) "Authorized investigative agency’ means an agency authorized by
law or regulation to conduct a counterintelligence investigation or investiga-
tion of persons who are proposed for access to classified information to
ascertain whether such persons satisfy the criteria for obtaining and retaining
access to such information.

(d) “Classified information” means information that has been determined
pursuant to Executive Order No. 12958, or any successor order, Executive
Order No. 12951, or any successor order, or the Atomic Energy Act of
1954 (42 U.S.C. 2011). to require protection against unauthorized disclosure.

(e) “Employee” means a person, other than the President and Vice Presi-
dent, employed by, detailed or assigned to, an agency, including members
of the Armed Forces; an_expert or consultant to an agency. an industrial
or commercial contractor, licensee, certificate holder, or grantee of an agency,
including all subcontractors; a personal services contractor; or any other
category of person who acts for or on behalf of an agency as determined
by the appropriate agency head.

{(f) “Foreign power” and "agent of a foreign power” have the meaning
provided in 50 U.S.C. 1801.
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(9 "Need for access” means a determination that an employee requires
access to a particular level of classified information in order to perform
or assist in a lJawful and authorized governmental function.

(h) “Need-to-know™ means a determination made by an authorized holder
of classified information that a prospective recipient requires access to spe-
cific classified information in order to perform or assist in a lawful and
authorized governmental function.

(i) "Overseas Security Policy Board” means the Board established by the
President to consider, develop, coordinate and promote policies, standards
and agreements on overseas security operations, programs and projects that
affect all United States Government agencies under the authority of a Chief
of Mission.

{j) "“Security Policy Board" means the Board established by the President
to consider, coordinate, and recommend policy directives for U.S. security
policies, procedures, and practices.

(k) “'Special access program’ has the meaning provided in section 4.1
of Executive Order No. 12958, or any successor order.
Sec. 1.2. Access to Classified Information. (a) No employee shall be granted
access to classified information unless that employee has been determined
to be eligible in accordance with this order and to possess a need-to-know.

(b) Agency heads shall be responsible for establishing and maintaining
an effective program to ensure that access to classified information by each
employee is clearly consistent with the interests of the national security.

(c) Employees shall not be granted access to classified information unless
they:

(1) have been determined to be eligible for access under section 3.1 of
this order by agency heads or designated officials based upon a favorable
adjudication of an appropriate investigation of the employee's background;

(2) have a demonstrated need-to-know; and
{3) have signed an approved nondisclosure agreement,

(d) All employees shall be subject to investigation by an appropriate
government authority prior to being granted access to classified information
and at any time during the period of access to ascertain whether they
continue to meet the requirements for access.

(e)(1) All employees granted access to classified information shall be re-
quired as a condition of such access to provide to the employing agency
written consent permitting access by an authorized investigative agency,
for such time as access to classified information is maintained and for
a period of 3 years thereafter, to:

(A) relevant financial records that are maintained by a financial institution
as defined in 31 U.S.C. 5312(a) or by a holding company as defined in
section 1101(6) of the Right to Financial Privacy Act of 1978 (12 U.S.C.
3401);

(B) consumer reports pertaining to the employee under the Fair Credit
Reporting Act (15 U.S.C. 1681a); and

(C) records maintained by commercial entities within the United States
pertaining to any travel by the employee outside the United States.

{(2) Information may be requested pursuant to employee consent under
this section where:

(A) there are reasonable grounds to believe, based on credible information,
that the employee or former employee is, or may be, disclosing classified
information in an unauthorized manner to a foreign power or agent of
a foreign power,

(B) information the employing agency deems credible indicates the em-
ployee or former employee has incurred excessive indebtedness or has ac-
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quired a level of affluence that cannot be explained by other information;
or

(C) circumstances indicate the employee or former employee had the
capability and opportunity to disclose classified information that is known
to have been lost or compromised to a foreign power or an agent of a
foreign power.

(3) Nothing in this section shall be construed to affect the authority

of an investigating agency to obtain information pursuant to the Right to
Financial Privacy Act, the Fair Credit Reporting Act or any other applicable
law.
Sec. 1.3. Financial Disclosure. (a) Not later than 180 days after the effective
date of this order, the head of each agency that originates, handles, transmits,
or possesses classified information shall designate each employee, by position
or category where possible, who has a regular need for access to classified
information that, in the discretion of the agency head, would reveal:

(1) the identity of covert agents as defined in the Intelligence Identities
Protection Act of 1982 (50 U.S.C. 421);

(2) technical or specialized national intelligence collection and processing
systems that, if disclosed in an unauthorized manner, would substantxally
negate or impair the effectiveness of the system;

(3) the details of:

(A) the nature, contents, algorithm, preparation, or use of any code, cipher,
or cryptographic system or;

{B) the design, construction, functioning, maintenance, or repair of any
cryptographic equipment; but not including information concerning the use
of cryptographic equipment and services;

(4) particularly sensitive special access programs, the disclosure of which
would substantially negate or impair the effectiveness of the information
or activity involved; or

(5) especially sensitive nuclear weapons design information (but only for
those positions that have been certified as being of a high degree of impor-
tance or sensitivity, as described in section 145(f) of the Atomic Energy
Act of 1954, as amended).

{b) An employee may not be granted access, or hold a position designated
as requiring access, to information described in subsection (a) unless, as
a condition of access to such information, the employee:

(1) files with the head of the agency a financial disclosure report, including
information with respect to the spouse and dependent children of the em-
ployee, as part of all background investigations or reinvestigations;

(2) is subject to annual financial disclosure requirements, if selected by
the agency head; and

(3) files relevant information concerning foreign travel, as determined
by the Security Policy Board.

(c) Not later than 180 days after the effective date of this order, the

Security Policy Board shall develop procedures for the implementation of
this section, including a standard financial disclosure form for use by employ-
ees under subsection (b) of this section, and agency heads shall identify
certain employees, by position or category, who are subject to annual finan-
cial disclosure.
Sec. 1.4. Use of Automated Financial Record Data Bases. As part of all
investigations and reinvestigations described in section 1.2(d) of this order,
agencies may request the Department of the Treasury, under terms and
conditions prescribed by the Secretary of the Treasury, to search automated
data bases consisting of reports of currency transactions by financial institu-
tions, international transportation of currency or monetary instruments, for-
eign bank and financial accounts, transactions under $10,000 that are reported
as possible money laundering violations, and records of foreign travel.
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Sec. 1.5. Employee Education and Assistance. The head of each agency
that grants access to classified information shall establish a program for
employees with access to classified information to: (a) educate employees
about individual responsibilities under this order; and

(b) inform employees about guidance and assistance available concerning
issues that may affect their eligibility for access to classified information,
including sources of assistance for employees who have questions or concerns
about financial matters, mental health, or substance abuse.

PART 2—ACCESS ELIGIBILITY POLICY AND PROCEDURE

Sec. 2.1. Eligibility Determinations. (a) Determinations of eligibility for access
to classified information shall be based on criteria established under this
order. Such determinations are separate from suitability determinations with
respect to the hiring or retention of persons for employment by the govern-
ment or any other personnel actions.

(b) The number of employees that each agency determines are eligible
for access to classified information shall be kept to the minimum required
for the conduct of agency functions.

(1) Eligibility for access to classified information shall not be requested
or granted solely to permit entry to, or ease of movement within, controlled
areas when the employee has no need for access and access to classified
information may reasonably be prevented. Where circumstances indicate
employees may be inadvertently exposed to classified information in the
course of their duties, agencies are authorized to grant or deny, in their
discretion, facility access approvals to such employees based on an appro-
priate level of investigation as determined by each agency.

(2) Except in agencies where eligibility for access is a mandatory condition
of employment, eligibility for access to classified information shall only
be requested or granted based on a demonstrated, foreseeable need for access.
Requesting or approving eligibility in excess of actual requirements is prohib-
tted.

(3) Eligibility for access to classified information may be granted where
there is a temporary need for access, such as one-time participation in
a classified project, provided the investigative standards established under
this order have been satisfied. In such cases, ‘a fixed date or event for
expiration shall be identified and access to classified information shall be
limited to information related to the particular project or assignment.

(4) Access to classified information shall be terminated when an employee

no longer has a need for access.
Sec. 2.2. Level of Access Approval. {a) The level at which an access approval
is granted for an employee shall be limited, and relate directly, to the
level of classified information for which there is a need for access, Eligibility’
for access to a higher level of classified information includes eligibility
for access to information classified at a lower level.

(b) Access to classified information relating to a special access program

shall be granted in accordance with procedures established by the head
of the agency that created the program or, for programs pertaining to intel-
ligence activities (including special activities but not including military oper-
ational, strategic, and tactical programs) or intelligence sources and methods,
by the Director of Central Intelligence. To the extent possible and consistent
with the national security interests of the United States, such procedures
shall be consistent with the standards and procedures established by and
under this order.
Sec. 2.3 Temporary Access to Higher Levels. (a) An employee who has
been determined to be eligible for access to classified information based
on favorable adjudication of a completed investigation may be granted tem-
porary access to a higher level where security personnel authorized by
the agency head to make access eligibility determinations find that such
access:
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(1) s necessary o meet operational or contractual exigencies not expected
to be of a recurring nature;

(2) will not exceed 180 days; and

(3) is limited to specific, identifiable information that is made the subject
of a writlen access record,

(b) Where the access granted under subsection (a) of this section involves

another agency's classified information, that agency must concur before ac-
cess to its information is granted.
Sec. 2.4, Reciprocal Acceptance of Access Eligibility Determinations. (a)
Except when an agency has substantial information indicating that an em-
ployee may not satisfy the standards in section 3.1 of this order, background
investi-gations and eligibility determinations conducted under this order
shall be mutually and reciprocally accepted by all agencies.

(b) Except where there is substantial information indicating that the em-
ployee may not satisfy the standards in section 3.1 of this order, an employee
with existing access to a special access program shall not be denied eligibility
for access to another special access program at the same sensitivity level
as determined personally by the agency head or deputy agency head, or
have an existing access eligibility readjudicated, so long as the employee
has a need for access to the information involved.

(c) This section shall not preclude agency heads from establishing addi-
tional, but not duplicative, investigative or adjudicative procedures for a
special access program or for candidates for detail or assignment to their
agencies, where such procedures are required in exceptional circumstances
to protect the national security.

(d) Where temporary eligibility for access is granted under sections 2.3

or 3.3 of this order or where the determination of eligibility for access
is conditional, the fact of such temporary or conditional access shall be
conveyed to any other agency that considers affording the employee access
to its information.
Sec. 2.5. Specific Access Requirement. (a) Employees who have been deter-
mined to be eligible for access to classified information shall be given
access to classified information only where there is a need-to-know that
information.

(b) It is the responsibility of employees who are authorized holders of

classified information to verify that a prospective recipient's eligibility for
access has been granted by an authorized agency official and to ensure
that a need-to-know exists prior to allowing such access, and to challenge
requests for access that do not appear well-founded.
Sec. 2.6, Access by Non-United States Citizens. (a) Where there are compel-
ling reasons in furtherance of an agency mission, immigrant alien and foreign
national employees who possess a special expertise may, in the discretion
of the agency, be granted limited access to classified information only for
specific programs, projects, contracts, licenses, certificates, or grants for
which there is a need for access. Such individuals shall not be eligible
for access to any greater level of classified information than the United
States Govern-ment has determined may be releasable to the country of
which the subject is currently a citizen, and such limited access may be
approved only if the prior 10 years of the subject’s life can be appropriately
investigated. If there are any doubts concerning granting access, additional
lawful investigative procedures shall be fully pursued.

{b) Exceptions to these requirements may be permitted only by the agency
head or the senior agency official designated under section 6.1 of this
order to further substantial national security interests.

PART 3—ACCESS ELIGIBILITY STANDARDS

Sec. 3.1, Standards. (a) No employee shall be deemed lo be eligible for
access to classified information merely by reason of Federal service or con-
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tracting, licensee, certificate holder, or grantee status, or as a matter of
right or privilege, or as a result of any particular title, rank, position, or
affiliation.

(b) Except as provided in sections 2.6 and 3.3 of this order, eligibility
for access to classified information shall be granted only to employees who
are United States citizens for whom an appropriate investigation has been
completed and whose personal and professional history affirmatively indi-
cates loyalty to the United States, strength of character, trustworthiness,
honesty, reliability, discretion, and sound judgment, as well as freedom
from conflicting allegiances and potential for coercion, and willingness and
ability to abide by regulations governing the use, handling, and protection
of classified information. A determination of eligibility for access to such
information is a discretionary security decision based on judgments by appro-
priately trained adjudicative personnel. Eligibility shall be granted only where
facts and circumstances indicate access to classified information is clearly
consistent with the national security interests of the United States, and
any doubt shall be resolved in favor of the national security.

(c) The United States Government does not discriminate on the basis
of race, color, religion, sex, national origin, disability, or sexual orientation
in granting access to classified information.

(d) In determining eligibility for access under this order, agencies may
investigate and consider any matter that relates to the determination of
whether access is clearly consistent with the interests of national security.
No inference concerning the standards in this section may be raised solely
on the basis of the sexual orientation of the employee.

(e} No negative inference concerning the standards in this section may
be raised solely on the basis of mental health counseling. Such counseling
can be a positive factor in eligibility determinations. However, mental health
counseling, where relevant to the adjudication of access to classified informa-
tion, may justify further inquiry to determine whether the standards of
subsection (b) of this section are satisfied, and mental health may be consid-
ered where it directly relates to those standards.

() Not later than 180 days after the effective date of this order, the

Security Policy Board shall develop a common set of adjudicative guidelines
for determining eligibility for access to classified information, including
access to special access programs,
Sec. 3.2, Basis for Eligibility Approval. (a) Eligibility determinations for
access to classified information shall be based on information concerning
the applicant or employee that is acquired through the investigation con-
ducted pursuant to this order or otherwise available to security officials
and shall be made part of the applicant’s or employee's security record.
Applicants or employees shall be required to provide relevant information
pertaining to their background and character.for use in investigating and
adjudicating their eligibility for access. »

(b) Not later than 180 days after the effective date of this order, the
Security Policy Board shall develop a common set of investigative standards
for background investigations for access to classified information. These
standards may vary for the various levels of access.

(c) Nothing in this order shall prohibit an agency from utilizing any

lawful investigative procedure in addition to the investigative requirements
set forth in this order and its implementing regulations to resolve issues
that may arise during the course of a background investigation or
reinvestigation,
Sec. 3.3. Special Circumstances. (a) In exceptional circumstances where
official functions must be performed prior to the completion of the investiga-
tive and adjudication process, temporary eligibility for access to classified
information may be granted to an employee while the initial investigation
is underway. When such eligibility is granted, the initial investigation shall
be expedited.
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(1) Temporary eligibility for access under this section shall include a
justification, and the employee must be notified in writing that further
access is expressly conditioned on the favorable completion of the investiga-
tion and issuance of an access eligibility approval. Access will be imme-
diately terminated, along with any assignment requiring an access eligibility
approval, if such approval is not granted.

(2) Temporary eligibility for access may be granted only by security person-
nel authorized by the agency head to make access eligibility determinations
and shall be based on minimum investigative standards developed by the
Security Policy Board not later than 180 days after the effective date of
this order.,

(3) Temporary eligibility for access may be granted only to particular,
identified categories of classified information necessary to perform the lawful
and authorized functions that are the basis for the granting of temporary
access.

(b) Nothing in subsection (a) shall be construed as altering the authority
of an agency head to waive requirements for granting access to classified
information pursuant to statutory authority.

(c) Where access has been terminated under section 2.1(b)(4) of this order
and a new need for access arises, access eligibility up to the same level
shall be reapproved without further investigation as to employees who were
determined to be eligible based on a favorable adjudication of an investigation
completed within the prior 5 years, provided they have remained employed
by the same employer during the period in question, the employee certifies
in writing that there has been no change in the relevant information provided
by the employee for the last background investigation, and there is no
information that would tend to indicate the employee may no longer satisfy
the standards established by this order for access to classified information.

{d) Access eligibility shall be reapproved for individuals who were deter-
mined to be eligible based on a favorable adjudication of an investigation
completed within the prior 5 years and who have been retired or otherwise
separated from United States Government employment for not more than
2 years; provided there is no indication the individual may no longer satisfy
the standards of this order, the individual certifies in writing that there
has been no change in the relevant information provided by the individual
for the last background investigation, and an appropriate record check reveals
no unfavorable information.

Sec. 3.4. Reinvestigation Requirements. (a) Because circumstances and charac-
teristics may change dramatically over time and thereby alter the eligibility
of employees for continued access to classified information, reinvestigations
shall be conducted with the same priority and care as initial investigations.

(b) Employees who are eligible for access to classified information shall
be the. subject of periodic reinvestigations and may also be reinvestigated
if, at any time, there is reason to believe that they may no longer meet
the standards for access established in this order.

() Not later than 180 days after the effective date of this order, the
Security Policy Board shall develop a common set of reinvestigative stand-
ards, including the frequency of reinvestigations.

PART 4—INVESTIGATIONS FOR FOREIGN GOVERNMENTS

Sec. 4. Authority. Agencies that conduct background investigations, including
the Federal Bureau of Investigation and the Department of State, are author-
ized to conduct personnel security investigations in the United States when
requested by a foreign government as part of its own personnel security
program and with the consent of the individual.
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PART 5—REVIEW OF ACCESS DETERMINATIONS

Sec. 5.1. Determinations of Need for Access, A determination under section
2.1(b){4) of this order that an employee does not have, or no longer has,
a need for access is a discretionary determination and shall be conclusive.

Sec. 5.2, Review Proceedings for Denials or Revocations of Eligibility for
Access. (a) Applicants and employees who are determined to not meet
the standards for access to classified information established in section.
3.1 of this order shall be:

(1) provided as comprehensive and detailed a written explanation of the
basis for that conclusion as the national security interests of the United
States and other applicable law permit;

(2) provided within 30 days, upon request and to the extent the documents
would be provided if requested under the Freedom of Information Act
{5 U.S.C. 552) or the Privacy Act (3 U.S.C. 552a), as applicable, any docu-
ments, records, and reports upon which a denial or revocation is based;

(3) informed of their right to be represented by counsel or other representa-
tive at their own expense; to request any documents, records, and reports
as described in section 5.2(a)(2) upon which a denial or revocation is based;
and to request the entire investigative file, as permitted by the national
security and other applicable law, which, if requested, shall be promptly
provided prior to the time set for a written reply;

(4) provided a reasonable opportunity to reply in writing to, and to request
a review of, the determination;

(5) provided written notice of and reasons for the results of the review,
the identity of the deciding authority, and written notice of the right to
appeal;

(6) provided an opportunity to appeal in writing to a high level panel,
appointed by the agency head, which shall be comprised of at least three
members, two of whom shall be selected from outside the security field.
Decisions of the panel shall be in writing, and final except as provided
in subsection (b) of this section; and

(7) provided an opportunity to appear personally and to present relevant
documents, materials, and information at some point in the process before
an adjudicative or other authority, other than the investigating entity, as
determined by the agency head. A written summary or recording of such
appearance shall be made part of the applicant's or employee's security
record, unless such appearance occurs in the presence of the appeals panel
described in subsection (a)(6) of this section.

(b) Nothing in this section shall prohibit an agency head from personally
exercising the appeal authority in subsection (a)(6) of this section based
upon recommendations from an appeals panel. In such case, the decision
of the agency head shall be final.

(c) Agency heads shall promulgate regulations to implement this section
and, at their sole discretion and as resources and national security consider-
ations permit, may provide additional review proceedings beyond those
required by subsection (a) of this section. This section does not require
additional proceedings, however, and creates no procedural or substantive
rights.

(d) When the head of an agency or principal deputy personally certifies
that a procedure set forth in this section cannot be made available in
a particular case without damaging the naticnal security interests of the
United States by revealing classified information, the particular procedure
shall not be made available. This certification shall be conclusive.

(e) This section shall not be deemed to limit or affect the responsibility
and power of an agency head pursuant to any law or other Executive
order to deny or terminate access to classified information in the interests
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of national security. The power and responsibility to deny or terminate
access to classified information pursuant to any law or other Executive
order may be exercised only where the agency head determines that the
procedures prescribed in subsection (a) of this section cannot be invoked
in a manner that is consistent with national security. This determination
shall be conclusive.

(f)(1) This section shall not be deemed to limit or affect the responsibility
and power of an agency head to make determinations of suitability for
employment.

(2) Nothing in this section shall require that an agency provide the proce-
dures prescribed in subsection (a) of this section to an applicant where
a conditional offer of employment is withdrawn for reasons of suitability
or any other reason other than denial of eligibility for access to classified
informatjon.

(3) A suitability determination shall not be used for the purpose of denying
an applicant or employee the review proceedings of this section where
there has been a denial or revocation of eligibility for access to classified
information.

PART 6—IMPLEMENTATION

Sec. 6.1, Agency Implementing Responsibilities. Heads of agencies that grant
employees access to classified information shall: (a) designate a senior agency
official to direct and administer the agency's personnel security program
established by this order. All such programs shall include active oversight
and continuing security education and awareness programs to ensure effective
implementation of this order;

(b) cooperate, under the guidance of the Security Policy Board, with
other agencies to achieve practical, consistent, and effective adjudicative
training and guidelines; and

{c) conduct periodic evaluations of the agency’'s implementation and ad-
ministration of this order, including the implementation of section 1.3(a)
of this order. Copies of each report shall be provided to the Security Policy
Board.

Sec. 6.2. Employee Responsibilities. (a) Employees who are granted eligibility
for access to classified information shall:

(1) protect classified information in their custody from unauthorized disclo-
sure;

(2) report all contacts with persons. including foreign nationals. who seek
in any way to obtain unauthorized access to classified information;

(3) report all violations of security regulations to the appropriate security
officials; and

(4) comply with all other security requirements set forth in this order
and its implementing regulations.

(b) Employees are encouraged and expected to report any information
that raises doubts as to whether another employee’'s continued eligibility
for access to classified information is clearly consistent with the national
security.

Sec. 6.3. Security Policy Board Responsibilities and Implementation. (a)
With respect to actions taken by the Security Policy Board pursuant to
sections 1.3(c), 3.1{f), 3.2(b}), 3.3(a)(2), and 3.4(c) of this order, the Security
Policy Board shall make recommendations to the President through the
Assistant to the President for National Security Affairs for implementation.

{b) Any guidelines, standards, or procedures developed by the Security
Policy Board pursuant to this order shall be consistent with those guidelines
issued by the Federal Bureau of Investigation in March 1994 on Background
Investigations Policy/Guidelines Regarding Sexual Orientation.
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(c) In carrying out its responsibilities under this order, the Security Policy
Board shall consult where appropriate with the Overseas Security Policy
Board. In carrying out its responsibilities under section 1.3(c) of this order,
the Security Policy Board shall obtain the concurrence of the Director of
the Office of Management and Budget.

Sec. 6.4. Sanctions. Employees shall be subject to appropriate sanctions
if they knowingly and willfully grant eligibility for, or allow access to,
classified information in violation of this order or its implementing regula-
tions. Sanctions may include reprimand, suspension without pay, removal,
and other actions in accordance with applicable law and agency regulations.

PART 7—GENERAL PROVISIONS

Sec. 7.1. Classified Information Procedures Act. Nothing in this order is
intended to alter the procedures established under the Classified Information
Procedures Act (18 U.S.C. App. 1).

Sec. 7.2. General. (a) Information obtained by an agency under sections
1.2(e) or 1.3 of this order may not be disseminated outside the agency,
except to:

(1) the agency employing the employee who is the subject of the records
or information;

(2) the Department of Justice for law enforcement or counterintelligence
purposes, or

(3) any agency if such information is clearly relevant to the authorized
responsibilities of such agency.

(b) The Attorney General, at the request of the head of an agency, shall
render an interpretation of this order with respect to any question arising
in the course of its administration.

(c) No prior Executive orders are repealed by this order. To the extent
that this order is inconsistent with any provision of any prior Executive
order, this order shall control, except that this order shall not diminish
or otherwise affect the requirements of Executive Order No. 10450, the
denial and revocation procedures provided to individuals covered by Execu-
tive Order No. 10865, as amended, or access by historical researchers and
former presidential appointees under Executive Order No. 12958 or any
successor order.

(d) If any provision of this order or the application of such provision
is held to be invalid, the remainder of this order shall not be affected.

{e) This Executive order is intended only to improve the internal manage-
ment of the executive branch and is not intended to, and does not, create
any right to administrative or judicial review, or any other right or benefit
or trust responsibility, substantive or procedural, enforceable by a party
against the United States, its agencies or instrumentalities, its officers or
employees, or any other person.

(f) This order is effective immediately.
()\S‘&MMM‘ /MM*%

THE WHITE HOUSE.
August 2, 1995.




ATTACHMENT #5
LABOR HOUR BILLING INSTRUCTIONS

General: During performance and through final payment of this contract, the contractor is
responsible for the accuracy and completeness of data within the Central Contractor
Registration (CCR) database and for any liability resulting from the Government's reliance on
inaccurate or incomplete CCR data.

The contractor shall prepare invoices/vouchers for reimbursement of costs in the manner and
format described herein, FAILURE TO SUBMIT INVOICES/NVOUCHERS IN ACCORDANCE
WITH THESE INSTRUCTIONS WILL RESULT IN REJECTION OF THE INVOICE/VOUCHER
AS IMPROPER.

Standard Forms: Claims shall be submitted on the payee's letterhead, invoice/voucher, or on
the Government's Standard Form 1034, "Public Voucher for Purchases and Services Other than
Personal," and Standard Form 1035, "Public Voucher for Purchases Other than Personal--
Continuation Sheet.” ‘

Electronic Invoice/Voucher Submissions: The preferred method of submitting
vouchers/invoices is electronically to the U.S. Department of the Interior's National Business
Center, via email to;: NRCPayments NBCDenver@NBC.qov.

Hard-Copy Invoice/Voucher Submissions: If you submit a hard-copy of the invoice/voucher,
a signed original and supporting documentation shall be submitted to the following address:

Department of the Interior

National Business Center

Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

Purchase of Capital Property: ($50,000 or more with life of one year or longer)

Contractors must report to the Contracting Officer, electronically, any capital property acquired
with contract funds having an initial cost of $50,000 or more, in accordance with procedures set
forth in NRC Management Directive (MD) 13.1, IV, C — “Reporting Requirements” (revised
2/16/2011).

Agency Payment Office: Payment will continue to be made by the office designated in the
contract in Block 12 of the Standard Form 26, or Block 25 of the Standard Form 33, whichever
is applicable.

Frequency: The contractor shall submit claims for reimbursement once each month, uniess
otherwise authorized by the Contracting Officer.

Format: Invoices/Vouchers shall be submitted in the format depicted on the attached sample
form entitled "Invoice/Voucher for Purchases and Services Other Than Personal”. Alternate
formats are permissible only if they address all requirements of the Billing Instructions. The
instructions for preparation and itemization of the invoice/voucher are included with the sample
form.




Task Order Contracts: The contractor must submit a separate invoice/voucher for each
individual task order with detailed cost information. This includes all applicable cost elements
and other items discussed in paragraphs (a) through (q) of the attached instructions. In
addition, the invoice/voucher must specify the contract number, and the NRC-assigned
task/delivery order number.

Billing of Costs after Expiration of Contract: If costs are incurred during the contract period
and claimed after the contract has expired, you must cite the period during which these costs
were incurred. To be considered a proper expiration invoice/voucher, the contractor shall
clearly mark it "EXPIRATION INVOICE" or "EXPIRATION VOUCHER".

Final invoices/vouchers shall be marked "FINAL INVOICE" or "FINAL VOUCHER".

Currency: Invoices/Vouchers must be expressed in U.S. Dollars.



INVOICE/VOUCHER FOR PURCHASES AND SERVICES OTHER THAN PERSONAL
(SAMPLE FORMAT - COVER SHEET)

1. Official Agency Billing Office

Department of the Interior

National Business Center

Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

2. Invoice/Voucher Information

a. Payee's DUNS Number or DUNS+4. The Payee shall include the Payee's Data Universal
Number (DUNS) or DUNS+4 number that identifies the Payee's name and address. The
DUNS+4 number is the DUNS number plus a 4-character suffix that may be assigned at the
discretion of the Payee to identify altemative Electronic Funds Transfer (EFT) accounts for the
same parent concern.

b. Payee's Name and Address. Show the name of the Payee as it appears in the contract and
its correct address. If the Payee assigns the proceeds of this contract as provided for in the
assignment of claims terms of this contract, the Payee shall require as a condition of any such
assignment, that the assignee shall register separately in the Central Contractor Registration
(CCR) database at http://www.ccr.gov and shall be paid by EFT in accordance with the terms of
this contract. See Federal Acquisition Regulation 52.232-33(g) Payment by Electronic Funds
Transfer - Central Contractor Registration (October 2003).

c. Contract Number. Insert the NRC contract number (including Enterprise-wide Contract
(EWC)), GSA Federal Supply Schedule (FSS), Governmentwide Agency Contract (GWAC)
number, or Multiple Agency Contract (MAC) number, as applicable.

d. Task Order Number. Insert the task/delivery order number (If Applicable). Do not include
more than one task order per invoice or the invoice may be rejected as improper.

e. Invoice/NVoucher. The appropriate sequential number of the invoice/voucher, beginning with
001 should be designated. Contractors may also include an individual internal accounting
number, if desired, in addition to the 3-digit sequential number.

f. Date of Invoice/Voucher. Insert the date the invoice/voucher is prepared.

g. Billing period. Insert the beginning and ending dates (day, month, year) of the period during
which costs were incurred and for which reimbursement is requested.




h. Labor Hours Expended. Provide a general summary description of the services performed
and associated labor hours utilized during the invoice period. Specify the Contract Line item
Number (CLIN) or SubCLIN, as applicable, and information pertaining to the contract's labor
categories/positions, and corresponding authorized hours.

i. Property. For contractor acquired property, list each item with an initial acquisition cost of
$50,000 or more and provide: (1) an item description, (2) manufacturer, (3) model number,
(4) serial number, (5) acquisition cost, (6) date of purchase, and (7) a copy of the purchasing
document.

j. Shipping. Insert weight and zone of shipment, if shipped by parcel post.

k. Charges for freight or express shipments. Attach prepaid bill if shipped by freight or express.

I. Instructions. Include instructions to consignee to notify the Contracting Officer of receipt of
shipment.

m. For indefinite Delivery contracts, the final invoice/voucher shall be marked "FINAL
INVOICE" or "FINAL VOUCHER",

n. Direct Costs. Insert the amount billed for the following cost elements, adjustments,
suspensions, and total amounts, for both the current billing period and for the cumulative period
(from contract inception to end date of this billing period).

(n Direct (Burdened) Labor. This consists of salaries and wages paid (or accrued)
for direct performance of the contract itemized, including a burden (or load) for indirect
costs (i.e., fringe, overhead, General and Administrative, as applicable), and profit
component, as follows:

Labor Hours Burdened Cumulative
Category Billed Hourly Rate Total Hours Bilied

(2) Contractor-acquired property ($50,000 or more). List each item costing $50,000
or more and having a life expectancy of more than one year, List only those items of
equipment for which reimbursement is requested. For each such item, list the following
(as applicable): (a) an item description, (b) manufacturer, (c) model number, (d) serial
number, (e) acquisition cost, (f) date of purchase, and (g) a copy of the purchasing
document.

3) Contractor-acquired property (under $50,000), Materials, and Supplies. These
are equipment other than that described in (2) above, plus consumable materials and
supplies. List by category. List items valued at $1,000 or more separately. Provide the
item number for each piece of equipment valued at $1,000 or more.

4) Materials Handling Fee. Indirect costs allocated to direct materials in accordance
the contractor's usual accounting procedures.




5 Consultant Fee. The supporting information must include the name, hourly or
daily rate of the consultant, and reference the NRC approval (if not specifically approved
in the original contract).

(6) Travel. Total costs associated with each trip must be shown in the following
format;

Start Date Destination Costs

From To From To $

(Must include separate detailed costs for airfare, per diem, and other transportation
expenses. All costs must be adequately supported by copies of receipts or other
documentation.) ‘

(7 Subcontracts. Include separate detailed breakdown of all costs paid to approved
subcontractors during the billing period.

0. Total Amount Billed. Insert columns for total amounts for the current and cumulative periods.

p. Adjustments. Insert columns for any adjustments, including outstanding suspensions for
unsupported or unauthorized hours or costs, for the current and cumulative periods.

. Grand Totals.




3. Sample Invoice/Voucher Information

Sample Invoice/Voucher Information (Supporting Documentation must be attached)

This invoice/voucher represents reimbursable costs for the billing period from through
Amount Billed
Current Period Cumulative

{(a) Direct Costs

(1) Direct burdened labor $ $
(2)  Govemment property ($50,000 or more)  $ $
(3) Government property, Materials, and
Supplies (under $50,000 per item) $ $
(4)  Materials Handling Fee $ $
(5)  Consultants Fee $ $
(6)  Travel $ $
(7)  Subcontracts $ $
Total Direct Costs: $ $
(b) Total Amount Billed $ $
(c)  Adjustments (+/-) $ $
(d)  Grand Total $ $

(The invoice/voucher format provided above must include information similar to that included
below in the following to ensure accuracy and completeness.) '

SAMPLE SUPPORTING INFORMATION

The budget information provided below is for format purposes only and is illustrative.

Cost Elements:

1) Direct Burdened Labor - $4,800
Labor Hours Burdened Cumulative
Category Billed Rate Total Hours Billed
Senior Engineer | 100 $28.00 $2,800 975
Engineer 50 $20.00 $1,000 465
Computer Analyst 100 $10.00 $1.000 320

4 $4,800 1,760 hrs.
Burdened labor rates must come directly from the contract.
2) Govemment-furished and contractor-acquired property (350,000 or more) - $60,000

Prototype Spectrometer - item number 1000-01 = $60,000




3) Govemment-fumished and contractor-acquired property (under $50,000), Materials, and
Supplies - $2,000

10 Radon tubes @ $110.00 = $1,100
6 Pairs Electrostatic gloves @ $150.00 =$ 900
$2,000

4) Materials Handling Fee - $40

(2% of $2,000 in item #3)

5) Consultants’ Fee -~ $100

Dr. Carney - 1 hour fﬁlly-burdened @ $100 = $100
6) Travel - $2,640
(i) Airfare: (2 Roundtrip trips for 1 person @ $300 per r/t ticket)
Start Date End Date Days From To Cost

4/1/2011 4/7/2011 7 Philadelphia, PA Wash, D.C.  $300
7/1/2011 7/8/2011 8 Philadelphia, PA Wash, D.C.  $300

(i) Per Diem: $136/day x 15 days = $2,040

7) Subcontracting - $30,000

Company A = $10,000
Company B = $20,000
$30,000

(EX: Subcontracts for Companies A & B were consented to by the Contracting Officer
by letter dated 6/15/2011.)

Total Amount Billed $99,580
Adjustments (+/-) - 0
Grand Total $99,580

4. Definitions

Material handling costs. When included as part of material costs, material handling costs shall
include only costs clearly excluded from the labor-hour rate. Material handling costs may
include all appropriate indirect costs allocated to direct materials in accordance with the
contractor's usual accounting procedures.
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