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7B  Implementation Requirements for Hardware/Software Development
This section defines the requirements to be met by the hardware and software development 
implementation activities that are to be made available for review by the NRC. 

7B.1  Software Management Plan

[The Software Management Plan shall define:

(a) the organization and responsibilities for development of the software design; 
the procedures to be used in the software development; the interrelationships 
between software design activities; and the methods for conducting software 
safety analyses.

Within the defined scope and content of the Software Management Plan, 
accepted methods and procedures for the above activities are presented in the 
following documents:

(i) [IEEE 730, Standard for Software Quality Assurance Plans, Section 
3.4;

(ii) ASME NQA-2a, Part 2.7, Quality Assurance Requirements of 
Computer Software for Nuclear Facility Application;

(iii) ANSI/IEEE-ANS-7-4.3.2, Application Criteria for Digital Computers 
in Safety Systems for Nuclear Facilities (to be replaced by the issued 
version of P 7-4.3.2, “Standard Criteria for Digital Computers Used in 
Safety Systems of Nuclear Power Generation Stations”);

(iv) IEC 880, Software for computers in the safety systems of nuclear 
power stations, Section 3.1;

(v) IEEE 1228 (draft), Standard for Software Safety Plans;
(vi) IEEE 1012, Standard for Software Verification and Validation Plans, 

Section 3.5;
(vii) IEEE 830, Guide to Software Requirements Specifications, Section 5;
(viii) IEEE 1042, Guide to Software Configuration Management.]*

Note that within the set of documents listed above, differences may exist 
regarding specific methods and criteria applicable to the Software 
Management Plan. In situations where such differences exist, all of the 
methods and criteria presented within those documents are considered to be 
equally appropriate and valid and, therefore, any of the above listed 
documents may be selected as the basis for elements of the SMP.

* See Sections 7A.1(2) and 7A.1(1).
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(b) that the software safety analyses to be conducted for safety-related software 
applications shall:

(i) identify software requirements having safety-related implications;
(ii) document the identified safety-critical software requirements in the 

software requirements specification for the design;
(iii) incorporate in to the software design the safety-critical software 

functions specified in the software requirements specification;
(iv) identify in the coding and test of the developed software, those software 

modules which are safety-critical;
(v) evaluate the performance of the developed safety-critical software 

modules when operated within the constraints imposed by the 
established system requirements, software design, and computer 
hardware requirements;

(vi) evaluate software interfaces of safety-critical software modules;
(vii) perform equipment integration and validation testing that demonstrate 

that safety-related functions identified in the design input requirements 
are operational.

(c) the software engineering process, which is composed of the following life-cycle 
phases:

(i) Planning
(ii) Design Definition
(iii) Software Design
(iv) Software Coding
(v) Integration
(vi) Validation
(vii) Change control

(d) the Planning phase design activities, which shall address the following system 
design requirements and software development plans:

(i) Software Management Plan
(ii) Software Configuration Management Plan
(iii) Verification and Validation Plan
(iv) Equipment design requirements
(v) Safety analysis of design requirements
(vi) disposition of design and/or documentation nonconformances identified 

during this phase
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(e) the Design Definition phase design activities, which shall address the 
development of the following implementing equipment design and 
configuration requirements:

(i) equipment schematic;
(ii) equipment hardware and software performance specification;
(iii) equipment user’s manual;
(iv) data communications protocol;
(v) safety analysis of the developed design definition;
(vi) disposition of design and/or documentation nonconformances identified 

during this phase.

(f) the Software Design phase, which shall address the design of the software 
architecture and program structure elements, and the definition of software 
module functions:

(i) Software Design Specification;
(ii) safety analysis of the software design;
(iii) disposition of design and/or documentation nonconformances identified 

during this phase.

(g) the Software Coding phase, which shall address the following software coding 
and testing activities of individual software modules:

(i) software source code;
(ii) software module test reports;
(iii) safety analysis of the software coding;
(iv) disposition of nonconformances identified in this phase’s design 

documentation and test results.

(h) the Integration phase, which shall address the following equipment testing 
activities that evaluates the performance of the software when installed in 
hardware prototypical of that defined in the Design Definition phase:

(i) integration test reports;
(ii) safety analysis of the integration test results;
(iii) disposition of nonconformances identified in this phase’s design 

documentation and test results.
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(i) the Validation phase, which comprises the development and implementation of 
the following documented test plans and procedures:

(i) validation test plans and procedures;
(ii) validation test reports;
(iii) description of as-tested software;
(iv) safety analysis of the validation test results;
(v) disposition of nonconformances identified in this phase’s design 

documentation and test results;
(vi) software change control procedures.

(j) the Change Control phase, which begins with the completion of validation 
testing, and addresses changes to previously validated software and the 
implementation of the established software change control procedures.

7B.2  Configuration Management Plan

The Configuration Management Plan shall define:

(a) the specific product or system scope to which it is applicable, the 
organizational responsibilities for software configuration management, and 
methods to be applied to:

(i) identify design interfaces;
(ii) produce software design documentation;
(iii) process changes to design interface documentation and software design 

documentation;
(iv) process corrective actions to resolve deviations identified in software 

design and design documentation, including notification to end user of 
errors discovered in software development tools or other software;

(v) maintain status of design interface documentation and developed 
software design documentation;

(vi) designate and control software revision status. Such methods shall 
require that software code listings present direct indication of the 
software code revision status.

Within the defined scope and content of the Configuration Management Plan, 
accepted methods and procedures for the above activities are presented in the 
following documents:

(i) [IEEE 1042, Guide to Software Configuration Management;
(ii) IEEE 828, Standard for Software Configuration Management Plans;
(iii) ANSI/IEEE-ANS-7-4.3.2, Application Criteria for Digital Computers 

in Safety Systems for Nuclear Facilities (to be replaced by the issued 
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version of P 7-4.3.2, “Standard Criteria for Digital Computers Used in 
Safety Systems of Nuclear Power Generation Stations”);

(iv) IEC 880, Software for computers in the safety systems of nuclear 
power stations.]*

Note that within the set of documents listed above, differences may exist 
regarding specific methods and criteria applicable to the Configuration 
Management Plan. In situations that such differences exist, all of the methods 
and criteria presented within those documents are considered to be equally 
appropriate and valid. Therefore, any of the above listed documents may be 
selected as the basis for elements of the CMP.

(b) methods for, and the sequencing of, reviews to evaluate the compliance of 
software design activities with the requirements of the CMP;

(c) the configuration management of tools (such as compilers) and software 
development procedures;

(d) methods for the dedication of commercial software for safety-related usage;

(e) methods for tracking error rates during software development, such as the use 
of software metrics;

(f) the methods for design record collection and retention.

7B.3  Verification and Validation Plan

The Verification and Validation Plan shall define:

(a) that baseline reviews of the software development process are to be conducted 
during each phase of the software development life cycle and the scope and 
methods to be used in the baseline reviews to evaluate the implemented design, 
design documentation, and compliance with the requirements of the Software 
Management Plan and Configuration Management Plan.

Within the defined scope and content of the Verification and Validation Plan, 
accepted methods and procedures for the above activities are presented in the 
following documents:

(i) [IEEE 1012, Standard for Software Verification and Validation Plans;
(ii) ANSI/IEEE-ANS-7-4.3.2, Application Criteria for Digital Computers 

in Safety Systems for Nuclear Facilities (to be replaced by the issued 

* See Sections 7A.1(2) and 7A.1(1).
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version of P 7-4.3.2, “Standard Criteria for Digital Computers Used in 
Safety Systems of Nuclear Power Generation Stations”);

(iii) IEC 880, Software for computers in the safety systems of nuclear 
power stations.]*

Note that within the set of documents listed above, differences may exist 
regarding specific methods and criteria applicable to the Verification and 
Validation Plan. In situations that such differences exist, all of the methods and 
criteria presented within those documents are considered to be equally 
appropriate and valid and, therefore, any of the above listed documents may 
be selected as the basis for elements of the V&VP.

(b) that verification shall be performed as a controlled and documented 
evaluation of the conformity of the developed design to the documented design 
requirements at each phase of baseline review.

(c) that the use of commercial software and commercial development tools for 
safety-related applications is a controlled and documented procedure.

(d) that validation shall be performed through controlled and documented testing 
of the developed software that demonstrates compliance of the software with 
the software requirements specifications.

(e) that for safety-related software, verification reviews and validation testing are 
to be conducted by personnel who are knowledgeable in the technologies and 
methods used in the design, but who did not develop the software design to be 
reviewed and tested.

(f) that for safety-related software, design verification reviews shall be conducted 
as part of the baseline reviews of the design material developed during the 
Planning through Integration phases of the software development life-cycle (as 
defined in Criterion 1b, above), and that validation testing shall be conducted 
as part of the baseline review of the Validation phase of the software 
development life-cycle.

(g) that validation testing shall be conducted per a documented test plan and 
procedure.

(h) that for non-safety-related software development, verification and validation 
shall be performed through design reviews conducted as part of the baseline 
reviews completed at the end of the phases in the software development life 
cycle. These design reviews shall be performed by personnel knowledgeable in 
the technologies and methods used in the design development.

* See Sections 7A.1(2) and 7A.1(1).
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(i) the products which shall result from the baseline reviews conducted at each 
phase of the software development life-cycle; and that the defined products of 
the baseline reviews and the V&V Plan shall be documented and maintained 
under configuration management.

(j) the methods for identification, closure, and documentation of design and/or 
design documentation nonconformances.

(k) that the software development is not complete until the specified verification 
and validation activities are complete and design documentation is consistent 
with the developed software.]*

Completion of Software Development
Software development has been completed as defined in the SMP, CMP, and V&VP.

 

* See Section 7A.1(1).
Implementation Requirements for Hardware/Software Development 7B-7


	7B.1 Software Management Plan
	7B.2 Configuration Management Plan
	7B.3 Verification and Validation Plan


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 450
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for compliance with 10CFR1, Appendix A.  Created PDF documents can be opened with Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


