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7.3 Reactor Control System

The RCS performs several functions, such as maintaining the reactor in a shutdown state,
reactor startup, changing power levels, maintaining operation at a set power level, and shutting
down the reactor. In non-power reactor designs that allow pulsing (such as the TRIGA design);
the RCS can rapidly insert reactivity into the reactor core to produce a predetermined high-
power pulse of short duration, or to achieve a rapid increase in reactor power in a "square
wave." The RCS may be discussed using such subsystems as nuclear instruments, process
instruments, control elements, and interlocks. In describing each subsystem in the SAR, the
applicant should include design considerations and technical specification requirements.

In the nuclear instrument system, nuclear instruments monitor the neutron flux' from the
subcritical source multiplication range, through the critical range, and' through the
intermediate flux range to full power. Neutron flux instruments also should determine the
startup rate and, in some designs, reactor period information.

Linear and log neutron flux channels should be used to monitor the core neutron flux while
control rods are withdrawn or inserted to increase or decrease reactor -power. At least one
linear neutron flux channel should be calibrated to reactor thermal power.

The process instruments are designed to measure and display such parameters as coolant flow,
temperature, or level; fuel temperature; or air flow parameters within or from the reactor
room. In some designs, this information may also be sent to the RPS.

The typical non-power reactor has an automatic control (servo) system that controls the
reactor power about a point set by the operator. Most servo control systems compare the
output of a linear neutron flux channel against an adjustable voltage representing the desired
power level; and automatically change the position of a regulating rod in the core to change the
neutron flux density to reduce the difference between the two voltages until the actual reactor

7.3 Reactor Control System
Areas of Review

The RCS contains most of the 1&C subsystems
and components designed for the full range of
normal reactor operation. The areas of review
for the RCS should include a discussion of the
factors requested in Section 7.2 of the format
and content guide. The information for the
RCS may be presented under the following
subtopics:

e nuclear instruments—including all
detector channels designed to
monitor or measure nuclear
radiations, and possibly fuel
temperature within the reactor for
operational purposes

e process instruments—instruments
designed to measure and display such
parameters as coolant flow,
temperature, or level; fuel
temperature; or air flow parameters
within or from the reactor room

e control elements—types, number,
function, design, and operating
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power level is very nearly equal to the desired power level. This process can be performed by
analog control equipment or by software in a digital computer system.

Reactors with pulsing capabilities have a transient rod that, on command, is rapidly ejected out
of the core to a pre-programmed distance. This action rapidly inserts a known amount of excess
reactivity into the core that pulses the core power to very high levels for very short intervals.
The system can also be used to form a square wave power increase to a predetermined steady-
state power level.

The RCS for non-power reactors should have a set of equipment protection interlocks and
inhibits that prohibit or restrict operation of the reactor unless certain conditions are met. For
example, there should be an interlock that prohibits control rod motion unless the neutron flux
in the core produces a neutron count rate sufficient to help ensure that nuclear instruments
are responding to neutrons. There may be additional equipment protection interlocks to
ensure, for example, that there is sufficient coolant flow, shielding is intact, ventilation air is
flowing, coolant level is sufficient, and required neutron instruments and recorders are
functional. There may also be personnel protection interlocks to prevent reactor operation if
certain radiation fields are excessive. Control rods may be run back to automatically reduce the
reactor power when certain specified reactor conditions approach a predetermined limit, but
total reactor shutdown (scram) is not warranted.

Experimental facilities may be interlocked with the RCS to prevent reactor operation if the
experimental facility is not in the correct configuration. If experiments conducted in non-power
reactors could interact with the core to change reactivity or otherwise modify the reactor
operating conditions, data to the RCS or RPS from the experiment instruments may be needed
to detect reactivity changes. All experiments should be carefully considered for interaction with
the I&C system when the safety analysis for the experiment is performed. The analysis should
consider any interaction with the RCS or RPS. Where such interactions are warranted, they
should meet the standards used for the design of the systems to which the experimental
facilities will be connected.

features of reactivity control devices
other than fuel elements (coordinate
with the review of Chapter 4, "Reactor
Description")

e interlocks—circuits or devices to
inhibit or prevent an action, such as
control rod motion, unless a specified
precondition exists. Interlocks are
intended to protect personnel or
other subsystems from harm.

Title 10, Section 50.34(a) of the Code of Federal Regulations describes the information to be

The areas of review for the RCS should also
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supplied in a PSAR while 50.34(b) describes the information to be supplied in an FSAR. More
specifically, 10CFR50.34(a)(3)(i) requires applicants to provide the principal design criteria for
the facility and 10CFR50.34(a)(3)(ii) requires applicants to describe the design bases and the
relation of the design bases to the principal design criteria.

The applicant should include the following for each RCS subsystems:

include the following:

e criteria, bases, eriteria; standards, and
guidelines used for the design of the
RCS.

¢ adiscussion of the criteria for
developing the design bases for the
RCS I1&C system, including the basis
for evaluating the reliability and
performance of the I&C systems.

e A Biseuss description of the design criteria for the RCS as outlined in Section 7.2.1,
including any criteria specific to the reactor design not outlined in the section.

10CFR50.34(a)(3)(i) requires applicants to provide the principal design criteria for the
facility. The principal design criteria establish the necessary design, fabrication,
construction, testing, and performance requirements for structures, systems, and
components important to safety; that is, structures, systems, and components that
provide reasonable assurance that the facility can be operated without undue risk to
the health and safety of the public.

Types of design criteria that should be considered include, but are not limited to:

Consideration of the need to design against single failures (e.g., 1&C systems
should be designed so that a single failure will not prevent the safe shutdown
of the reactor),

Consideration of redundancy and diversity requirements,

Consideration of the type, size, and orientation of possible breaks in
components of the reactor coolant boundary in determining design
requirements to suitably protect against postulated loss-of-coolant accidents,
and
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4. Consideration of the possibility of systematic, nonrandom, concurrent failures
of redundant elements in the design of protection systems and reactivity
control systems.

The basis for evaluating the reliability and performance of the 1&C systems should be
included. All systems and components of the 1&C systems should be designed,
constructed, and tested to quality standards commensurate with the safety importance
of the functions to be performed. Where generally recognized codes and standards are
used, they should be named and evaluated for applicability, adequacy, and sufficiency.

e A Biseuss description of the design bases information specified in Section 7.2.2 and any
additional design bases of facility-specific subsystems.

10CFR50.34(a)(3)(ii) requires applicants to describe the design bases and the relation of the
design bases to the principal design criteria.

Design bases means that information which identifies the specific functions to be
performed by a structure, system, or component of a facility, and the specific values or
ranges of values chosen for controlling parameters as reference bounds for design. These
values may be (1) restraints derived from generally accepted "state of the art" practices for
achieving functional goals, or (2) requirements derived from analysis (based on calculation
and/or experiments) of the effects of a postulated accident for which a structure, system,
or component must meet its functional goals.

The design bases should identify modes of operation, environmental parameters, safety
functions, permissive conditions, variables to be monitored and their ranges, conditions for
manual control, and any other special design bases that may be imposed on the system
design (e.g., interlocks). For example, the modes of operation at a facility may require a
period meter; this should be identified in the design basis because some pulse reactors may
not need a period meter. For the control system, the design bases should demonstrate that
the RCS is not required for safety.

a review of the criteria for developing the
design bases for the RCS I1&C system,
including the basis for evaluating the
reliability and performance of the 1&C
systems should be provided.

a review of the design bases of the RCS to
confirm that the control systems include
the necessary features for manual and
automatic control of process variables
within prescribed normal operating limits.

a review to confirm that the RCS is not
required for safety and that there is a
protection system to protect against
failures of the control system.

e A Biseuss description of the system as specified in Section 7.2.3, including any additional

a description, including logic, schematics,
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system descriptive material specific to subsystem design and implementation not covered
in Section 7.2.

Title 10, Section 50.34(a) of the Code of Federal Regulations describes the information to
be supplied in a PSAR while 50.34(b) describes the information to be supplied in an FSAR.
The range of the sensors should cover the range of the accidents.

All applications should provide sufficient detail to allow an evaluation on the basis of their
technical content and completeness. The system description of the RCS should include
equipment and major components as well as block, logic, and schematic diagrams,
including hardware and software descriptions and software flow diagrams for digital
computer-based systems. The descriptions should also address how the system operational
and support requirements will be met and how the operator interface requirements will be
met. The applicant should include a description of the design criteria for the RCS as
outlined in Section 7.2.3 (Part 1), including any additional system descriptive material
specific to subsystem design and implementation not covered in Section 7.2.

and functional diagrams, of the overall
system and component subsystems. The
system description with diagrams and
auxiliary information should be
sufficiently complete to allow a thorough
review of all aspects of the RCS including
normal /abnormal operation,
maintenance, and accident scenarios.

= analysis of the adequacy of the design to
establish conformance to the design
bases and criteria for reactor power, rate
of power change, and pulsing information

= analysis of the adequacy of the design to
establish conformance to the design
bases and criteria for information on
required process variables to control
reactor operation

= application of the functional design and
analyses to the development of bases of
technical specifications, including
surveillance tests and intervals

= RCS failure modes to determine if any
malfunction of the RCS could prevent the
RPS from performing its safety function,
or could prevent safe shutdown of the
reactor.

An analysis of Analyze the operation and performance of the system as specified in Section

Acceptance Criteria
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7.2.4 including analyses and results of any features or aspects specific to the facility design
and implementation not specified in Section 7.2. The applicant should include faelude the
bases of any technical specifications and surveillance tests with intervals specific to the
design and operation of the systems.

In its analysis of the operation and performance of the RCS, the applicant should address
Address-the specific design features of the RCS, such as the following:

The acceptance criteria together with the use
of good engineering practice will help the
reviewer to conclude whether the RCS is
designed to provide for the reliable control of
reactor power level, rate of change of power
levels, and pulsing (if applicable) during
reactor startup, the fill range of normal
operation, and shutdown. Acceptance criteria
include the following:

Design Basis

1 10CFR50.55a(a)(1) requires that structures, systems, and components be designed, | The control systems should be designed and
fabricated, erected, constructed, tested, and inspected to quality standards of sufficient quality to minimize the potential
commensurate with the importance of the safety function to be performed. The for challenges to safety systems. Confirm that
design of the control system should be of sufficient quality to limit the potential for | the licensee has implemented a management
inadvertent actuation and challenges to safety systems. While the design of a control system that references or cites
control system that minimizes inadvertent actuations and challenges to a safety industry standards for the design, purchasing,
system is good practice, there is no specific requirement for such design practice in installing, and testing of the RCS.
reactor applications for which no transients occur. That is, inadvertent actuation
may not be a concern for research reactors below 2 MW and TRIGAs.

Provide a description of the quality program for the RCS.
2 Managerial and administrative controls are used to assure safe operation. Section Review the licensee’s QA program to confirm

50.34(a)(7) of 10 CFR requires that applicants for construction permits describe a
quality assurance program for the design and construction of the structures,
systems, and components of the facility. Section 50.34(b)(6)(ii) requires a
description in the SAR of managerial and administrative controls to be used to
ensure safe operation. ANSI/ANS 15.8-1995, endorsed by RG 2.5, provides an
acceptable method in developing a quality assurance program for the design,
construction, testing, modification, and maintenance of research and test reactors
for complying with the program requirements of 10CFR50.34.

the establishment of a quality assurance
program that provides controls over the
design, fabrication, installation, and
modification of the RCS and experimental
equipment to the extent that these impact
safety-related items. The licensee meets the
guidance of ANSI/ANS 15.8-1995, as endorsed
by RG 2.5, in developing a quality assurance
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program for complying with the program
requirements of 10 CFR 50.34, subsections
(a)(7) and (b)(6)(ii).
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3 The reactor control systems should be capable of maintaining system variables as Verify that the The range of operation of
defined in Section 7.2.3 (including the neutron flux density) within prescribed sensor (detector) channels sheuld-be is
operating ranges. Thus, the system should monitor variables and systems over their | sufficient to cover the expected range of
anticipated ranges for normal operation (from subcritical multiplication source level | variation of the monitored variable during
through the full licensed power range) defined in Section 7.2.2, for postulated normal and transient (pulsing or square wave)
accidents, and for accident conditions as appropriate to assure adequate safety, reactor operation.

4 including those variables and systems that can affect the fission process, the Verify that the Fhe RCS provides sheuld-give
integrity of the reactor core, the reactor coolant pressure boundary, and the continuous indication of the neutron flux from
containment and its associated systems. The sensors must adequately cover the subcritical source multiplication level through
range of operations and accident conditions and should be based on the accident the licensed maximum power range. This
conditions evaluated in Chapter 13. The sensors in the RCS gives a continuous continuous indication should ensure about
indication of the neutron flux density from subcritical multiplication source level to | one decade of overlap in indication is
the expected power ranges evaluated in other parts of the SAR. threugh-the-full maintained while observation is transferred
licensedpowerrange. If multiple detector channels are used, this continuous from one detector channel to another.

5 indication should overlap a minimum of one decade during detector changeover. Verify that the The sensitivity of each sensor

channel is sheuld-be commensurate with the
precision and accuracy to which knowledge of
the variable measured is required for the
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control of the reactor.

10

11

The RCS design analysis includes verification that instrumentation and systems,
along with the data processing systems and alarms, will reasonably assure operation
within specified design limits. The analysis of the design should provide assurance
that I&C systems can adequately monitor changes in core reactivity and maintain
variables that affect core reactivity within designed operating ranges, thus
minimizing the possibility of an adverse transient affecting the integrity of the
primary fission product barrier (e.g., fuel cladding).

With respect to provision of I1&C to monitor variables and systems that can affect
the fission process, the applicant should:

e Provide a description of the analysis that demonstrates that suitable
instrumentation and systems are provided to monitor the core power,
control rod positions and patterns, and other process variables such as
temperature and pressure, as applicable.

e Provide a description of the analysis that demonstrates that suitable alarms
and/or control room indications for these monitored variables are provided.

In addition, the applicant should provide a description of the specific design features
of the RCS should address the following:

e Detector channels directly monitor the neutron flux density for presentation
of reactor power level and power rate-of-change.

e The RCS has at least two channels of reactor power indication through the
licensed power range.

e The startup and operating power detector channels can discriminate against

Confirm that the Fhe system provides sheuld
give reliable reactor power level and rate-of-
change information from detectors or sensors
that directly monitor the neutron flux.

Confirm that the Fhe system provides sheuld
give reliable information about the status and
magnitude of process variables necessary for
the full range of normal reactor operation.

Confirm that the Fhe system is should-be
designed with sufficient control of reactivity
for all required reactor operations including
pulsing, and to ensure compliance with
analyzed requirements on excess reactivity
and shutdown margins.

Confirm that the Fhe RCS provides sheuld-give
redundant reactor power level indication
through the licensed power range (i.e.,
redundant sensors with their own display).

Confirm that the Fhe location and sensitivity
of at least one reactor startup channel, along
with the location and emission rate of the
neutron startup source, is should-be designed
to ensure that changes in reactivity will be
reliably indicated even with the reactor shut
down (see Chapter 4).

Confirm that a A startup channel with
interlock provides sheuld-give indication of
neutrons and should prevent reactor startup
(increase in reactivity) without sufficient
neutrons in the core.
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12 strong gamma radiation, such as that present after long periods of Confirm that the Fhe startup and low-power
operation at full power, to ensure that indicated changes in neutron flux range detectors is sheuld-be capable of
density are reliable. discriminating against strong gamma

radiation, such as that present after long
e The reactor power indication of at least one channel should remain reliable | periods of operation at full power, to ensure
for some predetermined range above the licensed power level. For reactors | that changes in neutron flux density are
with power level as a safety limit, the instrumentation should be able to reliably measured.

13 indicate if the safety limit was exceeded. For other reactor types, at least At least one neutron flux measuring channel
one channel should be able to indicate if the power level, which is the basis | provides sheuld-give reliable readings to a
for limiting licensed power level, was exceeded. predetermined power level. For reactors with

power as a safety limit, the measurable power
e All control rod positions should be indicated at the control console level should be above the safety limit. For
throughout their travel and should indicate when they are at an "in" or reactors without power as a safety limit, the
"out" limit. measurable power level should be high
enough to show that the basis for limiting
A summary of the analysis used to confirm the adequacy of control systems with licensed power level is not exceeded.
14 respect to maintaining variables within operational limits during facility operation The automatic and manual control element
and to confirm that the impact of control system failures is appropriately included in | absorber, drive, and display systems are
the maximum hypothetical accident analyses. The applicant should summarize in sheuld-be designed to limit reactor periods
this section of the SAR why the system design is sufficient and suitable for and power oscillations and levels to values
performing the functions stated in the design bases. found acceptable in the reactor dynamic
analyses in Chapter 4 of the SAR, and rod and
driver positions should be clearly indicated for
operator or interlock use.

15 Show that RCS is designed for reliable operation in the normal range of Fhe-Pcicheuld-bodesigned-forralinlle

environmental conditions anticipated within the facility. If environmental controls seoriiendn-the-nermalrange-ef

such as heat tracing of instrument lines or cabinet cooling fans are necessary to
protect equipment from environmental conditions, these should also be described.

. Gt . ithi
thefacility- Verify that the licensee has shown

that the specifications on the 1&C are within
the bounds of the normal range of
environmental conditions.
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16

Maintaining system performance provides the basis for the technical specifications
of non-power reactors (Ch. 14), consistent with the safety analysis with respect to
reliability, availability, and capability of the RCS.

Show that the capability of the RCS is addressed by limiting or enveloping conditions
of design and operation, such as:

e The control rod drive speed in "manual" and "automatic" modes of
operation should be limited to that analyzed and allowed for controlling the
rate of change of reactivity.

e The RCS and the reactor reactivity control system should meet the
requirements of minimum shutdown margin considering the stuck rod
criteria.

Factors in experiments which could adversely affect control system features include:

a. Neutron flux perturbations affecting calibrations of safety channels and/or
rod worths.

b. Mechanical forces adversely affecting shielding or confinement arising from
causes as in mechanical forces on fuel cladding arising from the
manipulation of experimental components, from tools used for such
manipulation, from thermal stress, vibration, or shock waves, or from
missiles arising from functioning or malfunctioning experiments.

c. Radiation fields or radioactive releases from experiments which can mask
the performance of an operational monitoring system intended for the
detection of fission product releases at early stages.

d. Physical interference by experiment components with reactor system
components such as control or safety rods or physical displacement of
reactor system shielding.

Describe the factors in experiments that can adversely affect control system

Technical specifications, including surveillance
tests and intervals, should be based on SAR
analyses and should give the necessary
confidence in availability and reliable
operation of detection channels and control
elements and devices.

Verify that the licensee has identified those
I&C functions and variables to be probable
subjects of technical specifications for the
facility. The rate of change of reactivity of any
unsecured experiment, any movable
experiment, or any combination of such
experiments introduced by intentionally
setting the experiment(s) in motion relative to
the reactor should not exceed the capacity of
the control system to provide compensation.
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features and any associated technical specifications arising from experimental
systems.

Describe plans for installation of software on installed systems in operating plants,
recognizing the need to declare all affected functions inoperable according to the
plant’s technical specifications before proceeding with installation, and to conduct
appropriate return-to-service testing before declaring the modified function
operable.

17 The RCS has a reactor period channel that covers subcritical neutron source If required by the SAR analysis, confirm that
multiplication from the approach to critical, through critical, and into the licensed the system provides sheuld-give a reactor
power range. Depending on the analysis in the SAR, some reactors may not have period or a startup rate indication that covers
this channel. subcritical neutron multiplication, the

approach to critical, through critical, into the
If the design basis requires the use of period meters, show that the reactivity operating power range.
control systems are designed with appropriate limits on the potential amount and
rate of reactivity increase to assure that the effects of postulated reactivity
accidents cannot impair significantly the capability to cool the core. These
postulated reactivity accidents shall include consideration of reactivity addition
accidents (e.g., ramp, pulse, experiments, etc.), as applicable.

18 Demonstrate that any single control system component or channel, or failure or Confirm that all interfaces between control
removal from service of any single protection system component or channel which systems and protection systems have been
is common to the control and protection systems, shall leave intact a system properly identified and addressed, thereby
satisfying all reliability, redundancy, and independence requirements of the preserving the reliability, redundancy, and
protection system. independence requirements of the protection

system.

19 In a reactor designed for pulsing, provide an analysis that shows that the movement | For reactors designed for pulsing or "square-

of the transient rod sheuld-be is limited in accordance with reactivity amounts and
rates derived from the SAR analysis.

In a reactor designed for pulsing, provide a description of the system indication for
should-ndicate the position of the transient rod, when this rod is fully inserted, and

wave" operation, confirm that the transient
rod and its driver mechanism, interlocks,
mode switching, detector channels, other
related instruments, and limiting technical
specifications are sheuld-be designed for the
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when it is set in position to initiate a pulse, and describe the sheuld-provide highest possible reliability to ensure that
interlocks to ensure the position of the rod. analyzed fuel safety limits will not be
exceeded, and personnel hazards will be
controlled. Designs should be compared with
such systems accepted by NRC for similar
operations or reactors.

20 The features for manual and automatic control facilitate the capability to maintain Confirm that the control systems includes the
facility variables within prescribed operating limits. Provide a description of how the | necessary features for manual and automatic
control systems permit actions to be taken to operate the facility safely during control of process variables within prescribed
normal operation, including postulated accidents. normal operating limits. Functionality, which

is included beyond the necessary minimum,
should be reviewed to confirm that
unintended consequences of any added
feature have been considered.

21 The control console and display system should indicate the mode of operation. For Confirm that the control console and display
example, While-in—~autematic—reactorcontrolmede,-the RCS should indicate the system indicates the mode of operation,
operating mode, status and change of status of the reactor control mode at all times | status, and change of status of the reactor
for facilities with any automatic control modes. beirgplaced-n-orremovedfrom control mode at all times for facilities with any
suteraticeaniel automatic control modes.

Provide a description of the displays available to the operator indicating the mode
of operation, status, and change of status for automatic and manual control.
Effects of control system operation/failures
22 The conclusions of the analysis of postulated accidents and accidents as presented Verify that any mitigation of the Maximum

in Chapter 13 of the SAR are used to confirm that facility safety is not dependent
upon the response of the control systems. In addition, failure of the control systems
themselves or as a consequence of supporting system failures, such as loss of power
sources, should not result in facility conditions more severe than those described in
the analysis of maximum hypothetical accident and postulated accidents. Show that
the accidents analyzed in Chapter 13 of the SAR do not depend on the operability of

the RCS to assure safety.

Hypothetical Accident or potential accidents
analyzed in Chapter 13 of the SAR do not rely
on the operability of the reactor control
system function to assure safety.
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If the RCS and RPS are separate systems, the safety functions should be placed on
the protection system. This requirement does not apply to a combined RCS-RPS.

23 The RCS protects against a failure or operation in a mode that could prevent the RPS | The RCS should not be designed to fail or
from performing its intended safety function. The design of the control system operate in a mode that would prevent the RPS
should consider the following: from performing its designed function, or

prevent safe reactor shutdown. Confirm that
o effects of control system operation upon accidents, the failure of any control system component
o effects of control system failures, and or any auxiliary supporting system for control
o effects of control system failures caused by accidents. systems is within the bounds of those facility
conditions analyzed in Chapter 13 of the SAR.
The applicant should address failure of any control system component or any The reviewer should also confirm that the
auxiliary supporting system for control systems to verify that facility conditions are safety analysis includes consideration of the
bounded by the analysis of postulated accidents in Chapter 13 of the SAR. While effects of both control system action and
failure analyses typically address random hardware failures, this evaluation should inaction.
also address failure modes that could be associated with software failures.
The SAR should contain a review that confirms that the consequential effects of
postulated accidents and accidents are bounded by the accident analysis in Chapter
13 of the SAR. Finally, the review should confirm that the safety analysis includes
consideration of the effects of both control system action and inaction in assessing
the transient response of the facility for accidents and postulated accidents.

24 The system and equipment are designed to assume a safe state on loss of electrical | Confirm that the RCS is Fhe-RE€S-should-be
power. The applicant should describe the safe state for a loss of electrical power designed to assume a safe state on loss of
and those components that must change state for these conditions. electrical power (i.e., shutdown).

Calibration, Inspections, and Testing

25

To maintain reliable and accurate performance, 1&C systems undergo testing and

calibration. Calibration, especially in analog systems, is used to address instrument
drift, inaccuracies, and errors. The performance of analog systems can typically be
predicted by the use of engineering models. Digital 1&C systems are fundamentally

different from analog I&C systems in that minor errors in design and

The subsystems and equipment of the RCS
should be readily tested and capable of being
accurately calibrated. Confirm that
surveillance test and self-test features for a
digital computer-based RCS address failure
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implementation can cause them to exhibit unexpected behavior. Inspection and detection, self-test features (e.g., monitoring
testing are used to verify correct implementation and to validate desired memory and memory reference integrity,
functionality of the final product, in both analog and digital systems. using watch-dog timers or processors,

monitoring communication channels,
One benefit of digital I&C systems is the use of self-testing, which is a test or series monitoring central processing unit status, and
of tests performed by a device upon itself. Self-tests include on-line continuous self- | checking data integrity), and actions taken
diagnostics, equipment-initiated self-diagnostics, and operator-initiated self- upon failure detection.
26 diagnostics. Self-testing can be used to ensure reliable and accurate performance. Confirm that the description of the control
elements, their drivers, and display or
Surveillance tests are conducted specifically to confirm compliance with technical interlock components demonstrate that they
specification surveillance requirements. Thosselicantshovldslonanddiseuss haurall
controlelementstheirdriverandrelease
Provide a summary of the calibration, inspection, and testing (including self-tests devices,and-display-orinterlock-components
and surveillance tests) to validate the desired functionality of the system. will be calibrated, inspected, and tested
periodically to ensure operability as analyzed
in the SAR.
27 The applicant should plan and describe how all control elements, their driver and Conform that the Fhe applicant sheuld plans
release devices, and display or interlock components will be calibrated, inspected, and diseuss describes how all control
and tested periodically to ensure operability as analyzed in the SAR. elements, their driver and release devices, and
display or interlock components will be
calibrated, inspected, and tested periodically
to ensure operability as analyzed in the SAR.
Interlocks
28 Bypasses of interlocks should be under the direct control of the reactor operator Verify that the Fhe applicant sheutd describes

and should be indicated in the control room. The need for, and potential
consequences of bypassing interlocks should be carefully evaluated in the SAR.

Describe the interlocks on such systems as the following, including provisions for
testing and bypassing, if shown to be acceptable: transient rod drives; power level
or reactor period recorders; startup neutron counter, gang operation of control
elements; coolant flow or temperature conditions; beam ports, thermal column

in the SAR interlocks to limit personnel
hazards or prevent damage to systems during
the full range of normal operations and any
provisions for testing and bypassing are
indicated in the control room. trterlocks-on
shehsysiorasacihe-fellevingchevld-be
lescribed ineludi . : . I
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access, irradiation chambers, pneumatic or hydraulic irradiators, high radiation
areas; confinement or containment systems; experiment arrangements and beam
lines; or special annunciator or information systems. Interaction with the RPS, if
applicable, should be described.

29 If applicable to the operation of an experimental facility or an experiment, the Verify that experimental facilities or
applicant should describe conditions in which experiment controls can interact with | experiments that contain interlocks will not
reactor controls. compromise the function of the RCS, or safe

reactor shutdown will not be compromised.
Direct interacting or interlocking with reactor controls may be justified if analyses of | Bireetinteracting-orinterlocking-with-reactoer
an experiment or experimental facility could show hazard to itself or the reactor. eertrelcraaybodjustficddfanal cesefan
Any such automatic limiting devices should demonstrate that function of the RPS oyperracnterspernonn el eanld
will not be compromised, or safe reactor shutdown will not be prevented (see shevhazard-tetoaliertherreagia A cuch
Chapter 10, "Experimental Facilities and Utilization”). suteraaticimitingdavicaschenld
dermensrate-thaivncticn-efithe-PRSwvillaet
bo-sermpreraisadarsoforoastiarshuidavn
villbpetbepreventedsee-Chanted;
Independence
30 If the RCS and RPS are designed to be independent systems, the issues of Verify any physical, electrical, and

independence are physical, electrical, communications, and functional
independence. The use of digital 1&C add unique independence issues related to
communication independence and functional independence.

communications independence and isolation
between safety system functions and the
control system that are relied upon in the
accident analysis to ensure execution of safety
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31

The SAR should address the separation and independence of the RCS and the RPS
with consideration of the radiological risk of reactor operation, because these
systems include common types of subsystems and components and similar
functions. If the safety analysis in the SAR shows that safe reactor operation and
safe shutdown would not be compromised by combining the two systems, they
need not be separate, independent, or isolated from each other. The RPS design
must be sufficient to provide for all isolation and independence from other reactor
subsystems required by SAR analyses to avoid malfunctions or failures caused by the
other systems. Isolation devices between the safety system and a non-safety system
are classified as part of the safety system.

functions during and subsequent to any
potential accident that requires a safety
function. Verify that the protection system
includes separation and isolation methods to
protect the protection system from any
malfunctions or failures caused by other
systems, including the control system.

If independence is assumed in the accident
analysis and a digital computer system used in
a safety system is connected to a digital
computer system used in a non-safety system,
verify that credible failures such as a logical or
software malfunction of the non-safety
system, would not affect the functions of the
safety system.

Verify that the SAR considered credible
failures of the RCS and the possible need for
redundancy to protect the protection system.

Control of Access and Cyber Security

32

Access control, which includes physical and electronic control, applies to both
analog and digital systems. Controls for physical access include provisions such as
alarms and locks on panel doors, or administrative control of access to rooms.
Access control includes both preventing unauthorized access but also allowing
authorized access.

Cyber security refers to preventative methods to protect information from attacks.
It requires an understanding of potential information threats, such as viruses and
other malicious code. The specific security requirements and subsequent review(s)
are commensurate with the risk and magnitude of the harm resulting from
unauthorized and inappropriate access, use, disclosure, disruption, or destruction of

Verify that the licensee has implemented
measures throughout the software life-cycle
to limit physical and electronic access to
control system software and parameters to
prevent changes by unauthorized personnel.
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the digital safety system. Cyber security strategies include identity management,
risk management and incident management.

The objectives of access control and cyber security controls include protection of
information and property from theft, corruption, or natural disaster, while allowing
the information and property to remain accessible and productive to its intended
users.

Access control and cyber security must be addressed throughout the software life
cycle. The framework for the waterfall life cycle model consists of the following
phases:

concepts,

requirements,

design,

implementation,

test,

installation, checkout, and acceptance testing,
operation,

maintenance, and

retirement.

Lo Nk WNRE

Review of digital computer-based systems should consider controls that govern
electronic access to system software and data. Provide a description of the controls
used to address local and remote access. Examples of local access include access via
maintenance equipment (e.g., workstations) and portable/removable storage
devices. Examples of remote access include access via network connections. Special
attention should be given to prevent inadvertent re-entry of outdated, superseded,
or archived software versions into currently operating control equipment. Software
and data updates should be verifiable by a version revision number and means for
point-by-point validation of software.
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Network connections may be allowed to experimental controls provided proper
communications barriers provide adequate confidence that the nonsafety portions
cannot interfere with performance of the safety portion of the software or
firmware. Provide a description of any network connections and those controls used
to prevent attacks and protect information.

For a combined RPS/RCS, the RCS shall meet the requirements for the RPS.

Use of Digital Systems

33

Digital 1&C systems require additional design and qualification approaches than are
typically employed for analog systems. The performance of analog systems can
typically be predicted by the use of engineering models. These models can also be
used to predict the regions over which an analog system exhibits continuous
performance. The ability to analyze design using models based on physics principles
and to use these models to establish a reasonable expectation of continuous
performance over substantial ranges of input conditions are important factors in the
qualification of analog systems design. These factors enable extensive use of type
testing, acceptance testing, and inspection of design outputs in qualifying the design
of analog systems and components. If the design process assures continuous
behavior over a fixed range of inputs, and testing at a finite sample of input
conditions in each of the continuous ranges demonstrates acceptable performance,
performance at intermediate input values between the sampled test points can be
inferred to be acceptable with a high degree of confidence.

Digital 1&C systems are fundamentally different from analog 1&C systems in that
minor errors in design and implementation can cause them to exhibit unexpected
behavior. Consequently, the performance of digital systems over the entire range of
input conditions cannot generally be inferred from testing at a sample of input
conditions. Inspections, type testing, and acceptance testing of digital systems and
components do not alone accomplish design qualification at high confidence levels.
To address this issue, the staff's approach to the review of design qualification for

Confirm that control system failures cannot
have an adverse effect on safety system
functions and will not pose frequent
challenges to the safety systems. An area of
special emphasis for control systems is to
assure that the control system design is
consistent with the commitments for control
system/safety system independence. Isolation
of safety systems from control system failures
should be addressed. Verify that applicants
used a structured process in developing the
control system software to minimize the
potential for control system failures that could
challenge safety systems. Perform a limited
review of the functional requirements, the
development process, the process
implementation, and the design outputs of
the control system software.
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digital systems focuses to a large extent on confirming that the applicant/licensee
employed a high-quality development process that incorporated disciplined
specification and implementation of design requirements. Inspection and testing are
used to verify correct implementation and to validate desired functionality of the
final product, but confidence that isolated, discontinuous point failures will not
occur derives from the discipline of the development process.

Failures in the control system failures cannot have an adverse effect on safety
system functions and will not pose frequent challenges to the safety systems. The
design of the control system design should be consistent with the commitments for
control system/safety system independence. Isolation of safety systems from
control system failures should be addressed. The topics to be covered for the
control system include identifying the functional requirements, the development
process, the process implementation, and the design outputs.

The control system software should be developed using a structured process similar
to that applied to safety system software. The software development process
should address potential security vulnerabilities in each phase of the software
lifecycle.
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e A description of Fhe-appheantshould-diseuss the conclusions about capability and

suitability of the RCS requested in Section 7.2.5. That is, the applicant should summarize in
this section of the SAR why the system design is sufficient and suitable for performing the
functions stated in the design bases.

Evaluation Findings

This section of the SAR should contain
sufficient information to support the following
types of conclusions, which will be included in
the staff’s safety evaluation report:

e The applicant has analyzed the normal
operating characteristics of the
reactor facility, including thermal
steady-state power levels, pulsing
capability (if included), and the
planned reactor uses. The applicant
has also analyzed the functions of the
reactor control system (RCS) and
components designed to permit and
support normal reactor operations,
and confirms that the RCS and its
subsystems and components will give
all necessary information to the
operator or to automatic devices to
maintain planned control for the full
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range of normal reactor operations. |
The components and devices of the
RCS are designed to sense all
parameters necessary for facility
operation with acceptable accuracy
and reliability, to transmit the
information with high accuracy in a
timely fashion, and control devices are
designed for compatibility with the
analyzed dynamic characteristics of
the reactor.

The applicant has ensured sufficient
interlocks, redundancy, and diversity
of subsystems to avoid total loss of
operating information and control, to
limit hazards to personnel, and to
ensure compatibility among operating
subsystems and components in the
event of single isolated malfunctions
of equipment.

The RCS was designed so that any
single malfunction in its components,
either analog or digital, would not
prevent the reactor protection
systems from performing necessary
functions, or would not prevent safe
shutdown of the reactor.

Discussions of testing, checking, and
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calibration provisions, and the bases
of technical specifications including
surveillance tests and intervals give
reasonable confidence that the RCS
will function as designed.

The applicant has evaluated
descriptions of planned interlocks or
feedback controls from experimental
apparatus to decrease postulated
deleterious effects on the reactor.
This review was coordinated with the
effort for Chapters 10, "Experimental
Facilities and Utilization," and 13,
Accident Analyses," and with Section
7.4, 'Reactor Protection System."
Furthermore, the design bases for
such interlocks for future (not fully
planned) experiments have been
reviewed. The designs and design
bases of the RCS give reasonable
assurance that experiments will be
planned and accomplished with due
regard for protection of the reactor.

RCS page 22





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


