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The purpose of this modification is to (1) incorporate Subtask 8-Taining to the SOW, and (2)
modify ceiling value to include ODC-Training value not noted in Modification 16.

Accordingly, the following changes are hereby made:

4.0 FUNDING, the first sentence of paragraph (a) is revised to read as follows:

(a) the total estimated amount (ceiling) for the product/services ordered, delivered, and
accepted under this task order is $5,164,294.67 (includes $40,000 for NTE Travel and
$300,000 for ODC-Training)

5.0 SCOPE OF WORK

Tasks
Subtask 8 ~ The contractor will assist NSIR with the c_!evelopnient of
Training training courses to aid in the implementation of its cyber
security program.

7.0 Tasks
Subtask 8 ~ Training
The contractor will assist NSIR with the development of a cyber security training program.

The contractor will assist in the development of several training courses (not to exceed 5), and
provide training instruction to NRC staff (an average of 15 to 20 persons for each class) and
other selected personnel as needed. Developed courses may utilize computer based training
methodologies while others may be instructor led.

The contractor will meet with NRC prior to each course construction to develop an outline for the
training course, decide on the amount of detail that will be incorporated into the course, decide
on the course’s delivery method (computer based, manual, labs, etc.), set a timeline specifying
when the course needs to be delivered, and specify the contractor’s role in the project. Once
the scope is set, a fixed price will be established for each course and an ODC will be added to
the contract to cover the costs.
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Anticipated topics for the course ( which will be defined as the need arises) will range from basic
configuration and use of information technology (operating systems, networking, applications,
etc.) to specialized courses focusing on NRC cyber security regulatory programs, NIST
computer and cyber security frameworks, and related security coursework in industrial control
and process automation systems.

The goal of this training program is to properly prepare regional inspectors and other selected
personnel for the on-site inspections that will begin in FY2012 with anticipated days of training
from 2 to 4 days. These inspectors will be inspecting NRC licensees’ cyber security programs
to ensure the licensee meets all cyber security requirements identified in the code of federal
regulations and the licensee’s NRC approved cyber security plans.

A summary of obligation for this purchase order from award date through the date of this action
is given below:

FY’09 Obligation Amount $1,151,407.00
FY’10 Obligation Amount $1,137,500.00
FY ‘11 Obligation Amount  $1,730,068.00
FY ‘12 Obligation Amount $289.000.00

Total NRC Obligation $4,307,975.00

The modification does not obligate funds. All other terms and conditions under this task order
remain unchanged.



