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Gentlemen: 

RE: Duane Arnold Energy Center 

Enclosed is a Federal Register Notice of a petition for rulemaking 
regarding physical searches of individuals entering a protected 
area of a nuclear power plant and a copy of a proposed NRC regula
tion which would require clearances for those individuals who are 

permitted unescorted access within nuclear power plants. The 
Commission is assessing the implications of these two actions, 
particularly the "pat down" searches of individuals, and their value 
as elements of the total physical protection system needed for nuclear 

power plants. Also, the Commission is concerned with the potential 
effects on employee effectiveness and morale of the physical search 
and other requirements for the physical protection of nuclear reactors 
currently specified in 10 CFR 73.55.  

In this regard, the Commission is endeavoring to identify alternatives 
that achieve the needed protection of nuclear power plants when 
combined with the other elements of the total plant security system.  
The Commission wants a broad base of public comment on these issues 
and, recognizing that physical searches and the obtaining of government 
clearances directly affect your employees, the Commission requests 
that you inform them of this notice of rulemaking and-of the proposed 
clearance rule, and of the desire of the Commission to obtain comments 
directly from those who are or would be most affected.
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We request that you post this notice on employee bulletin boards or 
otherwise notify your employees of the Commission's concerns and desire 
for comments on these issues.  

Sincerely, 

Edson G. Case, Acting Director 
Office of Nuclear Reacton Regulation 

Enclosures: 
As stated 

cc w/enclosures: 
See next page
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Mr. Robert Lowenstein, Esquire 
Harold F. Reis, Esquire 
Lowenstein, Newman, Reis and Axelrad 
1025 Connecticut Avenue, N. W.  
Washington, D. C. 20036 

Cedar Rapids Public Library 
426 Third Avenue, S. E.  
Cedar Rapids, Iowa 52401



August 19, 1977

UNITED STATES OF AMERICA 
NUCLEAR REGULATORY COMMISSION 

In the Matter of 

PHYSICAL SEARCHES AT ) Docket No. PRM 'I 
NUCLEAR POWER REACTORS 

PETITION FOR RULE MAKING 

Pursuant to 10 CFR S2.802, Wisconsin Electric Power 

Company, Wisconsin Public Service Corporation, and Baltimore Gas 

and Electric Company, hereby petition the Nuclear Regulatory 

Commission to amend 10 CFR §73.55(d)(1) to eliminate the require

ment for "pat-down" physical searches of individuals entering 

a protected area. Such a requirement is unnecessary as demonstrated 

by the absence of such physical searches for facilities such as 

those in which nuclear weapons are stored as well as for 

other highly sensitive areas. However, "pat-down" physical searches 

would be permitted and individuals entering a protected area 

would be put on notice that they are subject to such searches.  

Existing requirements for the use of detection equipment w9uld not 

be affected.  

The petitioners are interested persons within the meaning 

of 10 CFR 52.802 in that they own and operate nuclear power 

reactors and therefore are subject to the existing physical search 

requirements of 10 CFR 573.55(d)(1) 

The proposed amendment to NRC's regulations would modify 

10 CFR S73.55(d)(1) by deleting the bracketed words and adding 

the underscored language:



The licensee shall control all points of personnel 
and vehicle access into a protected area. Identi
fication and search of all individuals shall be 
made and authorization shall be checked at such 
points. The licensee shall post signs at such 
points informin individuals that they may be.  
subject to physical search prior to entering a 
protected area. The search function for detection 
o irearms, explosives and incendiary devices 
shall be conducted (either by a physical search 
or] by use of equipment capable of detecting such 
devices, to the extent such equipment is reasonably 
available. The licensee may conduct a physical 
search of an individual if deemed necessary or 
appropriate. The individual responsible for the 
last access control function (controlling admis
sion to the protected area) shall be isolated 
within a bullet-resisting structure as described 
in paragraph (c)(6) of this section to assure 
their ability to respond or to summon assistance.  

A memorandum in Support of Proposed Rule Making is 

attached which sets forth the justification for the proposed 

rule.  

Respectfully submitted, 

SHAW, PITTMAN, POTTS & TROWBRIDGE 

By , ~ 
/ Gerald Charnoff 

/ J~y E. Silberg 

1800 M Street, N. W.  
Washington, D. C. 20036 
(202) 331-4100

Dated: August 19, 1977
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UNITED STATES OF AMERICA 
NUCLEAR REGULATORY COMMISSION 

In the Matter of ) 

PHYSICAL SEARCHES AT ) Docket No. PRM } 
NUCLEAR POWER REACTORS ) 

MEMORANDUM IN SUPPORT OF 
PROPOSED RULE MAKING 

On February 24, 1977, the Commission published in the Federal 

Register amendments to its regulations setting forth requirements 

for the physical protection of nuclear power reactors. 42 Fed.  

Reg. 10836. Among these requirements is the obligation.imposed 

by 10 CFR 573.55(d)(1) that at all points of personnel 
access to 

the protected area "searches of all individuals be made" 
and 

that the "search function for detection of firearms, explosives, 

and incendiary devices shall be conducted either by a physical 

search or by use of equipment capable of detecting such devices." 

Petitioners Wisconsin Electric Power Company, Wisconsin Public 

Service Corporation, and Baltimore Gas and Electric Company believe 

that a requirement for a "pat-down" physical search is unnecessary 

in view of the other protective measures required, the absence 

of such a requirement for other (and more sensitive) facilities, 

and the serious problems which the physical search requirement 

imposes. On the other hand, "pat-down" physical searches should 

be permitted in any case where security personnel are suspicious 

about an individual and signs should .be posted that individuals 

entering a protected area may-be subject to search.
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I. ACCESS CONTROLS OTHER THAN PHYSICAL SEARCH 
REQUIREMENT PROVIDE ADEQUATE PROTECTION 

Section 73.55(d) establishes numerous requirements 

for the nuclear power plant physical security plan, in 

addition to the physical search requirement, which provide 

more than adequate control over access to the protected 

areas of the plant. These include: 

1. Control of all personnel and vehicle access 

points; 

2. Identification of all individuals; 

3. Check of authorization for all individuals; 

4. Search of all individuals by metal, explo

sives and incendiary detectors, if available.  

5. Isolation of individual controlling admission 

to protected area within bullet-resisting 

structure; 

6. Search of all hand-carried packages: 

7. Check of all deliveries into protected area 

for identification and authorization; 

8. Search of all deliveries into protected area; 

9. Search of all vehicles (except in emergency) 

prior to entry into protected area; 

10. Escort of all vehicles (except designated 

licensee vehicles) in protected area; 

11. Restriction of designated licensee vehicles 

to protected area except for operational, 

maintenance, repair, security and emergency

purposes;
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12. Positive licensee control over all designated 

licensee vehicles; 

13. Numbered picture badge system for all persons 

authorized access to protected areas without 

escort; 

14. Escort required for individuals not authorized 

to enter protected area without escort; 

15. Individuals requiring escort must register 

name, date, time, purpose of visit, employment 

application, citizenship and name of individual 

being visited; 

16. Access to vital areas limited to authorized 

individuals requiring access: 

17. Positive control of personnel and vehicle 

access to vital areas; 

18. Special badges for vital area access; 

19. Protection by locks and active intrusion 

alarms of unoccupied vital areas; 

20. Reactor containment doors and hatches to be 

alarmed and locked; 

21. Positive access control to reactor containment 

when frequent access required; 

22. Control of keys, locks, combinations and 

related equipment; 

23. Change of key, lock combination or related 

equipment on evidence of its compromise;
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24. Change of keys, locks, combinations or 

related equipment on termination of employee 

having access thereto.  

Wholly apart from the extent and adequacy of these 

measures, it must also be kept in mind that sabotage 
of a 

reactor sufficient to cause significant public harm 
would be 

a most complicated act to complete, that light water 
reactor 

fuel is not a candidate for strategic material diversion, 

and that spent fuel is an unlikely target for sabotage.  

MTR-7022, Brennan et al., The Threat to Licensed Nuclear 

Facilities (MITRE Corp. 1975), pp. 114-118.  

The NRC has also proposed that a personnel security program 

be instituted which would require, inter alia, that cer

tain individuals involved in the operation of licensed 

nuclear power reactors receive authorization from NRC 
for 

access to or control of special nuclear material. 42 Fed.  

Reg. 14880 (March 17, 1977). As the Commission observes in 

the statement of consideration accompanying the proposed 

rule, "in the opinion of the Commission, experience has 

shown that [clearance] programs do substantially reduce 

the risk of such ["insider"] conspiracies." Petitioners 

support the proposed rule to the extent that it would 
require 

the lower level clearance for licensee employees. Certainly, 

if such a clearance program is adopted, searches ought not to 

be required for perscns with clearances. This would be 

consistent with NRC's proposed "Performance Oriented
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Safeguards Requirements", 42 Fed. Reg. 34310 (July 5, 1977), 

573.46(d)(4), which exempts from the search requirement ERDA 

couriers and licensee employees with NRC or ERDA clearances.  

Certainly, any requirements which require searches of cleared 

personnel are totally unnecessary.  

Modifying the rule to explicitly permit physical searches 

on suspicion and to inform all individuals prior to entering 

a protected area that they may be searched would also lend 

further assurance to the security program.  

II. OTHER FEDERAL AGENCIES WITH RESPONSIBILITY 
OVER FACILITIES MORE SENSITIVE THAN NUCLEAR POWER 
REACTORS DO NOT REQUIRE PHYSICAL SEARCHES AS PART 
OF THEIR SECURITY REQUIREMENTS.  

Nuclear power reactors are by no means the most sensitive 

facilities operated or licensed by the Federal Government.  

Nuclear weapons storage areas, military nuclear research 

facilities and many military bases would seem to have a 

greater need for physical security protection than commercial 

nuclear reactors. Even the anti-hijacking precautions in effect 

for all commercial airlines would appear to need measures at 

least as strict as those for nuclear power plants. Yet in none 

of these cases do government regulations require a physical search.  

The security requirements for nuclear weapons are 

governed by Department of Defense Directive No. 5210.41, 

"Security Criteria and Standards for Protecting Nuclear 

Weapons" (September 10, 1976). This directive applies to 

all Defense Department components having responsibility for
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the protection of nuclear weapons. Enclosure 3 to Directive 

No. 5210.41 sets forth the Criteria and Standards for Protecting 

Nuclear Weapons. Section F, Entry and Access Control, 

governs entry into Exclusive Areas 
(defined as a designated 

area in which one or more nuclear weapons are located) 
and 

Limited Areas (areas surrounding Exclusion Areas) and requires: 

1. entry control to assure positive identification, 

including as a minimum 

a. controlled picture badge system; 

b. formal entry control rosters; 

c. visitor escort system, and 

d. a duress system (a system whereby 

the security personnel can be covertly 

informed of a situation of duress).  

2. limitation of entry to authorized personnel, 

including either personnel security clearance 

for those authorized entry or surveillance by 

a designated escort for persons without 

clearance.  

3. provisions for -rapid entry during actual 

response or exercises.  

No requirement exists for physical searches, even when 

nuclear weapons are involved.  

The U.S. Army nuclear weapons security procedures 

similarly do not require physical searches. Army Regulation 

AR 50-5 (eff. September 1, 1976) provides for a badge system,
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entry control rosters, a visitor 
control system and a duress 

system. Unescorted entrance to Limited 
and Exclusion Areas 

is restricted to cleared individuals with 
an escort system 

for persons without clearances. 
However, even for uncleared 

(but escorted) persons having access 
to nuclear weapons, no 

physical search is required.  

Security regulations in other defense 
related areas 

also have no requirement for physical 
searches. The Energy 

Research and Development Administration 
procedures are set 

forth in ERDA Manual Chapter 2000. Specifically, ERDA 

Manual Appendix 2401, Physical Protection 
of Classified 

Matter and Information, makes no mention 
of physical searches.  

Defense Department regulations used 
for the security of naval 

shipyard construction (including naval nuclear construction) 

require no physical searches. 
See DOD 5220.22-M, "Industrial 

Security Manual for Safeguarding Classified 
Information", 

and DOD 5220.22-R, "Industrial Security 
Regulation." 

Nonmilitary security programs similarly do 
not require 

physical searches. To deter potential hi-jackers, the 

Federal Aviation Administration in 1972 
adopted 14 CFR 

5121.538, "Aircraft Security." This regulation requires that each 

carrier adopt 

A screening system, acceptable to the Administra

tion, that is designed to prevent 
or deter the 

carriage aboard its aircraft of any explosive 
or 

incendiary device or weapon. . . .  

To our knowledge, no carrier has adopted, nor 
has the FAA required, 

a screening system which requires physical 
search.
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Thus, our investigation of physical security requirements 

for activities with a sensitivity comparable to, or greater than, 

nuclear power reactors discloses no examples where physical 

searches are required 

III. THE PHYSICAL SEARCH REQUIREMENT CAUSES NEEDLESS 

PROBLEMS TO LICENSEES REQUIRED TO IMPLEMENT IT 

A number of practical problems have already surfaced in the 

short time since the Commission-mandated physical search require

ments has been implemented. Other problems can be expected over 

the next several months.  

Some plant personnel and their unions have made known their 

feeling that a physical search is highly distasteful, personally 

offensive, and in violation of individual rights. In at least 

one case of which we are aware, the employee refused to submit 

to'a physical search. As a result, the utility felt obliged to 

place the employee on leave of absence without pay 
until such 

time as another position in the company could be found where the 

employee would not be subject to physical search. The employee 

has retained a lawyer and is investigating the possibility of 

legal action against the utility. Several unions have protested 

and at least one has asserted that the new physical search 

requirement constitutes a change in working conditions 
requiring 

a negotiated settlement.  

The problem of women employees and visitors is particu

larly troublesome. Although most utility guard forces may 

include some women, there is no assurance that a woman guard 

would be at every entrance at any time that a woman employee
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or visitor might appear. In the absence of a woman guard, 

the physical search, and the woman's entry, would have to be 

delayed until a woman guard was obtained. In some instances, 

this might result in a significant delay in order to have a 

woman guard report to the plant.  

The likelihood of a substantial delay in processing 

people through the security system is likely with the onset 

of colder weather and the need for entering personnel to 

remove their coats, jackets and sweaters, so that those 

items can be searched prior to the physical search of the 

individual.  

Significant delays may be involved in processing large 

numbers of people, particularly during outages when a 

significant increase in the number of workers coming on-site 

can be expected. This added time may result in additional 

costs to the utility in terms of reduced productivity or 

requests for additional compensation. Larger guard forces 

may also be required in an attempt to reduce the delay.  

IV. CONCLUSION 

As shown above, the physical search requirement imposed 

by the Commission is unique. In the perspective of the risks 

of industrial sabotage accepted by American society and the 

precautions taken in connection with those risks, the Commission's 

physical search requirement appears excessive and unreasonable.  

Other government agencies with responsibility over activities of 

equal or greater sensitivity and susceptability to industrial or 

other sabotage do not require a physical search as a part of their
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security plans. And there is no known parallel to such require

ment in connection with other private activities involving perhaps 

larger risks to society. Other measures required by the Com

mission give adequate assurance that a nuclear power reactor is 

properly protected. Finally, the present requirements are causing 

and will continue to cause problems to the utilities which must 

implement those requirements. We therefore respectfully request 

that the Commission modify its physical search requirement to 

read as follows: 

The licensee shall control all points of personnel 
and vehicle access into a protected area. Identi
fication and search of all individuals shall be 
made and authorization shall be checked at such 

points. The licensee shall post signs at such 

points informing individuals that they maX be 

subject to physical search prior to entering a 
protected area. The search function for detection 
of firearms, explosives and incendiary devices 
shall be conducted [either by a physical search 

or] by use of equipment capable of detecting such 
devices, to the extent such equipment is reasonably 

available. The licensee may conduct a physical 
search of an individual it deemed necessary or 
appropriate. The individual responsible for the 

last access control function (controlling admis
sion to the protected area) shall be isolated 
within a bullet-resisting structure as described 
in paragraph (c) (6) of this section to assure 
their ability to respond or to summon assistance.  

Respectfully submitted, 

SHAW, PITTMAN, POTTS & TROWBRIDGE 

By 
4.erald Charnoff , 

T y E. Silberg 

180.0 M Street, N.W.  
Washington, D.C. 20036 
(202) 331-4100

Dated: August 19, 1977
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proposed rules

This secticf off theEERAL NEGISTER contains notices t the Pub ic the OPF eeigauace of rules and regulations. The purpose of 

these notices is to give Interested persons an opportUn"iY to paricipatO in OW rule aidg prior th the adap~ of the final rules.

NUCLEAR REGULATORY 
COMMISSION 

[10 CFR Parts 11. 50 and 70 1 
SPECIAL NUCLEAR MATERIAL 
Authority for Access to or Control 

Section 1611 of the Atomic Energy Act 
of 1954. as amended, permits the Nuclear 
Regulatory Commission to prescribe reg
ulations instituting a clearance program 
for those individuals who have access to 
or control over special nuclear material.  
Specifically, the section provides that the 
Commission may issue regulations "* ' * 
designating activities Involving quanti
ties of special nuclear material which In

the opinltn of the Commission are Im
portant to the common defense and se
curity, that may be conducted only by 
persons whose character, associations 
and loyalty shall have been investigated 
under standards and specifications 
established by the Commission and as to 
whom the Commission shall have deter
mined that permitting each such person 
to eonduct the activity win not be In
imical to the common defense and 
security. * * ** 

Pursuant to this statutory authority, 
the Commission is proposing regulations 
which would require certain individuals 
involved in the operation of licensed nu
clear power reactors and fuel reprocess
ing plants. In the licensed use, process
ing, or storage of certain quanUties of 
special nuclear materials. and in the 
transoortation by the private sector of 
certain quantities of special nuclear 
material, to receive authorization from 
the Commission for access to or control 
over special nuclear material. These reg
ulations are being prepared to utilize a 
personnel security program as a measure 
to protect against those employed in the 
affected nuclear activities who might 
conspire to steal or divert special nuclear 
material or conduct sabotage which 
would endanger the pubic by exposure to 
radiation. Of course, a clearance program 
itself does not entirely solve the problem 
of the "Insider," but. in the opinion of 
the Commission, experience has shown 
that such programs do substantially re
duce the risk of such conspiracies. More
over, the proposed program is one of 
several elements in the Commission's 
overall safeguards program which to
gether protect against threats, both in
ternal and external.  

Two levels of special nuclear material 
access authorization are proposed. The 
higher level. NRC-U, would be based upon 
a full-field background investigation and 
would apply to (1) all individuals who re
quire unescorted access to special nu
clear material or within vital areas, (ii) 
these jobs in which an individual alone 
or in conspiracy with another individual 
who does not possess an NRC-U special 
nuclear material access authorization 
could act to steal or divert special nuclear 
material or to commit sabotage. and ILii) 
drivers of motor vehicles and pilots of 
aircraft transporting certain quantities 
of special nuclear material and those who 
escort road. rail, air or sea shipments of 
special nuclear material. The lower level.  
NRC-R. would be based upon a National 
Agency Check and would apply to all indi
viduals who require unescorted access to 
protected areas and who are not required 
to possess an NRC-U special nuclear 
material access authorization.

FEDERAL RGISTI, VOL 42, NO. 52-THUSDAY, MAACH 17, 1977
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PROPOSED RULES

Both the National Agency Check and 
the full-field background investigation 
are conducted by the Civil Service Com
mission The National Agency Check 
consists of a check of files of the FBI 
(fingerprint, criminal, and subversive 
files). Civil Service Commission (Secu

rity-Investigative index), and a check of 
military records and records of other 
government agencies, as appropriate. The 
full-fleld background investigation con
sists of interviews of references, conduct
ed by investigative agent-s of the Civil 
Service Commission, In addition to the 
records check. Sources of information de
veloped In the course of the investigation 
are also interviewed. The full-field back
ground investigation conducted by the 
Civil Service Commission generally cov
ers the 15-year period of the individual's 
adult life prior to the investigation.  

The program being proposed by these 
regulations is intended to supersede any 
existing requirements for licensees to 
screen or otherwise assure the trust
worthiness of their personnel

If the Commission adopts the proposed 
amendments, licensees and license appli
cants would be required to amend their 
security plans by identifying and describ
ing jobs at their facilities which require 
authorization. Affected individuals would 
be required to obtain authorization ac
cording to the schedules set forth in the 
proposed rule. Individuals who are newly 
hired or who change jobs where the new 
job would require a material access au
thorization must obtain an authorization 
before beginning the job. Authorization 
would be updated every five years.  

With due recognization of the gravity 
of establishing a material access authori
zation program in the licensed nuclear 
industry which would affect individuals 
who are not employed by any licensee or 
contractor of the Commission as well as 
licensee employees, it is the Commission's 
intent to minimize both the impact on 
the rights of privacy and association of 
individuals affected, and the number of 
individuals affected, while providing an 
effective measure of protection against 
those who would seek emoloyment with, 
or use their position In. the nuclear in
dustry for purposes of theft or sabotage.  
In preparing these regulations among the 
matters considered were the scope of in
vestigations (e.g.. whether a full-fleld 
background Investigation should be re
quired for all individuals), which job 
functions should require material access 
authorization (e.g.. reouire authorization 
only for "key" positions or adopt a 
graded system with level of clearance de
termined by job), whether osychological 
1ssessment should be required, and the 
relation of the proposed program to cur
rent NRC and ERDA personnel security 
programs.  

The Commission also considered the 
question of whether new criteria should 
be developed against which a decision 
for authorization would be made. The 
present NRC security clearance criteria 
(10 CFR Part 10) were developed for 
access to information and, as such. not 
all criteria may be equally significant for

questions of access to special nuclear 
material, and some may not be perceived 
as relevant in specific cases. Also, there 
may be cases in which additional crl
teria, not now included In 10 CFR Part 
10. would be more to the point. However, 
these criteria do correspond to the Fed
eral Government's general approach to 
persorinel secu:lty, and specifically.  
ERDA had adopted them for use in its 
own materials access program (42 FR 
7946). Purthcrinore, the criteria are in 
the nature of guidelines to be used in a 
decision process characterized by com
mon sense judgments, rather than quan
titative criteria. Moreover, the Commis
sion is reluctant to devise a new set of 
criteria without evidence that any new 
criteria would significantly improve 
upon those which presently exist. Hence, 
the Commission's proposal Is to rely on 
the government-wide criteria as guide
lines in deciding questions of access to 
or control over special nuclear material.  
The Commission particularly requests 
comments both on the relevance of Indi
vidual criteria of 10 CFR Part 10, and 
on the completeness and suitability of 
the criteria as a whole for questions of 
access to or control over special nuclear 
material. The Commission Intends to give 
careful consideration to this matter, in 
the light of comments received, in de
termining the provisions of an effective 
rule.  

Pursuant to the Atomic Energy Act of 
1954, as amended by the Energy Re
organization Act of 1974, and section 553 
of title 5 of the United States Code.  
notice is hereby given that adoption of 
a new 10 CFR Part 11 and adoption of 
the following conforming amendments 
to 10 CFR Parts 50 and 70 is contem
plated. All interested persons who desire 
to sumbit written comments or sugges
tions with respect to the proposed 
amendments, or any other matter pert
ent to-the subject of this notice, should 
send them to the Secretary of the Com
mission, U.S. Nuclear Regulatory Com
mission, Washington, D.C. 20555, Atten
tion: Docketing and Service Branch, by 
May 16, 1977. If sufficient Interest is evi
denced by comments received, the Corn
mission will give consideration to a public 
hearing on this matter. Copies of com
ments on the proposed amendments may 
be examined in the Commission's Public 
Document Room at 1717 H Street, N.W., 
Washington. D.C.  

1. A new Part 11 is added to read as 
follows: 
PART 11-CRITERIA AND PROCEDURES 

FOR DETERMINING ELIGIBILITY FOR 
ACCESS TO OR CONTROL OVER UN
CLASSIFIED SPECIAL NUCLEAR MATE
RIAL 

OmSBALn PaOvassons

111 
11.3 
115 
117

Purpose.  
Scope.  
Policy.  
Definitions.

REQUIRIMENTS PO SPECIAL NUCLEAR MATERIAL 
AccsaS AUTHORhzATOm 

I1 11 Requirenents at fixed sites., 
it 13 Require ments in transportation.  
11.15 Application for special nuclear 

material access suthorlation.

CRTrTRIA FOR DTFRMTNING EiIGPILITY FOR 
SPecur1. NUCLEAR MATERIAL ACcESS Au
THORT/ATION 

11.21 Application of the criterta.  
AUnToRItY: Sec. 7, Pub. L. 93 377. 88 Stat.  
475; sec. 1611, Pub. L. 83-703. 68 Stat. 948 (42 
U.S.C. 2201).  

GENERAL PRovisIoNs 

5 11.1 Purpose.  
This part establishes the req.:ircments 

for special nuclear material access au
thorization, and the criteria and proce
dures for resolving questions concerning 
the eligibility of individuals to receive 
special nuclear material access authori
zation for conduct of certain activities, 
licensed or otherwise, which involve ac
cess to or control over unclassified spe
cial nuclear material.  
§ 11.3 Scope.  

(a) The requirements, criteria, and 
procedures of this part apply to the es
tablishment of and eligibility for special 
nuclear material access authorization 
for employees, contractors, consultants 
of, and applicants for employment with, 
licensees or contractors of the Nuclear 
Regulatory Commission where such em
ployment, contract., service, or consulta
tion involves any job falling within the 
criteria of It 11.11 or 11.13 of this 
chapter.  

(b) The requirements, criteria, and 
procedures of this part are in addition to 
and not in lieu of any requirements. cri
terta, or procedures for access to or con
trol over classified special nuclear ma
terial 
* 11.5 Policy.  

It Is the policy of the Nuclear Regula
tory Commission to carry out its au
thority to establish and administer a 
personnel security program in the Inter
ests of the common defense and security 
for the purpose of safeguarding special 
nuclear material and preventing sabo
tage which would endanger the public by 
exposure to radiation In a manner con
sistent with traditional American con
cepts of justice. To this end, the Com
mission has established criteria for 
determining eligibility for special nu
clear material access authorization and 
will afford affected individuals the op
portunity for administrative review of 
questions concerning their eligibility for 
special nuclear material access authori
zation.  
§ 11.7 Definitions.  

As used in this part: 
(a) Terms defined in Parts 10, 50, 70, 

and 73 of this chapter have the same 
meaning when used in this part.  

(b) "Special nuclear material access 
authorization" means an administrative 
determination that an individual (in
cluding a contractor or consultant) who 
is employed by or is an applicant for em
ployment with a Commission contractor, 
licensee of the Commission, or contractor 
of a licensee of the Commission may 
work at a job which affords access to or 
control over special nuclear material and 
that permitting the individual to work
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11882 0
at that Job would not be Inimical to the 
connmon defense and security.  

(c) "NitC 'IJ' ',e'cial urlenr material 
Rccess uilhital/ton" means anl aldimilts
trttive t inttilnution based uponi a nit
tional igency chick und i full-ield 
backgrouind iivtIer;tlu(ion rondlucte by 
the Civil Serice Cominis:In thaL aln 
individual in the uou1r- 'if eiployeiit, 
is eligible to work at a job falllig within 
the criteria of §I 11.11(a) (1) or 11.13.  

(d) "NRC-'R' special nuclear material 
access authorization" means an adminis
trative determination based upon a 
national agency check that an individual 
in the course of employment is eligible 
to work at a job falling within the cri
terion of I 11.11(a) (2).  

REQUIREMr.NTS rOR SpCIAL NUCLEAR 
MATERIAL Access AUTHORIZATION 

9 11.11 IRquiretitenis at fixed Pites.  

(a) Each licensee who (after 90 days 
following publication in final form) uses, 
processes, or stores special nuclear ma
terial subject to the physical protection 
requirements of Part 73 of this chapter, 
or who operates a nuclear reactor subject 
to the physical protection requirements 
of Part 73 of this chapter. by amendment 
to his security plan shall identify at his 
facility or plant and describe to the 
Commission: 

(1) All jobs in which an individual 
could steal or divert special nuclear ma
terial, or commit sabotage which would 
endanger the public by exposure to radi
ation, by working alone or in cooperation 
with an individual who does not possess 
an NRC-U special nuclear material ac
cess authorization. or by directing or 
coercing any individual to assist in the 
theft, diversion, or sabotage. Such jobs 
include but are not limited to: 

(I) All positions in the licensee's se
curity force: 

1I1) Management positions with the 
authority to: 

(A) Direct the actions of members 
of the security force or alter security 
procedures, or 

IB Direct routine movements of spe
cial nuclear material, or 

(C) Direct the routine status of vital 
equipment.  

(ii) All jobs which require unescorted 
access within onsite alarm stations.  

(iv) All jobs which require unescorted 
access' to special nuclear material or 
within vital areas.  

(2) All jobs which require unescorted 
access within protected areas and which 
do not fall within the criterion of para
graph (a) (1) of this section 

1b (l After '540 days following pub
licalon in final form) no individual who 
works at a nuclear reactor subject to this 
part and after 1 180 days following Pub
lication in final form no other individ
ual may be permitted to work at any 
job determined by the Commission to 
fall within the criterion of paragraph 

This does not alter the requirement for 
nthods to observe individuals within ma
tnrial access areas as stated in 17360(s) (7) 
Of this chapter,

PROPOSED RULES 

(a) (1) of this section without an NRC-U 
special nuclear material access author!
zation. (2) After (540 days following 
publiention in final form) no individual 
may be permitted uneacorted access to 
any protected area at a nuclear reactor 
site subject tothis part. and after (180 
days following publication in final form) 
tno individual may be permitted un
escorted access to any protected area at 
any other site subject to this part, with
out either an NRC-U or NRC-R special 
nuclear material access authorization.  
§ 11.13 Requiresunts in transportation.  

(a ' All individuals who after (180 days 
following publication in final form) 
drive motor vehicles in road shipments 
of special nuclear material, pilot air
craft in air shipments of special nuclear 
material, act as monitors at transfer 
points, or escort road, rail, sea, or air 
shipments of special nuclear material 
subject to the appropriate phpsical 
protection requirements of if 73.30, 73.81, 
73.35 or 73.36 of this chapter shall have 
NRC-U special nuclear material access 
authorization.  

(b) Licensees who after (180 days after 
publication in final form) transport or 
who deliver to a carrier for transport 
special nuclear material subject to the 
physical protection requirements of 
H1 73.30. 73.31, 73.35 or 73.36 of this 
chapter shall confirm and record prior 
to shipment the name and special nu
clear material access authorization 
number of all drivers. escorts, and moni
tors assigned to the shipment.  
§ 11.15 Application for Special Nuclear 

Material Access Authorization.  
(a) Application for special nuclear ma

terial access authorization, renewal. or 
change it level shall be filed by the em
ployer on behalf of the applicant with 
the Director, Office of Administration, 
U.S. Nuclear Regu!atory Commission, 
Washington. D.C. 20555.' 

(b) Applications for special nuclear 
material access authorization shall be 
made on forms supplied by the Commis
sior including: 

(I I A Personnel Security Question
naire 'PSQ) completed by the individual.  

(2' A fingerprint card with the in
dividual's fingerprints (fingerprints may 
be taken by a local police authority).  

' 3) A statement by the employer, pro
spective employer, or contractor. Identi
fying the job to be assigned to or assumed 
by the individual and the level of au
thorization needed. justified by appro
priate reference to the licensee's security 
plan.  

(c> Special nuclear material access 
authorization shall expire 5 years follow
ink the dute of Issue. If continued special 
nuclear material access authorization Is 
requiied, an application for renewal shall 
be submitted at least 90 days prior to ex
piration date. Failure to make a timely 
application will result in expiration of 

IProcess times for special nuclear material 
uceris auithorizations an be expected to be 
about 00 days for NRC-U and 30 days for 
NRC-R.

special nuclear material access authori
sation. Special nuclear material access 
authorization for which a timely appit
cation for newal has been made be con
tinued beyond the expiration diate pend
Ing final action on the application. An 
application for renewal will consiat of the 
following: 

(1) A Personnel Security Question
naire. completed by the applictnt.  

(2) A statement by the employer or 
contractor that at the time of applica
tion for renewal the Individual's assigned 
or assumed job requires the level of spe
cial nuclear material access authoriza
tion which he or she holds. Justified by 
appropriate reference to the licensee's 
security plan.  

(d) If at any time, due to new assign
ment or assumption of duties, a change 
In special nuclear material access au
thorization level from NRC "R" to "U" 
Is required, the Individual shall apply for 
a change of level of special nuclear ma
terial access authorization. Such an ap
plication shall include a description of 
the new duties to be assigned or as
samed. justified by appropriate reference 
to the licensee's security plan.  

(e) Each application for special nu
clear material access authorization, re
newa, or change in level shall be accom
pealed by the employer's remittance 
according to the following schedule: 
(1) New application, "U"----- O080 
(2) New application. "a"------ M3 
(3) Renewal "" or "R"--------- 80 
(4) Change of Jovel "I" to "1". 8950 
(5) Convert salsting NRC or 

ERDA "V" or "Q(X)" to 
U or a----------------- Nocharge 

(6) Convert extsting NRC or 
ERDA."I or 'L(X)" to 
V ---------------------- 0950 

(7) Convert existing NRC or 
BRDA "Q". "Q(X)". "I6".  
or "L(X)" to R.---------- No charge 

CRTsRIA ros DiTnurmm EUIr.Iran'rrv 
3oX Accase To, on CoNTRoL o vIs, SF'
CIAL NtTCLEARI MATERIAL 

11l I Application of the criteria.  
(a) The decision to grant or deny spe

cial nuclear material access authoriza
tion Is a comprehensive. common-sense 
judgment, made after consideration of all 
the relevant information. favorable or 
unfavorable. that to grant or deny special 
nuclear material access authorization is 
or is not inimical to the common defense 
and security and is or is not clearly con
sistent with the national interest.  

(b) To assist in making these deter
minations, on the basis of all the infor
mation In a particular case. there are set 
forth in 1 10.11 of this chapter a number 
of specific types of derogatory informa
tion. These criteria are not exhaustive 
but contain the principal types of deroga
tory information which in the opinion 
of the Commission create a question as to 
the individual's eligibility for special nu
clear material access authorization.  
These criteria are subject to continuing 
review and may be revised from time to 
time as experience and circumstances 
may make desirable.
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(c) When the reports of invcstigation1 
of an individual contain information 
reasonably falling within one or more 
of the classes of derogatory information 
listed in 1 10.11, the application of the 
criteria shall be made in light of and 
with specific regard to whether the 
existence of such information creates a 
question as to the individual's eligibility 
for special nuclear material access au
thorization by raising a reasonable belief 
that tho individual would use his access 
to or control over special nuclear mate
rial for theft or diversion of special 
nuclear material, or sabotage which 
would endanger the public by exposure 
to radiation. The Executive Director for 
Operations may authorize the granting 
of special nuclear material access au
thorization on the basis of the informa
tion in the case or may authorize the 
conduct of an interview with the Individ
ual and, on the basis of such interview 
and such other investigation is he deems 
appropriate, may authorize the granting 
of special nuclear material access au
thorization. Otherwise, a question con
cerning the eligibility of an individual 
for special nuclear material access au
thorization shall be resolved in accord
ance with the procedures set forth in 
§ §1020 through 10.37 of this chapter.  

(d) In resolving a question concern
ing the eligibility or continued eligibility 
of an individual for special nuclear 
material access authorization by action 
of the Personnel Security Board.' the 
following principle shall be applied by 
the Board: Where there are grounds 
sufficient to establish a reasonable belief 
as to the truth of the information re
garded as substantially derogatory and 
when the existence of such information 
raises a reasonable belief that the in
dividual may use his access to or control 
over special nuclear material for theft 
or diversion of special nuclear material 
or sabotage which would endanger the 
public by exposure to radiation, this shall 
be the basis for a recommendation for 
denying or revoking special nuclear 
material access authorization if not 
satisfactorily rebutted by the individual 
or shown to be mitigated by circum
stance.  

PART 50--LICENSING OF PRODUCTION 
AND UTILIZATION FACILITIES 

2. Paragraph (c) of 5 50.34 is amended 
to read as follows: 
§ 50.34 Contents of applications: tech

nical information.  

(c) Physical security plan. Each appli
cation for a license to operate a produc
tion or utilization facility shall include 
a physical security plan. The plan shall 
consist of two parts. Part I shall address 
vital equipment, vital areas, and isola
tion zones, and shall demonstrate how 
the applicant plans to comply with the 

' The function of the Personnel Security 
Board is described in Part 10 of this chapter.

PROPOSED RULES

requirements of Part 73 of this chapter, 
if applicable, at the proposed facility In
cluding the identification and description 
of Jobs at. the proposed facility as re
quired by I 11.11(a) of this chapter.' 
Part II shall list tests, inspections, and 
other means to be used to demonstrate 
compliance with such requirements. if 
applicable.  

PART 70-SPECIAL NUCLEAR 
MATERIAL 

3. Paragraph (h) of I70.22 is amended 
to read as follows: 
§ 70.22 Content- of applications.' 

(h) Each application for a license to 
possess or use at any site or contiguous 
sites subject to control by the licensee 
uranium-235 (contained in uranium en
riched to 20 percent or more in the ura
nium-235 Isotope), uranlum-233, or 
plutonium alone or in any combination 
In a quantity of 5,000 grams or mae 
computed by the formula. grams
(grams contained U-236) +2.5 (grams 
U-233+grams plutonium), other than a 
license for possession or use of such ma
terial In the operation of a nuclear reac
tor licensed pursuant to Part 50 of this 
chapter, shall Include a physical security 
plan, consisting of two parts. Part I shall 
address vital equipment, vital areas, and 
isolation zones, and shall demonstrate 
how the applicant plans to meet the 
physical protection requirements of Part 
73 of this chapter in the conduct of the 
activity to be licensed including the 
Identification and description of Jobs as 
required by I 11.11(a) of this chapter.  
Part II shall list tests, inspections, and 
other means to demonstrate coippliance 
with such requirements.  

Dated at Washington, D.C. this 11th 
day of March. 1977.  

For the Nuclear Regulatory Commis
sion, 

SAMUL J. CHILK, 
Secretary of the Commisson.  

IFR Doc.77-8023 Pled 3-16-77,8:45 am)
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(Doc1et Nos. 50 280 and 50-2811 

VIRGINIA ELECTRIC & POWER CO.  

Proposed Issuance of Amendments to 
Facility Operating Licenses 

The U.S. Nuclear Regulatory Commiis
sion (the Commission) is considering 
issuance of amendments to Facility Op
erating L itenses Nos. DPR-32 and DPR
37 Issued to Virginia Electric and Powel 
Co. (the licemcise), for operatLion of tile 

Surry Power Station Units Nos. 1 and 2, 
located lin Surry County. Va.  

In accordance with the licensee's ap

plIcilon for amei(ndment diated A uinst 9.  
its suppilemented August 2(1, 1977. the 
ameindients would revise the provisions 
In the Technical Specifications relating 
to the transient and accident analysis as 
affected by an increase in steam genera
tor tube plugging levels from the current 

20% to 25%.  
Prior to issuance of the proposed li

cense amendments, the Commission will 

have made the findings required by the 
Atomic Energy Act of 1954, as amended 
(the Act). and the Commission's iles 
aind regulations.  

By October 7, 1977, the licensee may 
file a request for a hearing and any per
son whose interest may be affected by 
this proceeding may file a request for a 

hearing in the form of a petition for 

h-ave to intervene with respect to the 
isuaice ti the amendments to the sub
iect faciluly operating licenses. Petitions 
for leave to intervene must be filed under 
utth or alrmation in accordance with 
the provi:,l1ns of Section 2.714 of 10 CFR 
I'art 2 of the Conunission's regulations.  
A petition for leave to intervene must set 
forth the interest of the petitioner in 
the proceeding, how that interest may be 
afected by the results of the proceeding.  
und the petitioners contentions with re

spect to the proposed liceilsing action.  
Such petitions must be filed in accord
ance with the provisions of this FEDERAL 

RccisT:n notice and Section 2.714, and 
iuitA be illud with the Secretary of the 
Comitssioi. U 5. Nuclear teigulatoly 

Commission, Wasington, D.C. 20555, 
ALLetion: DockctLing and Scrvie See
tion, by the above date. A copy of the 
petition and/or request for a hearing 
should bo !wumt to tie Executive Legal 
Director. U.S. Nuclear Regulatory Com
mission. Washington, D C. 20555, and to 
Mr. Michael W. Maupin, Esquire, Hun
ton, Williams, Gay, and Gibson, P.O. Box 
1536, Riclunond, Va. 23213, the uttorney 
for tue licensee.  

A petition for leave to intervene must 
be accompanied by a supporting alli
davit which identifies the specific aspect 
or aspects of the proceeding as to which 
intervention is desired and speciles with 
particularity Lime facts on which the pe
titioner relies as to both his interest and 
his contentions with regard to each as
Pect oil which intervention is requested.  
Petitions stating, contentions relating 
oily to matters outside the Commission's 
jurisdiction will be denied.  

All petitions will be acted upon by the 
Commission or licensing board, desig
luteld by the Comnniissioni or byi the

Chairman of the Atomic Safety and Li
censing Board Panel. Timely petitions 
will be considered to determine whether 
a hcaring should be noticed or another 
appropriate order issued' regarding the 
disposition of the petitions.  

In the event that a hearing is held and 
a person is permitted to intervene, he be
comes a party to the proceeding and has 
a right to participate fully in the con
duct of the hearing. For example, he may 
present evidence and examine and cross
examine witnesses.  

For further details with respect to this 
action, see the application for amend
mnent dated August 0, as supplemented 
August 26, 1977, which is available for 
public inspection at the Commission's 
Public Document Room, 1717 H Street 
NW., Washington, D.C. at the Swemn Li
brary College of William and Mary, Wil
liamsburg, Va.  

Dated at Bethesda, Md., this 6th day 
of September 1977.  

For the Nuclear Regulatory Commis
sioni.  

RoBERT W. REID, 
Chief, Operating Reactors Branch 

No. 4, Division of Operating 
Reactors.  

IFR Doc.77 -26861 Filed 9-14- 77;8:45 amiI 

IDocket No. PRM-73-21 

WISCONSIN ELECTRIC POWER CO., ET AL 
Filing of Petition for Rulemaking 

Notice is hereby given that Gerald 
Charnoff, Esquire, and Jay E. Silberg, 
Esquire have filed with the Commission 
on behalf of the Wisconsin Electric 
Power Co., Wisconsin Public Service 
Corp., and Baltimore Gas and Electric 
Co. a petition for rulemaking dated Au
gust 10, 1977.  

The petitioners request the Commis
sion to amend I 73.55(d) (1) of the Com
mission's regulation "Physical Protection 
of Phults and Materials," 10 CPit Part 
73, to eliminate the requirement for "pat
down" physical searches of individuals 
entcring a protected area.  

The amendments proposed by the 
petitionors would modify 10 CPR 73.55 
(d) D by deleting the bracketed words 
and adding the italized language as 
follows: 
§ 73.55 Reqaire'mnis for physical pro

sa-lton fof liernswed Activities inl ane.  
0eiar power re4Iiiors agnintt iluiluiM
*ri.gl sub tazg.  

(di Access requirements. (1) The li
censee shall control all points of persoil
nel and vehicle access to a protected 
area. Identification and search of all in
dividuals shall be made and authoriza
tion shall be checked at such points. The 
licensee shall post signs at such points 
informing individuals that they may be 
subject to physical search prior to enter
ing a protected area. The search fune
tion for detection of firearms, explosives 
and incendiary devices shall be conducted 
I citii r by a Iih ry:i il search orI by use

of equipment capable of detecting such 
devices, to the extent such equipment is 
reasonably available. The licensee may 
conduct a physical search of an indi
vidual if deemed necessary or appropri
ate. The individual responsible for the 
last access control function (controlling 
admission to the protected area) shall 
be isolated within a bullet-resisting 
structure as described in paragraph (c) 
46) of this section to assure their ability 
to respond or to summon assistance.  

The petitioners state that a require
ment for a "pit-down" physical search 
is unieccs:;ary in view of the other pr'
tective measures which are required, the 
absence of such a requirement for other 
(and more sensitive) facilities, and the 
serious problems which the physical 
search requirement imposes. The peti
tioners state, however, that "pat-down" 
physical searches should be permitted in 
any case where security personnel are 
suspicious about an individual, and signs 
should be posted that Individuals enter
ing a protected area may be subject to 
physical search.  

The Commission Is assessing the im
plications of "pat-down" searches and 
their value as a part of a total physical 
protection system, considering their re
lation to other features of security sys
tems required by the rule that affect ac
cess controls intended to protect with 
high confidence against Insiders. It Is 
endeavoring to identify alternatives that 
will achieve equivalent protection In the 
context of the total security system. Pub
lic comments are solicited specifically on 
such alternatives, and further opinions 
as to the value of searches as a contribut
ing element of security systems.  

A copy of the petition for rule making 
is available for public inspection at the 
Commission's Public Document Room, 
1717 H Street NW., Washington, D.C. A 
copy of the petition may be obtained by 
writing to the Division of Rules and Rec
ords. Office of Administration, U.S. Nu
clear itigulatory Commis.ton, Washing
ton. D.C. 20555.  

All persons who desire to submit writ
ten comments or suggestions concerning 
the petition for rule making should send 
their comments to the Secretary of the 
Commission, U.S. Nuclear Regulatory 
Commission, Washington. D.C. 20555.  
Attention: Docketing and Service Branch 
by October 17, 1977.  

Dated at Washington, D.C., this 13th 
day of September 1977.  

For the Nuclear Regulatory Commis
slon.  

SAMUEL J. CHILK, 
Secretary of the Commission.  

IFR Doc.77 --27053 Filed 9-14 77;8:45 ninj 

IDocket No. 50-2661 

WISCONSIN ELECTRIC POWER CO., AND 
WISCONSIN MICHIGAN POWER CO.  

Issuance of Amendments to Facility 
Operating Licenses 

The U.S. Nuclear Regulatory Commis
sion ithe Conunission) has Issued
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