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The purpose of this modification is to extend the period of performance through July 30, 2008,
at no increase to the purchase order cost ceiling pursuant with the attached revised delivery
schedule and ASRC Airfield & Range Service's e-mail dated, May 12, 2006.

Accordingly, the following changes are hereby made:

1. Subsection B.9, "PERIOD OF PERFORMANCE," is deleted in its entirety and substituted
with the following in lieu thereof:

"The period of performance for this purchase order will commence September 30, 2005,
and will expire July 30, 2006."

2. Subsection B.8, "SUMMARY OF DELIVERABLES," is deleted in its entirety and substituted
with the attachment to this Modification No. 1.

A summary of obligations for this purchase order from award date through the date of this
action is given below: '

Total FY'05 Obligation Amount ...........coeeveeveeereerenrenen. $41,305.60
Cumulative Total of NRC Obligations: $41,305.60.
There is no funding activity for this purchase order modification.

All other terms and conditions under this purchase order including the ceiling amount of
$41,305.60 remains unchanged.
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B.8 SUMMARY OF DELIVERABLES:

1. The contractor shall submit all deliverables in paper copy and in electronic format in either
WP 10.0 or WinWord Version XP on 3.5" floppy diskette or CD-ROM and are due at the
timeframes outlined below. Deliverables will be reviewed and signed off by the Project Officer.

2. STE Plan_

The STE Plan shall identify all testing assumptions, constraints, and dependencies and inciude
a proposed schedule that identifies which personnel, hardware, software, and other
requirements that must be met for each portion of the schedule to accomplish full system
security testing of all systems security functional and assurance requirements where the
requirements are not stated as being fulfilled by another system

a) Draft STE Plan - Due within .35 calendar days of contract expiration. The NRC Project
Officer shall review the draft STE Plan and provide written comments if necessary within 5
days.

b) Final STE Plan - Due within 20 calendar days from receipt of draft comments from the NRC
Project Officer. The Contractor shall lncorporate the NRC Project Officer's comments in the
final plan.

Acceptance Criteria: The Data Center/ Telecommunications system STE Plan shall be
developed in accordance with NIST SP 800-53 “Recommended Security Controls for Federal
Information Systems,” NIST SP 800-37 “Guide for the Security Certification and Accreditation of
Federal Information Systems,” and the NRC System Security Test and Evaluatlon Plan
Template.

3. STE Test

The contractor shall test the data center against the approved System Security Test and
Evaluation Plan (STE Plan) using the detailed and approved STE Plan’s test procedures and
document the testing in a System Security Test and Evaluation Report (STE Report).

Due within 15 calendar days of contract expiration.

Acceptance Criteria: The ST&E test shall follow the approved ST&E Plan and functions of the
current data center security and management controls and identify any weaknesses.

4, STE Test Report

The STE Report shall identify all testlng assumptions, constraints, and dependencies as well as
any anomalies, impromptu tests, and deviations encountered during testing. The STE Report
shall include the actual testing schedule and detailed test results for each test procedure
outlining specific errors encountered. The STE Report shall include a summary of the system
scans and a table of test findings incorporating any test issues and recommendations. The
STE Report shall identify any requirements that have not been met and identify the resulting
impact to the system.

.a) Draft S;FE Report - Due within 10 calendar days of contract expiration. The NRC Project

Officer will review the Draft STE Report and provide written comments if necessary within 5
days. '
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b) Final STE Report - Due within § calendar days from receipt of draft comments from NRC
Project Officer. The Contractor shall incorporate the NRC Project Officer's comments in the
final STE Report.

Acceptance Criteria: Quality, Accuracy and timeliness of Report. The Data Center/
Telecommunications system STE Report shall be developed in accordance with NIST SP 800-
53 “Recommended Security Controls for Federal Information Systems,” NIST SP 800-37 “Guide
for the Security Certification and Accreditation of Federal Information Systems,” and the NRC
System Security Test and Evaluation Plan Template.



