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KOHTponb KaIecTTBa nporpamMHoro
o6ecnemeH lN (nfo)

_/
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~ofOHrTponb Ka'4ecTBa nlo
Gibe OrnacaH~e-

* Tpe6oBaHI* '-

* )Km.ZHeHHbI1 LkI4Kn no

* BepmCPHKaLsI M Bsanl4gaLtmq

* YnpaBneHme KoH4)mrypaLwe"- no

* KoHc¢rypaL%4oHHoe ynpasneHme no

* npot~ecc nposegeHti. 3KCnepTH34b

July 28 - August 1, 2003 SQC-5

.-software Quality-Control
Topics to -be Covered

S....

* Requirements

* Software Life Cycle

* Verification and Validation

* Software Configuration Control

* Software Configuration Management

* Review Process

July 28 - August 1, 2003 SQC-6



Tpe6oBaHMq K KOHTpOIFO KameCTBa
0O fo YCTaHOBKH no npo!3BO3CTBY
" MOKC-TonnlBa (YnfMT)

* OnticaHI4e nporpaMMbI o6ecneqeHwF KaqeCTBa
> ASME NQA-1-1994, "Tpe6OBaHH.f K o6ecneqeHu1o Ka'ecTBa Aqnn

sIqepH6lx ycTaHOBOK" (oTBe'aeT Tpe6ot'aH"qM 10 CFR 50, -

npuno)KeHme B, Tpe6oBaHUIq K o6ecne'eH~uo Ka'ecTBa peaKropa)

> NQA-1, qacT i, nlpmno>KeHue IIS-2, "gcononHHTen6Hbie Tpe6oBaHtiq K
TeCTHpoBaHa1O KOMnl6OTepHblX nporpaMM"

> NQA-1, qacTm 11, pa3Aen 2.7, "Tpe6oBaHII K o6ecne'eH&1o Ka4eCTBa
KOMnbfOTepHOrofO gno RnnAePHb6X YCTaHOBOK

> OTHOCHTCH K no, i4cnOfJb3yeMOMy Ann noJly4eHMR unu o6pa6OTKt
AaHHbIx, HenocpeACTBeHHo scnonfb3yeMblx npu npoeKTtrpoBaHHH,
aHlan3e ui 3Kcn~nyaTaL~i4H

* C1CTeMa KOHcIvlrypaL4mOHHoro ynpaBneHuq

> OTHOCHTCS KO BCeM coopy)KeHMMM, CHCTeMaM, KOMnOHeHTaM U
m3MeHeHI1lM

July 28 - August 1. 2003 SQC-7

MOX Software Quality Control
Requirements

* QA Program Description
> ASME NQA-1-1994, "QA Requirements for Nuclear Facility

Applications" (meets 10 CFR 50 Appendix B Reactor QA requirements)

> NQA-1, Part I, Supplement IIS-2, "Supplementary Requirements for
Computer Program Testing"

> NQA-1, Part II, Subpart 2.7, "QA Requirements of Computer Software
for Nuclear Applications"

> Applies to software used to produce or manipulate data used directly
in design & analysis and operation

* Configuration Management System
> Applies to all structures, systems and components and

changes

July 28 - August 1, 2003 sac-s



+Ž HopMaTHBHbwe Tpe6OBaHmsi KflP Ann
tV,+- YnMT

Pa3gen 70.72, "M3MeHeHI451 B YCTaHOBKe 1
npoLUecc BHeceH14.1 M3MeHeH4"I," Tpe6yeT
C03/aHt45i n14I4eH3t4aTOM CHCTeM61 -

KOHcptLrypaLkMOHHoro ynpasBneHI4H gJn1 oL~eHK14,
BbilnOfnHeHM4l U4 npocne)KmBaHuI Ka)Kworo
143MeHeHmR ninoLLxaAKK1, COopy)KeH[4t4,

npoLuecCoB, CL'CTeM, o6opVpoBaHI4.,
KOMnOHeHTOB, KOMnbtOTePH61X nporpaMM 14
AeHTenbHOCTtj nepcoHana

July 28- August 1, 2003 SQC-9

I4NRC MOX Regulatory Requirements

* Section 70.72, "Facility Changes and Change
Process," requires that a licensee establish a
configuration management system to evaluate,
implement, and track each change to the site,
structures, processes;-systems, equipment,
components, computer programs, andactivities
of personnel

July 28 - August 1, 2003 SQC-1 0



TO TaKOe KOHcmrypaI4IOHHoe
ynpaBneHue?

* KOHctwypaLAHOHHoe ynpaBneHt~e (KY):

Mepa ynpaBnieHi45i, KOTOIpas o6ecnetlmBaST Hagr3op Ui
KOHTPOJ16 Hag npoeKTHO-KOHCTpyKTOpCKOI

HHcjopMaLt4eA, MHcoopMamweiA no 6e3onacHocTm u

3anmCsMm 0 c)enaHHI.IX m3meHeHtisx (KaK
BpeMeHHbIX, TaK U4 lOCTORHHbIX), KOTOpble MOPT
nOBnA.lTb Ha CflOC06HOCTb 3rieMeHTOB, Ba>KHbIX gni

6e3onacHocTN, BbinonlHATb nlpuT i Heo6xogwMocTM
CBON CYHKN'# [10 CFR, qacTb 70.4]

July 28 - August 1, 2003 SOC-11

w4~hat is Configuration Management?

* Configuration Management (CM):

management-measure that provides oversight
and control of design information, safety
information and. records of modifications
(both temporary and permanent) that might
impact the ability of items relied upon for
safety to perform their functions when
needed. [10 CFR Part 70.4]

July 28-August 1. 2003 SQC-1 2



LITO TaKoe KOHTPOnb KameCTBa no?

* 3TH TepMIHb6 IBn5FOTCI B B61COKOIi CTeneHH
B3aLiMO3aMeHSqeMb6M--

YnpaBneHlle KaqeCTBOM no

= 06ecneqeHme Ka'ecTBa no

= KOHTponb KaqeCTBa no

= Pa3pa6oTKa no

July 28 - August 1, 2003 SoC-1 3

w What is Software Quality Control

* Terms are essentially interchangeable

Software quality management= QA"
= Software QA

= Software QC

= Software Engineering

July 28 - August 1, 2003 SQC-14
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KOHTPOnb KamecTBa no (KKno)

* KKnO - 3TOCHCTeMa ynpaBneH MM, KOTop aq
onpegenneT, ynpaBsneT, KOHTponlpyeT,
mcnonH~qeT, LoKyMeHTHpyeT 14 npOBepieT no
Ha COOTBeTCTB4e TeXHi4LeCKMM 4

4yHKM4OHanbHbIM Tpe6oBaHW5M, T.e.
KAqECTBY no

July 28 - August 1, 2003 SQC-1 5

Software Quality Control (SQC)
... .,

* SQC is a management system to specify, guide,
control, perform, document and verify that
software meets the technical and functional
requirements, i.e., the QUALITY of the software

July 28 - August 1, 2003 SQC-16



* PeKoMeHpa4irn H CTaH~apTbi no
e - KKflO

* "TmnoBaH nporpamma npoBegqeHIq 3KcnepT43b6,"
NUREG-1718, asrycT 2000 r.

* HopMaTHBHoe PYKOBOACTBO 1.169, "npoeKr
KoHcj3MrypaLtHoHHoro ynpaBneHlH gfnl LW4ctpoBoro
KOMn6bOTePHoro no, mcnon63yeMorO B CHICTeMaX
6e3onacHocT&4 aToMH61X cTaHLtu"", ceHT56p6 1997 r.

* TexHwlecKoe nonomeHme oTgena PRIP (NRR) HICB.14,
Peg. 4, 141OH6 1997 r., "PYKOBo0CTBo no 3KcnepTm3e flO
gn15 LAI44ijpOB6bX KOMnb6OTepV13OBaHH6IX CMICTeM Kmlnl ti
aBTOMaTIJ1KI4"

* "CTaHgapT IEEE no nporpaMMe KoHcImrypaW4oHHoro
ynpaBneHm.9 no," CTaHgapTbI IEEE 828 1990 m 1998

July 28 - August 1, 2003 SQC-17

+ A "do,"

K4 SQC Guidance and Standards
OA *.,d '&"

* "Standard Review Plan," NUREG-1718, August 2000

* Regulatory Guide 1.169, "Configuration Management
Plans for Digital Computer Software used in Safety
Systems of Nuclear Power Plants," September 1997

* NRR Branch Technical Position HICB-14, Rev.4, June
1997, "Guidance on Software Reviews for Digital
Computer-Based Instrumentation.& Control-Systems"

* "IEEE Standard for Software Configuration Management
Plans," IEEE Std. 828 1990 & 1998

July 28 - August 1, 2003 SQC-1 8



j AesJeTenbHoCTb KS1P no. 3KcnepTI13e
u BepMq0MKaI4H KKMO

* 3KcnepTM3a 1 YTep> eHte nporpaMMbl o6ecne'qeHL*I
KaLeCTBa (nOK)

* 3KcnepTM3a o65l3aTenbCTB KKnO B OTHoweHwL1I
Kflmn t A npB biga14e pa3peweHiHI Ha CTpOMTen6ICTBO

* 3KcnepTm3bI m aygLITbi nporpamm M LHCTPYKW4LI no
o6ecneqeH1 O KaaecTsa (OK)

* MHCneKL'MU Ha 3T'ane CTpo0lTenbCTBa 4

* 3KcnepTM3b/ AIM BbIJa~m ntL"eH3ML4 Ha 3KcnnyaTaLwmo

* 3KcnepmTL3a rOTOBHOCTH K 3KcnnyaTaLt4mL

* 4HCneKLuA1M B npoLtecce 3KcnnyaTaLt4t1

July 28 - August 1, 2003 SQC-1 9

NRC SQC Review and Verification
Activities

* Review & approval of QA Plan

* Review of SQC commitments in construction
authorization for l&C

* Reviews & audits of QA Program & procedures

* Inspections during construction

* Reviews for Operations License

* Operational readiness review

* Inspections during operations

July 28-August 1, 2003 SQC-20



:0KoHTPOnb KameCTsa no

* KKnO 3aHtIMaeT MHorO BpeMeHM, ,goporo CT014T,
m o661b1H0 OqleH6 XnOnOTeH

* 3aqeM >Ke ero npOBo/iiTO?
> qTo66i y6egHTbCsl B TOM, 4TO CHCTeM6i 6e3onaCHoCT4

pa6oTa OT!

* XopOWO 143BeCTHO, LITO CJ1O)KHoe nO Bcerga
6yjgeT COgep)KlaT.6 o146KH

* KKnO yBenwlmqBaeT waHCbi nonyLieHIq
KaqeCTBeHHOrO npOgYKTa

SQC-21

'Software Quality Control

* SQC takes a Iot of time, costs lots of money,
and is generally a bother'

* Why have it?
- To make sure safety systems work!

* It is generally accepted that complex software
will never. be error free

* SQC improves the odds

SQC-22



,4 40, KOHTPonb KatiecTBa nO
(npoAonuKeHme)

* KaqecTBo no cnegyeT 143 aKKypaTHoro X,
TLtaTe~nbHoro npoLecca pa3pa6oTKI4, c
TeCT14pOBaHmeM 1 Bept44ML4Kat4et kKa>Koro
wara 3Toro npoL~ecca M BanmpgaLp14e1
KOHe4HOrO npOLyKTa

El1
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Im .m ..
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SQC-23
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Software Quality Control
(continued)

* Software quality results from a careful and
meticulous development process, thorough
testing, verification of each step of the
process, and validation of the product
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KOHTPOnb KaLeCTBa no
(npoponxceHv'e)

* JCIn1 TOrO, LITO6b6 npoLuecc pa3pa6oTKM 66bn
aKKypaTH61M 14 TLi~aTei1bHb6M, BeCb npoLtecc
g0Jo)KeH 6bITb pa36LIT Ha oTgen6bHbie CTynleHM

* 3T cTyneHM TaKKe tI3BeCTHb6 KaK )M3HeHH61b
LtL1KJ1 no

July 28 - August 1, 2003 SQC-25

Software Quality Control
(continued)

* In order'to have a careful and'meticulous
development process,'the process needs to be
broken into various steps

* The various steps are also known as the
software life cycle

July 28- August 1. 2003 SQC-26



KOHTpOnub KameCTBa flo
(npoAornKeHMe)

.*t, ,

* OAHa Mogenb Kl3HeHHoro Lk4Kfna nporpamMbl

noKa3aHa B cTaHgapTe IEEE 1012, "CTaHx~apT
IEEE Ha Bepi4coUKaLUI4Io BanUmaLwao nor

|TEXHUMECKUE

|PEE CnU3BAHH|

RCTA UR W17OTMAAKA
13KcrnYAAUU

COBP08X) EHM E

July 28 - August 1, 2003 SQC-27

Software Quality Control
(continued)

One model of the software life cycle is shown in
IEEE Std 1012, "IEEE Standard for the Software
Verification and Validation"

July 28- August 1. 2003 SQC-28



-0 KoHTponb KatteCTBa -1O
(npopornKeHme)

* 3Ta aepcmq )KI3HeHHOro xtwmia pa36"1Ta Ha CeM6
OTgenbHbIX 3TanoB:

P 3Tan TeXHUqeCKHX Tpe6oBaHHI1

> 3Tan pa3pa6oTKH

) 3Tan peantUaL~t*i

P 3Tan TeCTHPOBBaHU*

> 3Tan HHCTannmttiL u oTnaLKH

> 3Tan 3KcnnyaTa~L~HH H COnpOBO)KeHHSF

> 3Tan B6IB1oga 13 3KcnfjyaTaLjHH

July 28 - August 1, 2003 SQC-29

4 e Software Quality Control
(continued)

* This version of the life cycle has 7 separate
phases:

> Requirements Phase

> Design Phase

> Implementation Phase

> Testing Phase

> Installation and Checkout Phase

> Operations and Maintenance Phase

> Retirement Phase
July 28-August 1, 2003 SOC-30



3Tan TeXHt4LieCKlX Tpe6oBaHMA

a Ha 3TOM 3Tane onpegenwloTcR,
LOKyMeHTMPpyFoTCH M npOBepq I TC.
TeXHWIeCKt4e Tpe6oBaHL4sI no cnegytoLL4tM
npM3HaKaM:

> 43YHK4LOHan6HOCT6

> pa6oqme nOKa3aTenm

> npoeKTHbte orpaHI4eHM1

> CBOACTBa

> BHeWHme MHTepc3eACbI

July 28-August 1, 2003 SQC-31

Requirements Phase

* This is where requirements are specified,-
documented, and reviewed for the following
attributes:

> functionality

> performance

> design constraints

> attributes

> external interfaces

July 28-August 1. 2003 sac-32



* 3Tan TeXH44eCKX TpeI6oBaH9AU
(npoAon)KeHue)

* Pe3yJnbTaTbt 3Tana TeXHWqecKKX Tpe6oBaHMA:

P CI1cTeMHaq cbneLcjMKaLm4S'

> nporpaMMa ynpaBneHiir no.
> nnaH pa3pa6oTKL'4 n.o

> nnaH o6ecneqeHqr KaqecTBa no :

fnporpaMMa KoHcjLrypaLuMoHHoro ynpasneHM, no,

* iononHHTenlbHO Ha 3TOM 3Tane
nogrOTasBnMsaBOTCH nnaHbi ,nq BepmcI3Kaq4
u BanmgaLAMH (Bu4B) no

July 28- August 1, 2003 SQC-33

0^40 Requirements Phase.
(continued)

I-...,

* Products of the requirements'phase are:
P System Specification

> Software'Management'plan'

P Software'Development plan

P Software Quality Assurance Plan

> Software Configuration Management Plan

* In addition, in this 'phase the plans for software
verification and validation' (V&V) are prepared

July 28-August 1, 2003 SQC-34



3Tan pa3pa6oTK&I

* Ha 3Tane pa3pa6oTK14 CO3gaeTc.,
gOKyMeHT14pyeTC5I 1 oL~eHt4BaeTC5 npOeKT no

* Ha 3TOM 3Tane onpegengeTc.9 o6Liasa
CTpyKTypa KaK ynpaBjleHL4.q, TaK 1
MHcoopMaLto4OHHbix nOTOKOB, a TaK)Ke
flpOMCXOgMT CBegeHt4eo6uieM' CTPYKTYP61 K
CoM 314LieCK14M peweH4SM (anropHTMb1,
ypaBHeH".r, ynpaBnoioaq norwKa 1 CTpyKTYpa
gaHHbix). npoeKT MO>KeT noTpe6oBaT !
BHeCeHt4l tb3MeHeHII"4 B r'OKyMeHTat414o,
cogep>KaUAyo TeXH"qeCKt4e Tpe6oBaHHR

July 28 - August 1, 2003 SQC-35

Design Phase

* In the design phase, the software design is
developed, documented, and reviewed

* Here, the overall structure, both control and
data flow, will be specified, and the reduction of
the overall structure into physical solutions
(algorithms, equations, control logic, and data
structures) will occur. The design may
necessitate the modification of the
requirements documentation

July 28 - August 1, 2003 SQC-36



,+4 , 3Tan pa3pa6oTKM
I '(npoAonxceHue)

* Pe3ynbTaTbI 3Tana pa3pa6oTKI4:

P CneLmCPHKaLu..sF Tpe6oBaHMi1 no
> 3KcnepTH3a Tpe6oiaHii no''
> OnticaHfie pa3pa6OTKI no

> 3KcnepTM3a pa3pa6oTKl no

July 28 - August 1, 2003 SQC-37

Design; Phase
(continued)

* Products of the design phase are:

> Software Requirements Specification

> Software Requirements Review

> Software Design Description

> Software Design Review

July 28 - August 1, 2003 SQC-38



4 g 3Tan ' pa3pa6oTKH
, 4,,, (npoAon)KeHue)

Ha 3TOM 3Tane BbIlnOJ1HqOTCI cnegyioLwe
pa6OTbi no BmB:
> C03gaHme nnaHa npoBegeH1q mCnbITaHIM,

OCHoBaHHorO Ha TeXHI4eCKHX Tpe6OBaHt151X Ii

pa3pa6oTKe

> C03gaHze KOHTpon06H6X npfMepOB Ha OCHOBaHMM

pa3pa6oTKH

> 3KcnepTm3a pa3pa6oTKI no

July 28 - August 1, 2003 SQC-39

Design Phase
(continued)

* In this phase, V&V effort is:

> generation of test plans based on the requirements
and design

> generation of design-based test cases

> review of the software design

July 28 - August 1, 2003 SQC-40



3Tan peanM3aLi1u

* Ha 3TOM 3Tane oCyLIleCTBJ1nqeTC5
nporpammt~posaH me

* Pe3ynbTaTaMH 3Tana peariMaw4ni 5BnHoTcH:

> JmCTMHr t4CXOAHoM npOrpaMMbM6

> 3KcnepT13a 1CXOqHO11 nporpamM6i

* Ha 3TOM 3Tane pa6oTBl no BiMiB 3aK'iKoqa[oTcq B
3KcnfpT 3e 4cxo;Ho4 nporpaMMbI, a TaKwe'ee
npOBepKe Ha COOTBeTCTBme CTaHgapTaM 1

cornaweHH*IM nporpaMM1pOBsaH M5

July 28 -August 1, 2003 SQC-41

4 Implementation Phase

* This is where coding takes place

* Products of the implementation phase are:
> Source Code Listing

> Source Code Review

* In this phase the V&V effort is source code
review - also check for coding standards and
conventions

July 28-August 1, 2003 SQC-42



3Tan TeCTHPOBaHmi5

* 3To nepBbIl 3Tan TeCTL4pOBaHI1 i

nporpaMMHOrO Koga

* Ha 3TOM 3Tane TeCTL1pOBaHL4 3aKnto aeTC'I B

6noqHOM TeCTHPOBaH W oTJen6H61X qacTe4.
nporpamMHoro KOga

* Pe3yn6TaTaMM BbiflnoJHeH WR 3TorO 3Tana
M BJSIMFOTCH nJlaH npoBegeHPIq IcflnITaH1uno 1
oTqeTbi no TeCTt4pOBaHuo

July 28- August 1, 2003 SQC-43

Testing Phase

* This is the first part of testing the code

* At this time, the testing is unit testing of
individual parts of the software code

* Products of this phase are the Software Test
Plan and testing reports

July 28 - August 1, 2003 sac-44



ARC 3Tan TeCT~pOBaHIISI
4 (npo onlceH e)

Pa6oTa no BWiB Ha 3TOM 3Tane:

> BanmgaLmq nporpamMHoro Koga c LtenJ6tO npoBsepKN
Ha COOTBseTCTBe Tpe6OBaHI5M

> Y6egi4TbCq B TOM, 4T0O nogaeT npaBlnfbH6te
pe3y]f6TaTb6 Ha KOHTpOnJ6H6X nplMepax, TO eCT6

LITO OHO pa6oTaeT

July 28 - August 1, 2003 SQC45
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Testing Phase
(continued)

* V&V- effort in this phase is:-

> validation of the code to see if it meets the
requirements

> assure that the software produces correct results for
the test cases (make sure it works)

July 28- August 1, 2003 SQC-46
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3Tan L1HCTannqiS4uM u OTnaAKM

* Ha 3TOM 3Tane pa3J1H4Hbie KOMnlOHeHT6, no
MHTerpHpytOTC51 c annapaTHbIMM CpegCTBaMt4 H4

gaHHbIMH H npOXOJ53T TeCTI1pOBaHt~e KaK eg1Han

c1cTeMa. Ctoga Bxo0IT:
> YCTaHOBKa annapaTHWiX CpeACTB

> WHCTannsmliLn nporpaMMbl

> C03gaHwe 6a3 gaHHb[X

> TeCTlpOBi4aHme CUCTembi

* Pa6oTa no BHB 3aKntoqaeTcSl B yCTaHOBKe, npOBepKe
B3aMmogeACTBOS KOMnOHeHTOB CHCTeM6I H

npmeMO4HbIX mCn61TaH~IX

July 28 - August 1, 2003 SQC-47

"'SAIG~

w Installation and Checkout Phase

* In this phase, the various software components
are integrated with hardware and data, and
tested as a system. This consists of:

> installing hardware

> installing the program

> creating databases

> testing the system

* V&V effort is installation and integration testing,
and acceptance testing

July 28-August 1, 2003 SQC-48



i,4 3Tan 3KcnnyaTa~I4uM 14
."-,.eqc COlpOBON(AeHmfl

3ToT 3Tan CBq3aH C COnpOBo>KgeHieM no
nocne L4HCTan~nmtLL4m nyCKa

> yCTpaHeHme CKpbITbIX oWw60K (KoppeKmTpyoA~ee
conpoBoMK/eHwe)

> COOTBeTCTBme HOB61M nepepa6oTaHHblM
Tpe6oBaHI4.IM (npocfllnaKrl4ecKoe o6cnyzMBaHte)

> aAanTaL"f fno K I3MeHeHt4fIM B onepaLAMOHHOA
cpege (aganTMBHoe conpoBowgreHme)

* Ha 3TOM 3Tane pa6oTa no Bt'B 3aKJIOqaeTCH B
yTBep)KpeHMM I tOKyMeHTLpOBaHMM
03MeHeHLILI

July 28 - August 1, 2003 SQC-49

O perations and Maintenance Phase

* This phase is concerned with the maintenance
of the software once installed and running
> to remove latent errors (corrective maintenance)

> to respond to new or revised requirements
(preventive maintenance)

> to adapt the software to changes in the operating
environment (adaptive maintenance)

* In this phase, the V&V effort is to approve and
document changes

July 28 - August 1, 2003 SQC-50



3Tan BbIBO~a 13 3KCnnJyaTai411

* npOM3BegMTe 3aMeHy M BbI6pOCHTe CTapyto

Bepcmio

July 28 - August 1. 2003 SQC-51
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Retirement Phase.

* Replace it, and throw out the old stuff

July 28 - August 1, 2003 SQC-52



+ oBepMCPHKau."u ''WBnanl~a4mm

(CTpaHHO 3By~tlIT, 'ITO KTO-TO Apyrom gon)KeH
npOBepHTb BCIO BbinlOJnHeHHyiO pa6oTy. TeM He
MeHee, 3TO AOnW)KHO 61ITb cgenaHo aKKypaTHO U4
TI1aTen bH O) *

*Bept4CIKaL I:nlojrATBepKgeHmie Toro, ITO
pe3yjibTaTbI AaHHoro 3Tana ygOBneTBOpqtoT

Tpe6oBaHImpAM nyuero 3Tana MnJ 3TanOB

*Banu4AaLsM,: TecTMpoBaHme ,gnhn nOATBep)KgeHMR
COOTBeTCTBt4A nporpamMHoro KOaJ Tpe6OBaHI'qM.
3To genaeTcH c nOMOlubiO COCTaBneHtIS1 M
BbilnOJHeHt4IS niiaHa npOBseeHL4 mcnblTaHA 14
KOHTpOJnbHbIX nptUMepOB gJ15 KaxKroIm ca3bl
)KI3HeHH0rO LIL1KJ1na no

July 28 - August 1, 2003 SQC-53
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Verification and Validation

(This is a fancy way of saying all the work should
be checked by someone else. However, this must
be done carefully and thoroughly)

*Verification: Ensure that the products of a given;
cycle phase fulfill the requirements of the
previous phase or phases

*Validation: Testing to ensure that the code
satisfies the requirements. This is done by
writing and applying test plans and test cases
into each phase of the software life cycle
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Bep4mCKaI4"m H BanHqau4Mn

(npoAon)KeH e)

* jQOnKHa BbflrOJ1HqT6Cb5 B npoujecce pa3pa6oTK14
I BHeCeH14A t43MeHeHM1

* npeAoCTaBnqeT yBepeHHOCT6 B peaiU3aLsmm
Tpe6oBaHUU4 CICTeM61 6e3onaCHoCT14

* nnaH BwB Heo6xogt4M gJ5l Toro, qTo6b1 Bce
3Hantl, qero O)Km4gaT6 . - .
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Verification and Validation
(continued)

* Needs to be done during development and
modification process

* Provides confidence that the safety system
requirements have been implemented

* Need a V&V plan so everyone knows what to
expect . -

July 28 - August 1. 2003 SOC-56



' BepmCIPHKaL~R uH' BanmgaL;m.E
(-'. ~(npoponrKeHme)

* nnaH BuB nepe'lcnsmeT B'e'ge"ICTBI4'14 TecTbi,
KOTOpbie Aon)KHbI 6bITb lnpoBepeHbl,
3acBsteTeJnbCTBOBaH61, BbilnOJHeHbI hunl
nony4mn1 3KCnepTHYIO o0IeHKY

* KnmoeBom- MOMeHT BmB -. 3TO mcnonb3OBaHie

nIoAem, mmemuLx, no MeHbWem Mepe, TaKylO
wKe KBanNIcILKaLto, KaK ii J1FoA, B6IlnOJ1HiBW4e
npoeKThpoBaHt~e
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4 Verification and Vaiida4tion
(continued)

* The V&V plan lists all activities and tests that
shall be inspected, witnessed, performed, or
reviewed

* Key to V&V is to have people who are at least
as qualified as the people doing the design
work
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BepMCPMKa4mu M BanNam4mm

(npoAon)KeH e)

* OpraH43aLzmH, npoBogqiasq BmB, He gnonJkHa
3aBmCeTb OT npoeKThpyiou~eA opraHMwA

> He3aB14CfMOCT6 B ynpaineH14M

> $LIHaHCoBaq He3aBMCIMOCTb

> He3aB4cwMocTb B COCTaBfleHMM rpaq)Ka padOT

* 3To o6ec'neiMsBaeT OTCYTCTBi4e gaBneHflq Ha
geslTexnbHocTb no BiiB Co CTOpOHbl
npoeKT4pyioLLe4 opraHM3at4
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Verification and Validation
(continued)

* V&V organization needs to be independent of
design organization
> Independent in management

> Financially independent

> Independent in schedule

* This ensures that the V&V activities are not
compromised by pressure from the design
organization
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TmnH4Hbue pa6oTbl no BmB

3KcnepT43a -0KyMeHTMpOBaHHbIX pa6oT

* 30cCBi1eTenbCTBOBaHme geqTenbHOCTH
pa3pa6oTqMKa

* npOBepK14

* CKBO3HOU KOHTp0J1 rnpoeKTHbIX peweH14"u

* KpMTL1qeCKI4 aHanJ43 nporpamm
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4 Typical V&V'activities
'S , .

Reviews of documented work

* Witnessing of designer activities

* Inspections

* Design walkthroughs

* Code walkthroughs
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T1MUIHbIe pa6oTbu no BmB
(npoAonaceHme)

* CKBO3HOVI KOHTPOn b AOKyMeHTI4pOBaHH6IX
pe3yi bTaTOB TeCTOB

* AHan43 - c)opMaanbHble JoKa3aTen6cTBa,
MeTOrbi rpacfrnqecKoro alaim3a 14
COOTBeTCTBYIOLLALe MeTO91KW

* TeCTHpOBaHme

> cDyHKLVHOHaJ1bHoe TeCTHpOBaHme

> CTPYKTypHoe TeCTHPOBaHmeL

I
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Typical V&V activities
(continued)

* Walkthrough of documented test results ,

* Analysis - formal proofs, graphical analysis
methods, and related techniques

* Testing
> Functional testing

> Structural testingst
E

- I' I
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TmnHtHbue AOKyMeHTbl, nOgnewauujme
,JM/3KcnepTHOM Oke.HKe B xope pa6oT no BMB

* TeXHwMeCKHe Tpe6oBaH14.l K CMICTeMe

* npoeKT CMCTeMbi

* Tpe6oBaHwq K anflapaTHbIM CpegCTBaM 3BM

* nporpaMMHble Tpe6oBaHL4R

* Tpe6oBaH4l K B3aMmogeACTBLto KOMnOHeHTOB
Ct4CTeMb1

* npoeKTHpOBaHt'e no
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Typical Documents Reviewed
During V&V Activities

* System requirements

* System design

* Computer hardware requirements

* Software requirements

* Integration requirements

* Software design
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T

JApyrue o61.eKTbl, noAneeaLuke
t3KcnepTHOH O4LeHKe B xo~e pa6oT no BHB

* nporpaMMHas peanm3aqmn 1 6noqHoe
TeCTHPOBaHme

* npoBepKa B3at4MOeX14CTB4S KOMnOHeHTOB
CMCTeMbI

* npoBepKa Bant4LgaW11

* npoBepKa C14CTeMbI

* nnaH6[ 3KCnnyaTaLI4L4 14 ClonpOBo)K>geH OR

* Tpe6oBaHM4 K Hae/)KHOCT14
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+4 a Other Items Reviewed During
" oV&V Activities

* Software implementation and unit testing!

* Integration testing

* Validation testing

* System testing

* Operation and maintenance plans

* Reliability requirements
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+AoP gpyrkle o61eKTbI, nonemcauuie
C.4 t3KCfnePTHOM oi4eHKe B xoAepa6OT no BmB

(npo'o n MwHle)

* Tpe6oBat*Is K IIHTepcjoelICY

* Tpe6oBaHwq KO BCeM pe)KMaM 3KcnnyaTaL"t'14,
BKlmOqa5I YCTaHOBKY CMCTeMbi L4 BBO/'B

3KcnnyaTaLlLIto, npoBepKy, HopManJbHY-O
3KCnJnYaTaLWFO I 3KCnj1yaTaL414IO B aBapI4MHbIX
YCJ1OB14IlX

* BO3MO)KHOCTm no o6Hapy)KeHM4O
HemcnpaBHOCTem, gt4arHOCT14Ke &4

BOCCTaHOBneHMO CMCTeM6I
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Cts ar~.

,Other Items Reviewed During
V&V Activities (continued)

* Interfaces requirements

* Requirements in all operating conditions,-
including system installation and
commissioning, test, normal .operations, and
emergency operation

* Fault detection, diagnostics, and recovery
capabilities on the system
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,O Ilpyrmevo6beKTb1, nognecauupie
'-3KCnepTHoH O04eHKe

B xope pa6oT no BuB (npopon)KeHme)

* Tpe6oBaHNSI K HHTepcteI4Cy onepaTOp-MawNHa

* Tpe60BaHMS -K CI4HXpOHt43aL "L4 , BpeMeHL1
oTKnJ Ka, npOnyCKHOIWCnOCo6HOCTM U
nf p0L3B0O;Ten6H bHOCTI

* C)yHKLM0HanbHoe 'pa3Hoo6pa3Ie t4J1n 3a4LlTa B
rny6UHy, no Tpe6oBaHL4o
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4r °O Other Items Reviewed During
. r-. V&V Activities (continued)

* Operatorlmachine interface requirements:

* Timing, response time, throughput, and
performance requirements

* Functional diversity or defense-in-depth, as
required
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OT~ieTbI o npo6neMax BuB

~ ..

* OTqeTbl gOn1KH61 OTCneJ)KBaTbCH gnS
o6ecne'ieHlIM peweeHmq npo6neM

* OTLeTbI 90llNKH6i 661Tb o0)OpMJleH61 B
nI4CbMeHHOM Bt"ge

* OTqeTbl on0)KH61 BKnt0LaTb cneAyFouyAo
14HcjopMatw4l:
P ;eHT&44MKaLAq CHCTeM6

> TO'HbIl xapaKrep npo6neMbl

> rge O6Hapy)KeHa npo6neMa - B KaKOM npOrpaMMHOM MOryne
(HanpUMep, B nporpaMMe, iagaqe unu nogonporpaMMe) uIn B
annapaTHoA LaCTI1
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0z V&V Problem Reports

* Reports need to be tracked-to ensure that
problems are solved

* These need to' be written reports

* Reports should include the following -
information:

- System identification

P exact nature of the problem

P Where the problem occurred - which software module (e.g.,'
program, task, or subroutine) or hardware component
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OTmeTbl o npo6neMax BHB
(npoAon)KeHme)

OT~eTbI gon0Hbi BKntotiaTb cnegytolyYLL IY

MHcopMaw4to:

> CU4TyaLA"q B MOMeHT OTKa3a - '7TO fnpotccXo91j;4o

> J 1 1TenbHOCTb OTKa3a (HanptMep, nOCTORHHbII1,
nepmogt4'ecKMA, nepexoiH61A nJi4 He
nOBTOP5FOLLW1CA)

> MexaHM3M OTKa3a (qTO mMMHHO npO430wno)W i

> YKa3aHme MexaHM3Ma BOCCTaHOBneHt451 (yCTp6HeHme
HemcnpaBHOCTl)
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C4~ V&V Problem Reports
'4 ,.' 0(continued)

* Reports should include the following
information:
> Condition at time of failure - what was happening

> Duration of failure (e.g., permanent, intermittent,
transient, or could not duplicate)

> Failure mechanism (what happened)

> Identification of recovery mechanism (how did it get
fixed)
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*4rX0O~ 'OTLieTbi o npo6neMax BuB
.. ~(npoAonxKeHme)

* OTqeTbl 0nJ)KHbi BKntoqaTb cnegyowLyto

UHCIOpMaLwtUo:

> CTeneH ~pacnpocTpaHeHuS He1cnpaBHOCT14
(oTgenbHbW nporpaMMHbIl MOgyn6,
MHo)KeCTBeHHbie nporpaMMHbie MOgynm, Bce
Mogyn1L nO B OAHOM KoMnb6oTepe, 4CyHKLt141H

6e3onaCHOCT4, BCe qfyHKLU 6e3onacHOCTr B 0HOM
KaHane tl1 B HeCKon6KMX KaHanax)

> OCHOBHaS npHwLHa, ecnm oHa onpegeneHa

> YKa3aHwe cnoco6a yCTpaHeHI* HemcnpaBHOCT14
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V&V Problem Reports
(continued)

S.... .

* Reports should include the following
information:
> Extent of failure (individual software module,

multiple software modules, all software modules
within a single computer, safety function, all safety
functions within a channel, or multiple channels)

> Root cause when determined

> Identification of fix
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YnpaBneHme KoHCt4rypaI4MeA no

* OCHOBHaq KOHcj34rypaLt~m gon0KHa i
onpegeniiTrcsq no OKOHIaHI4L Kagoro i43,
OCHOBHbIX 3TanOB pa3pa6OTK fno

* YTBepKgeHH6ie H3MeHeHISM, BbflnOh HeHHbIe
nocne pa3pa6oTKI1 OCHOBHOL4 KOHcPm rrypaL"I4I4,
gOJ1nHbI 6bITb B Hee go6aBneHbi

* OCHOBHaS KOHcPt4rypaLwkI L4qon)KHa onpegoenqT6
camyto nOCnegHtoFO 113 yTBepwKeHHbIX
KoHcot4rypaqvim- no
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Software Configuration Control

* A configuration baseline shall be defined at the
completion of each major phase of the software
development f

* Approved changes created subsequent to a
baseline shall be added to the baseline

* A baseline shall define the most recent
approved software configuration
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<7 \YnpaBneeH'e KoHcPmrypaLMeMI nfo
(npoponxceHme)

* CICTeMa npt4cBaMBaHI4. 6603HalqeH44
3n1eMeHTaM KOHC IurypaW4 gOJ1)KHa
npliMeHSITbCsi TaK,r LTo661:

(a) O9HO3HaqHO onpegenJ1ITb Ka)K9b6A o6-eKT
KOHCpmrypaLUU

(b) onpegenFITb I13MmeHeHI4. B o6beKTax
KOHq3LrypaL"UU C nOMoLL16F o6H6BneHLI4

(c) nO3BOlITb OAH03HaqHO onpegenI4T Ka)KgytO
KOHICOMry-paLI,4to o6HoBneHHoro no,
nognewKaLiero l4cnoflb3oBaHNIO
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4 Software Configuration Control
'-"4I (continued)

* A labeling 'system for configuration- items shall
be implemented that:

(a) uniquely identifies each configuration item;

(b) identifies changes to configuration items by
revision; and

(c) provides the ability to uniquely identify each
configuration of the revised software
available for use
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. f YnpaBneHte KoHcwirypat4me7 no
(npoconwKeHime)

* OqeH6 npocTai KOHLtenWL15 - 3HaeWb, 'ITO y Te65I eCT6
Ha gaHHbIl MoMeHT, m cnegIW6b 3a 3T1M..

* HeCMOTPq Ha KawyuIymcq nPOCTOTy, 3Ta KOHqenfL"m
Tpy9HO BblnOJ1HI4Ma

* nO He IBJSeTCI Cf43L4'eCKMM o6bewroM, m MO)KeT
Cy~ueCTBOBaT6 MHOmO KOnfm OrHoro 1 TOrO we no

* MHorme owm&N6KU B no nOROB1OTCSi no B14He nnoxoro
KOHc3mrypaLAHOHHoro ynpaBneH~I4.

* nnoxo, KorgEa HenpasmHnebHor no TecTpyeTcq,
mcnpaBr1HeTcSI tMnI t4HCTannmpyeTCq
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Software Configuration Control
(continued)

* A very simple concept - know what you have,
and keep track of it

* The concept is simple, but the execution is
difficult

* Software is not a physical thing, and many
copies of the same software may exist

* Many software errors are traced to poor
configuration management

* The wrong software is tested, fixed, or installed
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fnnaH KoHc3mrypaIAIOHHoro
ynpasneHNfl nO (KYnO) '

* on)KeH cyLLeCTBOBaT6 B Btge oTgen6bHoro
,oKyMeHTa n46o0 BXOgt4T6 B gpyrom npoeKTH61"
tOKyMeHT

* OnpeAenIeT npaBa t4 o653"aHHoCT4 B paMKaX
pa6oT no Kyno

* npoeKTHble opraHI43aI4UH, K KOTOPb6M
npMmeHIMo Kyno

* 06H3aHHoCTM 3TIX opraHM3aL"mt" no KYnlO

* CCblnKL1 Ha CTpaTerFIo t4 gmpeKTHBbt KYnO,
KOTOpbie flptMeHIIM61 K gaHHOMy nlpOeKTY
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Software Configuration
Management (SCM) Plan

* This needs to exist either in stand-alone form or
embedded in another project document

* The plan will define the responsibilities and
authorities for SCM activities

* the project organization(s) within which SCM is
to apply

* the SCM responsibilities of these organizations

references to the SCM policies and directives
that apply to this project
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ge.9TenbHOCTb no KYnO

Pa6oTbi no KYnO TpagmLjoHHo rpynnipyloTcsC
B qeTb6P1 4CYHKLrnLC:

> OnpegeneHme KOHcft4rypaL4U H

> YnpaBneHme KoHcj3MrypaL~t4eL1

> YqeT COCTOqHI4*I

> AyiHT61 H 3KCnePTH3bI KOH3CP4rypaqA4m
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SCM Activities

* SCM activities are traditionally grouped into
four functions:

> configuration identification

> configuration control

> status accounting

> configuration audits and reviews
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OnpeAeneHme KOHcP3irypaLk"uM

* OnpegenreT, gqaeT HaMmeHOBaHme '4
OnrCblBaeT CBOMCTBa KOga, cnewiCI3uKaLrn4m,
pa3pa6oTKy t4 3neMeHTbl, KOTOpbie gOJ1)KHbI
KOHTpOJIMpOBaTbCH ,fln BbnlOnHeH14.q -gaHHoro
npoeKTa

* PerynimpyeMblMM 3neMeHTaMt4 MOryT 6blTb:

n fpOMe)TO'Hbie M KOHeqHbie npOg'K ht (TaK~e KaK

McnOnfHeMblM KO/, MCXOAHblI4 KO9,

nonb3OBaTe~nbCKaq ,AOKyMeHTaui,1H mnm nJCTHHrFI
nporpaMMb6)
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Configuration Identification

* Identifies, names, and describes the
characteristics of the code, specifications,
design, and data elements to be controlled for
the project

* Controlled items may be:
3 intermediate and final outputs (such as executable

code, source code, user documentation, or program
listings.-... -..-..
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C. Onpegeneiime Kowcpurypagmi
(npoponsKeHlue)

PerynmpyeMbiM4 3neMeHTaMm MOryT 6bIT6:

> 6a361 gaHHbIX

> KOHTpOn6Hbie nptMepbl

> nnaHbi npoBegeHI45I tCfnbITaHH4A

> cneLtcPt4KaLW4t

> nnaHbl ynpaBneHMM

> CMCTeMHoe OKpy>KeH~Le (TaKOe KaK KOMniJn1TO 61,
onepaLAoHHbe Ct4CTeMb6, tIHCTpyMeHTan6bHbe

nporpaMMHbIe cpegCTBa 1 mCnflTaTenbHbie CTeH1b6)
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Configuration Identification

(continued)

* Controlled items may be:

> data bases

> test cases

> test plans

> specifications

> management plans

> support environment (such as compilers, operating
systems, programming tools, and test beds)
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uI's AgC
+ 0

YnpaBneHme- KoHcpurypaLmemu
.*,

* Bce 143MeHeHI4I B no gOn)KHbI 6b6Tb 3aHeCeH61 B

rOKyMeHTaLI4Fo M4 COgep)KaTb:

> OnpegeneHme t4 HH4JOpMaI4Ho o Heo6Xo9uMl6x-U3meHeHUqX

AHani3i MOILeHKY 3anpoca Ha BHeCeHte'13MeHeH"A

> YTBepKeHue 3anpoca InM OTKa3

> BepUUMKaLotUo, IMnneMeHTaL4mO H BHeceHme 3MeHeHMI

* LI3MeHeHl4e /qOn)KHO 66bT6 oLleHeHO 11 ogo6peHO gO

mmnfneMeHTaLI14
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04W Configuration Control
'-S...F

* All changes to software need to be documented
and contain:

> Identification and documentation of the need for a
change

> Analysis and evaluation of a change request

> Approval or disapproval of a request -

> Verification, implementation, and release of a change

* The change must be evaluated and approved
prior to implementation
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YLeT COCTOSHHSI

* JAns BegeHIq TeKyLLtero nepeqHi- Bcex
3neMeHTOB KOHcpmrypaLL4m Lno)KHa

3anMClCBTbCl cnegyFoLLuaR MHcfOpMaqL4s.:

> YTBepwgeHHaq KOHCrnrypaI4Lq

> COCTORHMe lpegjiO>KeHHbIX I43MleHeHM B
KOH4I3LIypaL4mL

> COCTOSHLe YTBepxgeHHb1X 3MeHeHIM1i
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Status Accounting-

* In order to maintain a current list of all
configuration items, the following information
needs to be recorded:
> the approved configuration

> the status of proposed changes to the configuration

> the status of approved changes
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c 4 YlieT COCTOflHUII

(npoAon)KeHme)
B nnaHe ynpaBneHll KoHcI3rypailmem- (nYK)
9On)KHO 6blT6 nepeIm~cJneHo, KaKme gaHHbie o6
3neMeHTaX KoHcq3trypaLtt4M ,,Onl)KH6i 6b6Ib

co6paHbI. Ctoga g'JOn)KHO BXoJ9T6 cnegytoLLee:

> JgaHHbte no OCHOBHOA1 KOHclmrypaLmtI41 U 143MeHeHk14M,

KOTOpbie AO1N)KHbi npocnle)KMBaTbCSI 14 3aHOC14TbCC B
OTqeT

P B H961 m nep4ogH'qHOCT6 Tpe6yeMbiX OTLeTOB O

COCTOSIHHI

, Cnoco661 c6opa, xpaHeHMRl, o6pa6oTKM 14 BHeceHL4Sl B
OTqeT MHHOpMaL"HH

> YnpaBneHte grtocTynoM K /aHHb6M 0 COCTOfHIUH
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Status Accounting
%J (continued)

* The CMP should list what data will be-collected
on the configuration items. This list should
included the following:
> What data elements are to be tracked and reported

for baselines and changes

P What types of status accounting reports are to be
generated and their frequency

P How information is to be collected, stored,
processed, and reported

> How access to the status data is to be controlled
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* 4

* *,g 4

YLieT COCTOSIHUR
(npoAon)KeHie)

* ToqHbl' YpOBeHb geTanJ3aI4mr ti

Heo6XogwMbIe gaHHbie 9OJ1WKHbI

COOTBeTCTBOBaT6 Hy)gaM KOHKpeTHOro

npoeKTa
i
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* o

Status Accounting
(continued)

* The exact level-of detail and specific data
required should be tailored to meet the needs of
the specific project
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lnpoBepK&I.U 3KCnepT143bI
t:, KOHcorypa4Hm

* npOBepKt4 KOHc1mrypaL~m4 noKa3bIBaIoT, HaCKonbKO
a'6 T hn K6 m ' L- 0"

xopowuo pa foTaeT JnaH KOHCI lrypaI4H oHHOro
ynpaBneHmIH npt4 o43opMneHuM peanbHoiA
KOH4flrypaLIm.

* 3m npOBePKH BnISOTCq HHCTTpyMeHTaMm ynpaBneH MR
9J15I C03AaHII OCHOBHOL4 KoHcI3MrypaL"1m

* jpns Ka)Kgow npOBEepKM 901)KHa 6bITb onpegenieHa
cnegyIouasI 1lHCjopMaLw''''

iLen" AaHHom npoBepKm

> 3neMeHTbt KOHCjtlrypaL"mH, KOTOpbie nogne)KaT nposepKe
u4nu 3KcnepTtI3e
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( Configuration Audits and Reviews

* Configuration audits show how well the
configuration management plan is working at
recording the actual configuration

* These audits are management tools for
establishing a baseline

* For each audit, the following information should
be defined:
> The objective of the audit
> The configuration items to be audited or reviewed
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lnpoBepKH U 3KCnepTH3bI

KOHc#&irypa4I1 (npoponmceHMe)

*J5Iq Ka)KrOV! npOBepKW gOfl)KHa 6bITb onpegeneHa
cnegyFouAan HHc4opMaLi45:

> PacnmcaHme nPOBepKI MIn 3KcnePTH3bI

> L4HCTPYKLttn1 no npoBeAeHI1o npoBepKH MIn 31KCnepYI3611

> KTO 6ygeT BbinOnHqTb nPOBePKY

> KaKasi I1HCOopMatAwl AOn1)KHa 66bTb AOcTynHa gns

3KcnepTI3bI H11u Heo6xoA1Ma gnq npoBeAeHt4sl npOBePKH
u41n1 3KcnlepTI1361

> nOpqAOK 3anfIcm nIO6bIX o6Hapy)KeHHbIX HeAOCTaTKbB U

COCTaBneHI1Fl OTqeTOB C KOppeKT14PyIOL'1M14 1lAet1CTB15MH
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Configuration Audits and Reviews
(continued)

For each audit, the following information should
be defined:
> The schedule of audit or review

> The procedures for conducting the audit or review

> Who is to do the audit

> What information is required to be available for
review or to support the audit or review

> The procedure for recording any deficiencies and
reporting corrective actions

July 28-August 1. 2003 SQC-1 04



- XsaTu4T Teop'i*!
'BT ITO Mbl AemCTBMTdnbHO AenaeM

CHaqana, 4TO Mbl He genaeM:

* Mb6 He M3ytaeM nppOgyKT M He onpegennem
He3aBMctIMo, 6ygeT nN HOBas C14CTeMa BbinlOJ1HHTb, B
cnyqae HeO6XOUMMOCTM, CBFO cXyHKLWFo 6e3onaCHoCTH

* Mbl He npOBOpMM 3KCnepTh3y no, Mbl nPOBOAMM.M
3KcnepTt43y npoL~ecca, c nOMOUIbFO KOTOpro0 3To no
pa3pa6aTbLBaeTc5I

> PeanHasq 3KcnePTM3a noTpe6yeT CnMIIWKOM MHOmO BpeMeHM

uI ycunuu4

> Pean6Haq 3KcnePTH3a 6yAeT nOBTOpqTb BuiB

July 28 - August 1, 2003 SOC-105

Enough Theory
Here'ls'What We Actually'Do

First, what we do not do

* We do not examine the product or determine
independently if the new system will perform
the safety function when needed

* We do not review software, we review the
process by which-the software is developed
> Actual review would take too much time and effort

> Actual review would duplicate the V&V

July 28 - August 1, 2003 SQC-1 06



XBaT1T Teopiuu!
BOT MTO MbU AeMCTBITenbHo Aenaem

Mbi nonaraeM, 4TO ni4LteH3maT I4cnOnb3oBan
npasB14bHbIL npoLtecc pa3pa6oTKM 4 !
TecTLppoBaH45 C4CTeMbi, a ecriti npOM3OigeT
OTKa3 3TOWI CUCTeMbl, TO Mbl nOnaraeM, LITO

pa3HOnPLHL14nHOCTb 1 3aL4MTa B rny614HY
BbinonHfHT Ty wKe 4PYHKLtH1o 6e3onacHocTM
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Enough Theory
Here Is What We Actually Do

S....'

* We depend on the licensee using a good
process to develop and test the system, and if
that system fails, we depend on diversity and
defense-in-depth to perform the same safety
function
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4uIG fllpogecc nppOBegeHmiI 3KCnepTI3b1

A;ITO MbIl AeNCTBUTeJnbHO Aenaem

* Mbi npOBO/4M 3kcnepTt43y npoiiecca pa3pa6oTKI no
> 3KcnepTH3a CMCTeMHblX cneLIcM3HKaLuti

> 3KcnepTm3a npOeKT14pOBaHUq CMCTeM6I

> 3KcnepTl13a annapaTHbIx u npOrpaMMHblX cneLt4uHpKat4ui

> 3KcnepTM3a nporpamM61 B-B '-

> 3KcnepTH3a UCTOPUU nporpaMMHOrO U annapaTHoro
o6ecneLeHI. .

n flpoBepKa LfenOqKM Bb6fliOFHieMbIX 3agaM i MOgn oen6HbIX-
napaMeTpos CTaHLHM4
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IC Review Process
What We Actually Do

* We review the process by which the software is
written
P review the system specifications

> review of system design

P hardware and software specifications_

> review of the V&V Program

> review of software and hardware history

P thread audit of sample plant parameters

July 28 - August 1, 2003 SQC-1 10



fl npoLecc npoBeAeHmkls 3KcnepTI13b1
;Vr ITO MbI AeHCTBI1TenbHO Aeinaem

Ce* \.e' o~(npopon)KeHme)

* Mbl npOBOgt4M 3KCnepTI43y npoLuecca
pa3pa6oTK4l no

> 3KcnepTm3a CTaHgaPTOB Kor9LMpOBaHMU9

> 3KcnepTM3a' CCTeM' nO i4 annapaTHoro
o6ecne'eH4l no CHHXpoHM3aLttI4 uhn npo6ne'MaM
nporpaMMHo-annapaTHoro B3a1MOgeHCTBt4.q

> 3KcnepTm3a npOrpaMMbI TeCTL4poBaHt4FI 14
pe3ynJbTaTbl TeCTOB

> npoBepKa KBant4CP&4KaLtt4I COTpyqHMKOB, KOTOpbie

pa3pa6aTblsa~n Ct4CTeMy, M COTpy9HLIKOB,
B6inonHsHBWI4x BwB

July 28-August 1, 2003 SQC-i11

Review Process
, What We Actually Do

(continued)
* We review the process by which the software is

written
> review the coding standards

> software and hardware systems review for timing or
software / hardware interface problems

> look at the test program and test results

> qualifications of the personnel who designed the
system and those who did the V&V

July 28-August 1. 2003 SQC-1 12



npo.~ecc. npoBeeHmI 3KCnePTM3blI
(npoponmeHme)

TmnWiHaH oL0eHKa 6e3onfaCHoCTLI COCTOUIT B
geTanbHoM 3KcnepTH3e npoL~ecca
npoeKTMlpoBaHls CHICTeMbi 14 nporpaMMbi BuB
no, cpaccmOTpeH~em npoLAecca
npOeKTt4pOBaHt4.q CMCTeMbI C TOLIKH 3peHUq
nporpaMMmPOBaHOR

> 3KcnepTr3a gocrynHOA 14HcjopMaL~t4i no I4CTOPU4U

nporpaMMHoro u annapaTHoro o6ecneqeHul*
BKnioqaqS npe9b6ryLLAyIe Henona9KM nporpamMHoro w
annapaTHoro o6ecneqeHu1

> 3KcnepTM3a onpegeneHHbix npt4.no)KeHIL4 BKJoLqaq
nio6bie Heo6xOAMMbie cneLIqutjqecKule
BO3MO)KHOCTO

July 28 - August 1, 2003 SQC-1 13

s4j , Review Process
(continued)

* A typical-safety evaluation is a detailed review
of the system design process and the software
V&V program, with a programmatic look at the
design process
> review available information on the software and

hardware history including previous software and
hardware failures -

r review the specific application including any special
features that were required

July 28 - August 1, 2003 SQC-1 14



ti.
3

Ilia

3KcnepTm3a BuB

* nlogpo6Haq 3KCnepT43a KoHKpeTHoI BwB
nporpaMMHoro o6ecneqeH~q, KOTOpoe 4cnOJ163yeTCq B
gaHHOM npt4.no)KeH"tr, BKJIOlaeT:!

> Ha6nmaeHme 3a pa3pa6oTKoR nporpaMMHoro Kogqa

> 143yqeHme B33aMogeACTBHs1 nOCTaBL4MKIJn1LteH3ItaT Ui npouecca

o6paTHoR CBM3H i

> 3KcnepTW3y OT4eTOB no npo6neMaM/owm6KaM flO LI BHeceHHFO
COOTBeTCTByK)lIu~tX nonpaBOK

> 3KcnepTM3y npoLecca BuB C nlOMOUb610 onpoca COTpyqHMKOB,
3aHqT61X B 3TOM npoLtecce

July 28- August 1, 2003 SQC-1 15

V&V Review

* Detailed review the specific V&V performed on
the software used in the application includes:

> following the code development

> examining the vendor/licensee interface and
feedback process

> reviewing software problem/error reports and
resulting corrections

> review the V&V process interviewing personnel
involved in the process

July 28-August 1,2003 SOC-1 16



3KcnepT13a BmB
(npoponKeHme)

*logpo6Has 3KcnepTL43a KOHKpeTHoAi BmB
nporpaMMHoro o6ecnemeHl*I, KOTOpOe mIcllOfb3yeTCqI B

AaHHoM npt4no)KeHI4I, BKJ1F4aeT:
n fpOBepKy He3aBHCHMOCT1 4nHL, npOBOgRUIfrIX

BepWtI3KaLqmo no

> 3KcnepTM3y pa3pa6OTKH cIYHKLAHOHaJI6HbIX Tpe6oBaHMLI 14

nocnegytoL4Itx goKyMeHTOB no pa3pa6oTKe no
> 3KcnepTm3y )KH3HeHHOrO L4Kna nporpaMMI' t 6ypyuero

B3amMOreACTBlUmf nocTaBLIt4IK/nnLueH3tuaT

- 3KcnepTm3ype3yn6TaToB Beptcjfl¶KaLtt4 ti BanuAaltuu
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0+ - V&V Review
(continued)

* Detailed review the specific V&V performed on
the software used in the application includes:
> verifying the independence of the software verifiers

> reviewing the development-of the functional
requirements and subsequent software development
documents

> reviewing software life-cycle and future
vendor/licensee interface

> reviewing the verification and validation results

July 28 - August 1, 2003 SOC-1 1 8



OpramH3aamua BepmCjHKaLkH H
. BaslanNlag4I

OxmigaeTcR:

* He3aBmHctMOCTb OT rpynPbI pa3pa6oThlKOB no
> He3aBWCIcMbie npoBepqmLqoe 1H)eHepbi

> COTPYgHMKM CO CpaBHHMOAI TeXHmieCKOL4
KBaJnmofPWKaL~t4eiA;

* Oopman430saHHa nporpamma

July 28 - August 1, 2003 SoC-1 19

Verification and Validation
Organization

Look for:

* independence from the software development
group
> separate supervisory engineers

> personnel with comparable technical qualifications

* formalized program
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OpraHm3amsqH BepmCPMKaLun u
Bafl~ anM Iau (npo monNceHme)

Owt4goaeTcH:

* nogpo6HLie UHCTPYKLuU4U H cTpaTermu giiq:

> TeXHwMeCKOA 3KCnepTt43bI

> $yHKikt4A nPOBepKM

> 3KcnepTM3 m nPoBepoK no

> TecTHpoBaHwl m aHlanl3a no

> A141HaMI4qeCKOM CMCTeMbI TeCTMpOBaHLq,

MogenripyouLeA Ho0Man~bHble m npoeKTHbie
CO6bITLIHl~
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Verification and Validation
Organization
'(continued)

Look for:

* detailed procedures and policies for:
> technical review

> audit functions

P software reviews and audits

software test and analysis

S dynamic system testing simulating normal and
design basis events
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OpraHH3a4sm BepHmClKa4um u
sBa~nHga4um (npoAonaKeHme)

Om1JgaeTcH:

* JOKyMeHTHpOBaHHaq 3KcnepTI3a
nporpaMMHoro Koga

* Pa3pa6oTKa KOHTpOn6HOrO npIMepa

* 3KcnepTM3a aHOMlan6Horo pe>KI4Ma

* OnpegeneHHaq CTeneH6 He3aBHCMM0CTL1
rpynnl6I mcnOnHMTenei4 m npoL~ecca BMB

* nnaH npOBegeHIq I4CflbITaHLI4A- gn Bcex
KOMnOHeHTOB CHCTeM

July 28 - August 1. 2003 SOC-123

+4sRd,". lo Verification and Validation
Organization

*.z (continued)

Look for:

* documented code reviews

* test case development

abnormal conditions review

* the degree of independence of the V&V team
and process

* test plans for all system components
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(tjV OpraHM3aL s.s BepMuctpKauAM4i u
BanNpag4m1H(npoonKeHme)

O)KtVgaeTcH:

* TecTmpoBaHme KaK LIaCTb npoiqecca BiB, BKnIo'as
CTaTI'eCKoe M 9tHaM"eCKoe TeCTMpOBaHme, a TaKmKe
TfnOBbte MeTOANKM TeCTHpOBaHIH, TaKHe KaK

TeCTHpOBaHt'e M09yflbHOCTM, MHTerpaLtmw,perpeccHI4 1

OKOHqaTeJlbHOLi npmeMKI4, nppOBOgMmoe.B Te'eHme
scero npoL~ecca pa3pa6OTKH

* Pa3pa6oTKa cnegsaleg MaTpL41bl

* Coo6ueHme o6 OTKnOHeHMSX 4 KoppeKTmpyOLLi'ox
qeAiCTB11Hx no IX yCTpaHeH'IMo
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Verification and Validation
w Organization

. (continued)
Look for:

* tests as part of the V&V process,''including
static and dynamic testing, -as -well as standard
testing methodologies such as unit,- integration,
regression, and final.acceptance testing
occurred throughout the development process

* the development of a tracking matrix

* discrepancy reporting and 'orrective~action
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+410, "' Ric,3KcnepTM3a KOHC¢irypaII4"0HHoro
w ynpasn'eHMu9

OwtKgaeTcH:

* CTporwA KOHTPOn6 Han KOHcI3rypaLk4o0HH61M

ynpasneHmem

* MeTOA ynpaBneHL4sI L43MeHeHI51ML npH pa3pa6OTKe t4
ol4mLU4anfl-HOM ocPopmneHmi, BmB

* YnpaBneHke BepCHmqMi ,4CxOrHorO KOga
npenlBapITenbHorO BblnyCKa; ynparneHme BepCl15Ml4m

* 3anHcb ICTOPH4 t apXH BIpo Bbtfinyu[eHkbIX
npOBepeHH6IX mogyneRi HCXOgHoro Kona; 3anfic6
NCTOpH U4 apxHPI4BHPOBaHtie BepUo4ULWpOBaHHLIX H
BanHgHpOBaHHbIX Mogyneme a6conmOTHoro
nporpaMMHoro KOga
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.eS", PO Configuration Management
Review

Look for:

* strict configuration management control

* method for change control of development and
V&V documentation

* version control of pre-released source code;
version control

* historical recording and archiving of released
verified source code modules; historical
recording and archiving of verified and
validated absolute code

July 28- August 1, 2003 SQC-1 28



3KcnepTM3a KOHkCOrypaLmoHHoro
ynpaBneHH5I (n'poAon)KeHiue)

'2 *

O)Kt4aeTc.9:

* YnpaBneHme nfpON3BOACTBOM nporpaMMHO-
annapaTH6ix CcpeCTB

* KaK t4 rge xpaHt1Tc.f nO B npotqecce
KOHcoI3rypaL40oHHoro ynpaBneHtlH

* JsoCTyn K no
* Btl6nHoTeKapb no (He goJn)KeH 6blTb

pa3pa6oTqiKoM fno)
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t MG Configuration Management
Review

(continued)

Look for:

* control of firmware manufacturing

* how and where the software under
configuration management is stored

* access to the software

* software librarian (not a developer of the
software
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4 ' Piap
+tI4S t(0 npoBepKa genotIKH

obilnonH5ieMbIX 3aAa'

* EgMHCTBeHHIIi4 pa3, Korga MbI B
ge14CTBL4TenbHOCT4 paccmaTpLBaem
npOrPaMMH6l4 KOA, 3TO BO BpeMmI "nPOBepKU
LsenoqKt4 B6IlnOlHgeMbIX 3aga'"

* 3Ta LtenOqKa 3aKnJFOqaeTC.9 B Bbl6ope
npL'MepHbix napaMeTpoB CTaHLAMM 1
npocfle>KMBaH1414 peaniiaLc* nO 3THX
napaMeTPOB, HaqMHa.5 OT COCTaBneHI51
3aKynoqHOi cneLq144lKaLqtLi 14 pa3pa6OTK14

C4yHKLWOHan6H6IX Tpe6oBaHI4t4 K HantlCaHMM 0
TeCTNPOBaHm4o nporpamMHoro Koga
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09 Thread Audit

* The only time we actually look at the software
code is during the "thread audit"

* This consists of picking a sample of plant
parameters and tracing the software
implementation of these parameters from the
purchase specification and development of the
functional requirements to the writing and
testing of the code

July 28 -August 1, 2003 SQC-1 32



nposepKa k4enoKm BbilnonHiemIMbIX 3apa.4
(npooonwceHue)

* npoBepKa L~enOLKM BbinOfJ1HHeMblX 3agaq
COCTOLIT 113:

> 3KcnepTM3b6 4aKTMqeCKMX pa3AenoB nporpaMMHoro
KOEa Ha-B6p60pOLIHOA OCHOBe

>S npoBepKu pa3nlqHb6X ypoBHei 9KyM6HTaLtm no
pa3pa6oTKe no 14 ee cpaBHeHIq c nporpaMMHbIM
KOAOM

> npOBepKM OTLieTOB 0 Ha1geHHbIX oWM6Kax t4
BepL4j3MLKaM4 BHeCeHH6x lnonpaBOK

> npOBepKm MH)KeHepHbIX Me)KOTpaCneBbIX
t4HTep)etcoB, bTO661 y6egMTmCI B npaBtJ16HOCTh
yieTa nOTpe6HOCTeI 5AepHOC 3HepreTLKL4 B
npOrpaMMHOM Koge
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Thread Audit
(continued)

* The thread audit consists of::
> reviewing actual sections of the code on a sample

basis

> examining the various levels of software
development documents and comparing them to the
code

P examining problem' reports and verifying the'
corrections

> examining the engineering cross-discipline
interfaces to ensure that nuclear specific needs were
correctly incorporated into the code
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•*4r lnpoBepKa L4enOMKH BbilnOnH.eMbIX 3agam

(npogonmeHue)

* npoBepKa LfenoqK[4 BbinlOi1HqeMbIX 3agaq

COCTOIT 13:

> npOBepKtl IHHTepcoefica nJe4L1H3zaTa C TeM, LTO661
y6egHT6Cr q B npaBtJ16HOCTH yteTa KOHKpeTH61X
Tpe6OBaHWA

> 06ecneqeH4I BbbinOnHeHt4H npoLecca BmB cornacHo
ninaHy nocTaBLIsuKa

> 3KcnepTw361OKOHLiaTen6bHblX6

pe3ynJ6TaTOB gaHHoro npoL~ecca
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Thread Audit
w c(continued)

* The thread audit consists of:
> examining the licensee interface to ensure specific

requirements are correctly incorporated

> ensuring that the V&V process is followed according
to the vendor's plan

> reviewing the final results of the process

July 28- August 1. 2003 SaC-1 36



-goKyMeHTa4",u paccmaTPsaema
lnpW npoBepeHlI 3KcnepTH3b1

* CneqmwMKaLuiH CHCTeMb1

> npoL~eccopHaq norcMcTeMa

> nfocHcTeMa BBora-BbiBoga

> TeCTOBaS no0c9cTeMa

> npo'me nogcMCTeMb1, npm Heo6xogtLMoCTM

July 28 -August 1, 2003 SoC-1 37

Documentation Reviewed

* System Specification
> Processor subsystem

> Input/Output Subsystem

> Test Subsystem

> Other Subsystems as needed
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+ A iO 4oOKyMeHTat4mI paccmaTpMBaema

npu npoBepeHLM 3KcnepT13b1
(npopAornKeHue)

OnmcaHme annapaTHoro o6ecneqeHws
> OI3wlecKoe onmcaHCHe

> ApxMTeKTypa CHCTeMbI

> OLAeH KaKaqeCTBa oKpy)Katouek cpegbI

> TeMnepaTypa H Bna)KHOCTb

> CeCMu4qeCKaS KBanM4CPKaLt4Hq

> Pagma~mn
> 3neKrpoMarHuTHoe H3nyqeHue/paAtuonoMexH

> Tpe6OBaHUI. K Ka4eCTBY 3.neKTpO3Heprwt

C CHCTeMbIl 13OJ11ILAHH H B3a4MOAeACTBH51, RsBn.Fl1FOIecq
CHCTeMaMH 6e3onaCHoCTM H He OTHOC.Hl4ieCH K CICTeMaM,
Ba)KHbIM Arni 6e3onacHocTH
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"AMIC(t-1

*- Documentation Reviewed
(continued)

.t..

* Hardware Description
> Physical description

> System architecture

r Environmental Qualifications

> Temperature and Humidity

> Seismic Qualification

r Radiation

> EMI I RFI

> Power Quality requirements

r Isolation and Interaction Safety and Non -safety systems
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A '0 3KcnepTH3a no

* OntlcaHme no
> OnmcaH e BBoga-B61Boga no
> OnmcaH le no gns nepegaqi gaHHbIX

> OnmcaH4e no gnJ TecThpOBaHIq14 g /tIarHOCTt4KM

July 28- August 1, 2003 SoC-141

Software Review

* Software Description
9 110 Software Description

> Communications Software Description

> Test and diagnostic Software Description

.. - . '.' A '
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3KcnepTN3a no
(npoponxceHme)

* gNOKYMeHTatr5 no no
> CneijLiw KaL4nH CNCTeM6I nocTaBUAt4KI3aKa3'r4K

> nnaH ynpaBneHii pa3pa6oTKoA N
COnpOBo)K>KeHweM no

)> nnaH pa3pa6oTK fno

> nporpaMMa o6ecneqeH41 KaviecTBa no

> nnaH KOHCoLrypaLNOoHHoro ynpaBneH5 flno

> CneLL1wc¢KaLt1sI annapaTHoro i4 nporpaMMHoro
o6ecneqeH&I~

> 3KcnepTW3a-Tpe6oBaHII4 K no
July 28- August 1, 2003 SQC-143

Software Review
(continued)

* Software Documentation
> Vendor / Customer System Specification

> Software Management plan

> Software Development plan

> Software Quality Assurance Plan

> Software Configuration Management Plan

> Hardware and Software Specification

> Software Requirements Review (SRR)
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3KcnepTH3a no
s:fII '(npogonweeHue)

* JAOKyMeHTaLwHq no no
> CneLAMCiLKaIMLR Tpe6oBaHLIII K no
> OntcaHwe pa3pa6oTKt4lno

> 3KcnepTH3a npoeKTa no

> Jlt4CThHrm tlCXOrHorO KOga

> 3KcnepTw3a t4cxoHoro Koa - -

July 28- August 1, 2003 SOC-145

^ Software Review
-4 0 (continued)

* Software Documentation

> Software Requirements Specification (SRS)

> Software Design Description (SDD)

> Software Design Review:(SDR)

< Source Code Listing

P Source Code Review
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311cnepTIA3a no
*'. ~(npogon)KeHme)

* pOKyMeHTaL4I* no no
> AHanw3 6e3onacHocTm

> nnaH BepmLcpKaLqmm H BanmiaLwrm no

> OT'ieT no septcpi"airn H BantugaLLmm

> nnaH TecT~poBaHI151 no

> PyKOBOgCTBO nOnb3OBaTenJ
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"4. Software Review
2 $(continued)

* Software Documentation
> Safety analyses

> Software Verification and Validation Plan (SVVP)

> Verification and Validation Report

> Software Test Plan

> User Instruction Manual

July 28 - August 1, 2003 SaC-148



3aKnFo4uTenbHan ceccmn
BOnpOCOB II OTBeTOB
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End-of-Topic
Questions-and-Answers Session
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