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NPOM3BOACTBY CMEMIAHHOI0 OKCHIHOIO
(MOKC) Tonausa
KonTpoas kauecTBa NPOrpaMMHOIo

ofecrneueHusi
Cogewanne ¢ locatomHapzopom P®
| - Mhonb-aBrycr 2003 r.
 Vuakuuc Cvmut 1 Ioa Jlozep

Komucens sipepHoro perymiponamm'CH]A

NRC Review of the Mixed Oxide Fuel
Fabrication Facility
Software Quality Control

Meeting with RF f(;o'satomnadzor
" July-August 2003

."rWiIkinvs' Smith and Paul Loeser
U.S. Nuclear Regulatory Commission
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AT KoHTponb KauecTtBa NporpamMmmMHoOro
P ob6ecneueHus (MO)
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Software Quality Control
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* TpeboBaHua

. )KM"HeHHbM um(n FIO |

. Bepucbuxauvm n Banup,auuﬂ

* YnpaBneHue koHdurypauuein N0

. Koudourypauuouﬂoe ynpaeneHue N0

* Mpouecc npoBeaeHUst IKCNepPTU3LI

July ?8 -~ August 1, 2003 SQC-5
\J . - 'Software Quality Control
R Topics to be Covered

* Requirements

. SoftwareLifé Cycle

* Verification and Validation

. Software Conflguratlon Control

* Software Conflguratlon Management

* Review Process

July 28 — August 1, 2003 sSQC-6
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Tpe6oBaHMA K KOHTPOIIO KaYecTBa
M NO YcTaHOBKM 1O NPOM3BOACTBY

/G \-..I"' .'

MOKC-tonnusa (YN MT)

* OnucaHue nporpammbl o6ecneyeHns KavyecTBa

» ASME NQA-1-1994, “TpeGoBaHusa kK o6ecneyeHuIo Kayectea ansa
AAepPHbIX ycTaHOBOK” (oTBevaeT TpeboraHuam 10 CFR 50,
Npunoxenune B, Tpeb6oBaHua K obecneyeHunto kayecTsa peakropa)

> NQA-1, YacTs |, Mpunoxenue 11S-2, “NononHutenbHbie TpebasaHmna K
TECTUPOBAHNK KOMNbLIOTEPHbIX Nporpamm”

0

1Ay
l'*
woﬁ"

> NQA-1, Yactb ll, paspen 2.7, “Tpe6oBaHua kK o6ecneyeHuio kauecrTea
komnbroTepHoro MO ana agepHbIX YCTAHOBOK”

> OtHocuTtcs K 10, ucnonb3lyemMomy AnAa nony4yeHus unu oopadboTku
AaHHbLIX, HENOCPEACTBEHHO UCNONbL3YyeMbIX NPU NPOEKTUPOBAHUM,
aHanuse u IKcnnyaTtauuu

i

* Cucrema KOHPUrypaymoHHOro ynpasneHus

> OTHOCUTCH KO BCEM COOpPYXEeHUAM, CUCTeMaM, KOMIOHEeHTaM u
U3MEHEHURAM

July 28 — August 1, 2003 sQc-7

\J - MOX Software Quality Control
BB Requirements

QA Program Description

» ASME NQA-1-1994, “QA Requirements for Nuclear Facility
Applications” (meets 10 CFR 50 Appendix B Reactor QA requirements)

» NQA-1, Part |, Supplement 11S-2, “Supplementary Requlrements for
Computer Program Testing”

» NQA-1, Part ll, Subpart 2.7, “QA Requirements of Computer Software
for Nuclear Applications”

> Applles to software used to produce or manipulate data used directly
in design & analysis and operation

* Configuration Management System

» Applies to all structures, systems and components and
changes

July 28 - August 1, 2003 sQC-8
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* Pasgen 70.72, “UUsmeHeHnA B'yCTaHOBKe U
npouecc BHeCeHusi uameHeHun,” TpebyeT
co3aaHus nuueH3naTomMm CUCTeMbl - .
KOHCbMI"ypaLIMOHHOI'O ynpaeneHMﬂ ans ou,emm
BbIMOJIHEHUSA U npocnemueaﬂun g,g
U3MeHeHUua nnoma,qxu 'COOPYXEHUH,
NpPoLIeCCOB, CUCTEM, 060pyAOBaHUSA, o
KOMMOHEHTOB, KOMNbLIOTEPHbLIX NPOrpamMm u
OeaTenbLHOCTU NepcoHana

July 28 ~ August 1, 2003 sQc-9

ot nm‘,(‘

X\ 'NRC MOX Regulatory Requirements

‘t.l..ll’
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* Section 70.72, “Facility Changes and Change -
Process,” requires that a licensee establish a
configuration management system to evaluate
implement; and track each:change to the site,
structures, processes,; systems, equipment,
components, computer proqrams and actlvmes a
of personnel - - - ,

July 28 — August 1, 2003 sQc-10
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UTo Takoe KoHcpUurypaumoHHoe
ynpasrneHue?

*o

«° starg,

* S

* KoHcpurypaumoHHoe ynpasneHue (KY)
Mepa ynpaBneHus, KoTopasa obecrneunBaeT Haa3op U
KOHTPOJb HaA NPOEKTHO -KOHCTPYKTOPCKOM
uHdopmauuen, uHdopmaLmen no 6e3onacHoOCT! U

l

3anUCsMU O CAESIaHHbIX U3MEHEeHUAX (KakK
BPEMEHHbIX, TaK ¥ NOCTOSIHHbBIX), KOTOpble MOl'yT

NOBJINATL HaA CﬂOCOGHOCTb 31IeMeHTOB, Ba)KHbIX Aanyd

>
%, &
¥

H

6e30MacHOCTH, BbINOAHATL NPWU HEO6X0AMMOCTU
csou pyHKuuu [10 CFR, Yacts 70.4] . :

sSQcC-11

July 28 — August 1, 2003

M ‘What is Configuration Management?

* Configuration Management (CM) 3
management measure that provides oversight
and control of design information, safety
information and. records of modifications
(both temporary and permanent) that. might
impact the ability of items relied upon for

safety to perform their functions when
needed. [10 CFR Part 70.4]

SQC-12

July 28 - August 1, 2003
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: t Yro Takoe KOHTpornb kauecTtsa M0?
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* 3TH TepPMUWHbI HBHFII-OTCFI B BbICOKOW CTEeNeHn
B3aMMO3aM6HHEMbIMM ' '

YnpaeneHue kayectsom MO
= Obecne4yeHune kayecrtBa O
= KoHTponb kayectBa 10

= PaspaboTka MO

July 28 — August 1, 2003 SQC-13

o ua‘,“
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\:{k What is Software Quality Control

.....

* Terms are essentially interchangeable

“0' Arey

Software quallty management

= Software QA
= Software QC
= Software Engineering

July 28 — August 1, 2003 - SQC-14



o Kontponsb kauectea MO (KKIMO)

* KKMNO - ato-cuctema ynpaBsneHusi, Kotopas
onpepnensaeT, yripaBnseT, KOHTPONUpyerT, :
UCMNOSNHAET, AOKYMeHTUpyeT u nposepseT 10

Ha COOTBETCTBUE TEXHUYECKUM U .
byHKUMOHANbLHBLIM TpeboBaHuUAM, T.e.

KAYECTBY O

July 28 ~ August 1, 2003 SQC-15

(3

U Software Quality Control (SQC)

bu.“)a/’
Aerd g

I’ Neus
2 -
tepa¥

* SQC is a management system to specify, guide,
control, perform, document and verify that

software meets the technical and functional
requirements, i.e., the QUALITY of the software

s1a
awo Vi,

July 28 - August 1, 2003 SQC-16
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* “Tunosas nporpaMmma npoBeAeHusi aKcnepTuskl,”
NUREG-1718, aBrycT 2000 r.

* HopmartuBHoe pyxosoncrso 1 169 “NpoeKkt
KOH(hMIrypaLUUOHHOro ynpasnexns ans LcpoBoro
KoMmnbloTepHoro N0, ucnonb3yemoro B cucremax
6e30nacHOCTU aTOMHbIX CTaHUKUN”, ceHTAGPL 1997 1. -

* Texuuueckoe nonoxeHue otrgena PAP (NRR) HICB-14,
Pen. 4, mioHb 1997 r., “PykoBoactBo no akcneptuse NO
ana umbpoablx KomnbmrepuaoBaHHblx cucTem KUI n
aBTOMaTUKKN” -

* “CtanpapT IEEE no nporpamme KOHpUrypaumMoOHHOro
ynpaeneHus N0,” cranpaptbl IEEE 828 1990 1 1998

July 28 - August 1, 2003 - SQC-17

Uf 'SQC Guidance and Standards

’’’’

* “Standard Review Plan,” NUREG-1718, August 2000 |

* Regulatory Guide 1.169, “Configuration Management
Plans for Digital Computer Software used in Safety
Systems of Nuclear Power Plantg,_’f,September 1997

* NRR Branch Technical Position HICB-14, Rev. 4, June
1997, “Guidance on Software Reviews for Digital
Computer-Based Instrumentation. & Control Systems”

* “|EEE Standard for Software Configuration-Management .

Plans,” IEEE Std. 828 1990 & 1998

July 28 - August 1, 2003 SQCc-18
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\J nesrrenbl-locrb KAP no akcneprtuse
i n sepucdmnkaumm KKno

stay
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* 3KcnepTtusa u yreepxaeHue lNporpammsi oGecnequvm
kayectBa ([1OK)

i
* Jkcneptusa ob6ssarenbcTB KKIMO B oTHOWEHUMN
KWUM n A npu Bbmaqe paspelleHust Ha CTpOMTeﬂbCTBO

* 3KcnepTusb! U ayAUThbl NPOrpaMM U MHCprKuMM no
obecneuyeHuto kayecrasa (OK)

* WHcnekuuu Ha aTane CTpouUTenbCTBa 3

* 9KCnepTU3b! ANs Bbifayy NMUEH3NN HA 3KcnnyaTaumo
* 3KcnepTv3a rOTOBHOCTM K 3KCRyaTaLum ;
* WHcneKkuuu B npolecce aKcnnyartauum

July 28 — August 1, 2003 SQC-19

ot uch‘

';W NRC SQC Review and Verlflcatlon
PEYg Activities

nwnod “

"""

* Review & approval of QA Plan

* Review of SQC commitments in construction
authorization for I&C

* Reviews & audits of QA Program & procedures
* Inspections during construction

* Reviews for Operations License

* Operational readiness review

* Inspections during operations

July 28 - August 1, 2003 SQcC-20
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\-’J ‘KoHTponb kauectea MO

* KKMNO 3aHumMaeT MHOro BpeMeHM, qoporo CTOMT,
M OOLIYHO OYEeHb XfOonoTeH

\,
'b.' wod »

Y
\W 2,

‘o,

* 3auyeMm xe ero nposop,mb?
> YT0oObI yseAMTbCﬂ B TOM tITO CVICTEMbl 6e30nacuocm

paboratoT!
* Xopolo usBecTHo, 4to cnoxHoe MO Bcerga

6yneT coaepxaTb OLINOKM
* KKMO yBenuumBaeT WwaHchl NONyyYeHUs
Ka4yeCTBEHHOrO NpoAaykKra

$QC-21

‘Software Quality Control

rrrrr

* SQC takes a lot of time,; costs Iots of money,
and is generally a bother -

* Why have it? .

> To make sure safety systems work'
* Itis generally accepted that complex software

will never be error free

* SQC improves the odds

sQC-22
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KoHTponb kauecTtBa INO
(npopormxeHne)

%
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* KauectBo 10 cneayeT 3 akKypaTHOro u ;
TWaTenbHOro npouecca pa3pabdbortku, ¢ .

TeCcTupoBaHUeM U BepudmkaLmen kaxagoro
{

lara 3Toro npouecca v Banupauuven
KOHEYHOro npoAaykKra

Software Quality Control
g (continued)

*
-
&
«
-
- a Lar
RSN
Y4, . &
2

\J

.....

* Software quality results from a careful and
meticulous development process, thorough

testing, verification of each step of the
process, and validation of the product




Nog KoHTponb kauecTtea MO
P (npopgonxeHue)

* [ins TOro, 4ToObLI Npouécc pa3paboTku 6bin
aKKypaTHbIM U TlLlaTeNbHbIM, BeCb npouecc
DOJIKeH ObITb pa3buUT Ha oTAeNbLHbIe CTYNEeH!

* 3TU CTYNEHM TaKKe U3BECTHbI KaK XXU3HEeHHbLIN
uukn MO

July 28 - August 1, 2003 $QC-25

Software Quality Control
e (continued)

* In order to have a careful and meticulous
development proceéss; the process needs to be
broken into various steps -~ -

* The various steps are also known as the
software life cycle :

July 28 - August 1, 2003 SQC-26
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KoHTponb kauecrtBa INO
LRSS (npopomxeHue)

* OgHa mMopaenb XXU3HEHHOro LuKna np_orpai\anl
nokasaHa B ctaHaapTe |IEEE 1012, .“CTaH,q‘apT
IEEE Ha Bepudukauuto u sanmgauuio No”

TEXHUYECKHUE ;
TPEBEOBAHUA H
PA3PABOTKA
PEANU3ALUA
TECTUPOBAHUE
WUHCTANNAUKA U
OTNAOKA
JKCMTYATALMUA K
ONPOBOXAEHUE,
BblBOA U3
JSKCNAYATAUUN
July 28 — August 1, 2003 sQc-27
c“;ll(c‘«'
) %o -
Software Quality Control
EN e - .
RALA (continued)

'''''

* One model of the software life cycle is shown in
IEEE Std 1012, “IEEE Standard for the Software

Verification and Validation”

REQUIREMENTS
DESIGN
IMPLEMENTATION
TEST
INSTALLATION
AND CHECKOUT
OPERATIONS AND
MAINTENANCE

RETIREMENT

July 28 — August 1, 2003 sQc-28
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KoHTponb kauectsa MO
(npoaonmxeHue)
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* OTa Bepcus XKU3HEHHOro UMKna pa36wra Ha ceMb
OTAenNbHbIX 3Tanos: ,

> OTan TeXHUUYecKux TpeboBaHuM

> OTtan pa3paboTku

> 3Ttan peanusauum

> 3Ttan TecTMpoBaHus

> OTan UHCTannNALWUN U OTNAQKK

> 3Tan akcnnyarauuu U COnpoBOXAeHUSA

> 3Ttan BLIBOAa U3 aKcnnyatauum

July 28 - August 1, 2003

U Software Quality Control
P (continued)

* This version of the I|fe cycle has 7 separate
phases: A

> Requirements Phase

> Design Phase

> Implementation Phase

> Testing Phase

> Installation and Checkout Phase

> Operations and Maintenance Phase

> Retirement Phase

July 28 ~ August 1, 2003

SQcC-29

$QC-30



Nog:  dTan TeXHUYecKmx rpebosaHun

* Ha aTom 3Tane onpeaenaroTcH,
OOKYMEHTUPYIOTCA U NPOBepsATCA
TeXHU4eckue TpeGoOBaHUA N0 creayroWnuM
npusHakam:

> (PYHKLUMOHANbHOCTb

> pabouue nokasatenu

> NPOEKTHbIe OrpaHUyYeHus
> cBOMUCTBA

> BHellHWe uHTepcenchl

July 28 — August 1, 2003 SQC-31

" REG,
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Requirements Phase

(-2
s %
o
: g
H
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2 £
.....

* This is where -requirements are specified, :
documented, and reviewed for the following
attributes:

» functionality

» performance

» design constraints
» attributes

» external interfaces

July 28 - August 1, 2003 sQcC-32



N Sran TexHU4Yeckux rpebosaHum
XTI A (npoporxeHue)

""'

¢ Pe3yanaTbl Tana Texuuqecxux Tp66OBaHMM

~
-
-
<
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> CucreMHa;l cneumpuxauuﬂ
> lMporpamma ynpaBneHuﬂ l10 o

> MNnaH pa3paboTku no -
> naH obecnevyeHus Kaqecrsa no
> l'lporpaMma K0|~id)urypauu6HHoro ynpaenenuus MO

¢ ﬂOl‘IOﬂHMTeﬂbHO Ha 3TOM aTane
noaroTaBnunBaroTCA NiaHbl .D,J'lﬂ Bepmpuxauuu

u Banugauuu (BuB) no .
SQC-33

July 28 — August 1, 2003

Requirements Phase.
(continued)

.....

* Products of the requrrements phase are:

> System Specmcatlon
> Software Management plan
> Software Development plan
> Software Quallty Assurance Plan
> Software Conflguratlon Management Plan

* In addition, in this phase the plans for software |
verification and validation (V&V) are prepared
SQC-34

July 28 — August 1, 2003
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\J Jran pa3paborku.
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* Ha stane pa3paGoTku co3pgaeTcs, -
AOKYMeHTUpYeTCs U oueHuBaeTtcs npoekr MO

* Ha stom atane onpegenserca odwas
CTPYKTYpa KakK ynpaBrieHus, Tak U
MH(OpPMaLMOHHbLIX NOTOKOB, a TaKxe
npoucxoauT cBeAeHue odLen CTPYKTYpbI K
(PM3NUYECKUM peLueHUsiM (anropuTMel, ‘
ypaBHEHUs, ynpaBnsaoLlas normka u CTpykrypa
AaHHbIX). MpoekT moxeT noTpe6oBaTts
BHECEHUS U3MEHEeHUl B AOKYMeHTauuo, |
coaepxallylo TexHu4yeckue TpeboBaHus

July 28 - August 1, 2003 SQC-35

.a I‘Ou‘

Design Phase

""""

* In the design phase, the software design is
developed, documented, and reviewed

* Here, the overall structure, both control and
data flow, will be specified, and the reductlon of
the overall structure into physical solutions
(algorithms, equations, control logic, and data
structures) will occur. The design may
necessitate the modification of the
requirements documentation

July 28 - August 1, 2003 SQC-36
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\-f 3ran pa3paboTku
LRalss g (npopgorxeHue)

* Pe3ynbTaTbl 3Tana pa3paboTku:
> Cneuudumkauua tpedosaHmm O
> DKcnepTusa Tpeﬁdséﬁhﬁ‘ no -
» OnucaHne ';~))a3pa60'rlxn I'IO o

> JKcnepTusa paspadotku NO

July 28 - August 1, 2003

:;écsun:faotoo’% Desig n ; Phase
z?::’,f (continued)

.....

* Products of the design phase-are: .
> Software Requirements Specification
> Software Requirements Review
> Software Design Descnptlon e

3

> Software Design Review =~

July 28 ~ August 1, 2003
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N d dran paspaboTku
XY (npopormxeHue)

* Ha aTom 3Tane BbINONHAKTCA cregyroLiume
paboTbkl no BuB:

> Co3spaHue NnaHa NposBefeHUs1 UCTIbITaHUN,

OCHOBaHHOro Ha TeXHM4YecKux TpeboBaHuAxX u
pa3paboTke

!

> Co3gaHue KOHTPOMbHbIX MPMMEPOB Ha OCHOBaHUU
pa3pabdoTku

> JkcnepTnsa paspabotku MO

July 28 ~ August 1, 2003

SQC-39

| Design Phase
RN £ (continued)

* In this phase, V&V effort is: ,
> generation of test plans based on the requirements
and design

> generation of design-based test cases

> review of the software design

July 28 — August 1, 2003

SQC-40
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STan peanu3auum

* Ha aTOoM 3Tane ocyulecTBnfaeTcs
nporpamMmmupoBaHue :

* PesynbTatamMu 3Tana peanusauuu ABNAKTCA:
> JINCTUHT NCXOAHOW NporpamMmmMbl
» JKCnepTu3a UCXOQHON NporpaMmmeil

* Ha atom atane pa6oTtel no BuB 3akniovatotcs B.
3KCnepTuse UCXOO4HOM Nporpammbl, a Takxke ee
npoBepKe Ha COOTBETCTBUE CTaHAapTaMm u :
cornaweHusm nporpaMmmupoBaHus

July 28 — August 1, 2003 sQC-41

Implementation Phase

* This is where coding takes place

* Products of the implementation phase are:
> Source Code Lisfih’g - |
» Source Code Review -

* In this phase the V&V effort is source code
review - also check for coding standards and

conventions

July 28 - August 1,2003 sQc-42



Jrtan TeCTUpoBaHuUNA

* OTO nepBbiit 3Tan TeCTUPOBaHUSA a
nporpaMMHoOro Kkoaa : !

* Ha sTom 3Tane TecTUpoBaHMUe 3aKnOYaeTCs B
GNOYHOM TeCTMPOBaHUM OTAENBLHLIX YacTen
nporpamMMHOro Koga

* PesyanaTaMM BbIMOJIHEHUA ITOrO 3Tana |

ABNAIOTCA NNaH NposeaeHus ucnbitaHunii [0 u
OTYeThbl NO TECTUPOBAHUIO

July 28 - August 1, 2003 SQC-43
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AL - Testing Phase
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* This is the first part of testing the code

* At this time, the testing is unit testing of
individual parts of the software code

Products of this phase are the Software Test
Plan and testing reports

July 28 - August 1, 2003 SQC-44
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Nag dTan TecTUpoBaHus
DT (nponomxei-me)

* PaboTa no BMB Ha 3TOM 3Tane
> Banupgauus nporpaMMHOro koga c uenbm nposepxu
Ha cooTBeTCTBUE TPEOOBaAHUAM - L

> Yoegutbes B TOM, uto N0 pnaet npaBUnbHLIE
pe3ynbTaThl HA KOHTPOSibLHbIX MPpUMepax, To-eCTb

4yTO OHO paboTaer

July 28 — August 1, 2003 SQC-45

Testing Phase
whag s (continued)

* V&V effort in this phaseis:
> validation of the code to see If |t meets the

requirements
> assure that the software produces correct results for

the test cases (make sure it works)

July 28 - August 1, 2003 SQC-46



:X=f ! IJran MHcTannAUMM M oTRapKM

* 'Ha atom aTane pa3nuyHbie KOMMNOHeHThI 10
UHTErpupyroTCcAa ¢ annapaTtHbIMU cCpeaACTBaMM U .

AaHHLIMWU U NPOXOAAT TeCTUPOBaHUE KaK euHas
cuctema: Croga BXoanT:

> ycTaHOBKa annapaTtHbIX cpeacTs
> WHCTaNNAUUA NporpaMmel
> co3paHue 6a3 AaHHbIX f

» TecTupoBaHue CUCTEMbI ‘

* PaGoTta no BuB 3akntoyaercs B yCTaHOBKe, MpoBepke
B3aMMoOencTBUSA KOMMOHEHTOB CUCTEMbI U
NPUEMOYHBLIX UCTbITAHUAX

July 28 - August 1, 2003 SQC-47
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M Installation and Checkout Phase

‘|I
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s M e
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* In this phase, the various software components
are integrated with hardware and data, and
tested as a system. This consists of:

» installing hardware
» installing the program
» creating databases

» testing the system

* V&V effort is installation and integration testmg,
and acceptance testing

July 28 - August 1, 2003 SQC-48
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Jran JKcnnyartauum m
' CONpPOBOXXAOEHUA
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* JTOT 3Tan cBs3aH ¢ conpoBoxaeHuem O
nocine nHeTannsaumm U nyckKa
> yCTpaHeHWe CKpbITbIX ONGOK (KoppeKTupylomee
conpoBoOXaeHue)

> COOTBETCTBME HOBLIM NepepadboTaHHbIM
TpeboBaHuaM (npocunakrnyeckoe obecnyxunBaHue)

> ananra‘uuﬂ'ﬂpk U3MEeHeHMAM B onepaunoHHOM
cpene (aganTMBHOE CONpoOBOXAEHUE)
* Ha atom atane pab6oTa no BuB 3akntoyaertcs B
yTBEpPXXAEHUU U OOKYMEHTUPOBaAHUU
U3MEeHeHun

July 28 - August 1, 2003 SQC-49

ot u(a,,“

i”:\:g.Operatlons and Maintenance Phase

s o

****

* This phase is concerned with the maintenance
of the software once mstalled and running

> to remove latent errors (correctlve mamtenance)

> to respond to new or revised requirements
(preventive maintenance)

> to adépt fhe"s&ftware to changes in the operating
environment (adaptive maintenance)

* In this phase, the V&V effort is to approve and
document changes

July 28 -~ August 1, 2003 SQC-50
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:X=f ¢  Jrtan BbiIBOga U3 akcnnyaraumm

* MpousBeguTe 3amMmeHy U BbIOpOCUTE CTapyHo
BepCuio =
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* Replace it, and throw out the old stuff
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\J Bepudrumkauua v sanupaumn

‘-'a'

(CTpaHHO 3BYUMT, YTO KTO-TO APYroi AOJKeH
NpoBepUThb BCIO BbIMONHEHHY0 paboTy. Tem He
MeHee, 3TO AOMMKHO ObITb CAENaHO aKKypaTHO U
TmaTeano)
*Bepuchmkauus: MogreepxaeHne Toro, 4to
pe3ynbTaTbl AaHHOTO 3Tana y/0BNeTBOPsIOT
TpeGoBaHusaMm npeAbIAYWEro STana uiu 3Tanos.

*Banupauus: Tecmposaﬂue ans no.q*raepxgqenun
COOTBETCTBUSA NPOrpaMMHOro koaa TpeboBaHUAM.
370 AenaeTcsl C NOMOLYbLIO COCTaBfeHUA U
BbINOMHEHUA NJylaHa NpoBeAeHUA UCNbITaHUNA U
KOHTpOJ‘lebIX NnpuMepoB Ana Kaxaon ¢asbl
XunsHeHHoro uukna Mo

July 28 ~ August 1, 2003 SQC-53

Verification and Validation

(This is a fancy way of saying all the work should
be checked by someone else. However, this must
be done carefully and thoroughly) .

*Verification: Ensure that the products of a'given
cycle phase fulfill the requ1rements of the
previous phase or phases

°VaI|dat|on: Testmg to ensure that the code
satisfies the requirements. This is done by
writing and applying test plans and test cases
into each phase of the software life cycle

July 28 - August 1, 2003 SQC-54



Bepucdukaumna v sanmpgaumn
(npopomxeHue)

!

* [lomKHa BbINOMHATLCA B Npoliecce pa3paboTku

M BHeCeHus U3aMeHeHuUu

* MpepocraBnsaeT yBepeHHOCTb B peanusayunm
Tped®oBaHUit cucTeMbl 6e3onacHoCTH -

* Nnax BuB He06xo,un ans TOI'O qTOGbl Bce

3Hanu, yero oXuaaTtb
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July 28 — August 1, 2003

Verification and Validation
(continued)

* Needs: to be done during development and

modification process

* Provides confidence that the safety system
requirements have been implemented

* Need a V&V plan SO everyone knows what to

expect

SN

('.'lv'
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,,'ﬁfs;"..\ -
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Bepudcdukauua u Banmgauus
(npoponxeHue)

* Mnax BuB nepeuncnsaer Bce 4eCTBUSA U TeCThbl

KOTOpble [OMKHbI ObITh NPOBEPEHbI
3acBUAeTeNIbCTBOBaHbI, BbINOMHEHbI UK

NONYYMNY 3KCNEPTHYH OLeHKY

° Kmoquoﬁ MOMEHT BVIB 3TO ucnonb3oBaHue
nogen, MMerLUX, No MeHblUen Mepe, TaKyto
Xe KBanudukaumio, Kak 1 mo,qu BbII'IOnHMBUJMe

NpPoeKkTupoBaHue

$QC-57

July 28 — August 1, 2003

Verification and Validation
(continued)

* The V&V plan lists all activities and tests that
shall be inspected, withessed, performed, or

reviewed
* Key to V&V is to have people-who are at least

as qualified as the people doing the design

work

July 28 ~ August 1, 2003
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Bepudukaumna m sanvupaumna
(npoporxenne)

* OpraHu3sauusa, nposoaswas BuB, He nonxkna
3aBUCETb OT NPOEKTUPYIOLEN opraHu3aumum

> HeszaBucuUMOCTbL B ynpaBrneHuu

> PuHaHCcoOBas HE3aBUCUMOCTb i

> HeszaBucumocThb B cocTaBneHuu rpaduka paéor
? !

s Ha

* 310 oGecneynBaeT OTCYTCTBUE AABMEHU
!

AeATeNbHOCTbL Mo BB co cTOpOHLI
NPOEKTUPYIOLIEN opraHusauum

July 28 - August 1, 2003 SQC-59

W Verification and Validation
e (continued)

* V&V organization needs to be independent of
design organization :
»> Independent in management
» Financially independent
> Independent in schedule

~* This ensures that the V&V activities are not
compromised by pressure from the design

organization

July 28 — August 1, 2003 $QC-60



ARG,
& R v,

TunuuHblie pabortbl no BuB
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AKcnepTU3a AOKYMEHTUPOBaHHLIX paboT

* 3acBuaeTenbLCTBOBaHUe .qeﬂ'reanocm
paspaboTumnka | - ’

MpoBepku

CKBO3HOW KOHTPOJIb NMPOEKTHbIX pelleHun

* Kputuueckuit aHanus nporpamm

July 28 - August 1, 2003 sQcC-61

‘.u Mc‘,‘

W Typical V&V activities

Reviews of documented work

* Witnessing of designer.activities =
* Inspections o

* Design walkthroughs

* Code walkthroughs

July 28 - August 1, 2003 - ‘ © 8QC-62



TunuuHble pabotbl no BuB
AT (npoporxeHue)

* CKBO3HOW KOHTPONb AOKYMEHTUPOBAHHLIX

pe3ynbTaToOB TECTOB
' j

* AHanus — (popmanbHble foKka3aTenbCTBa,
MeToAabl rpacdnyecKoro aHanusa u
COOTBETCTBYHOLME MEeTOOUKU ’

* TectupoBsaHue
> OYHKUMOHaNbLHOE TeCTUPOBaHNe

» CTpyKTypHOe TecTUpoBaHue

July 28 — August 1, 2003 SQC-63
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Typical V&V activities
LAY, (continued)

b T A

* Walkthrough of documented test results .

* Analysis - formal proofs, graphical analysis
methods, and related techniques

* Testing
> Functional testing

> Structural testing

July 28 - August 1, 2003 sQc-64
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u TUNUUHbIE JOKYMEHTbI, noanexxauue
;, jaxcnep'rl-lou oueHkKe B xoge pabor no BuB

b
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. Texnuqecxwe'fpeﬁosanuﬂ K cucreme

* MpoekT cucTeMbl

. Tpe6oe.ava K annapaTHblm cpep,CTBaM IBM
* [lporpammMmHble TpeboBaHUs

¢ TpesoBaHMH K B3auMOOeMnCTBUIO KOMIMOHEHTOB
CUCTemMbl

* [IpoekTupoBaHue O

July 28 — August 1, 2003 SQC-65

Uf Typical Documents Reviewed
3 During V&V Activities

.....

* System requirements

System design

Computer hardware requirements

Software requirements

Integration requirements -

Software design

July 28 - August 1, 2003 SQC-66
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Apyrue o6bekrsl, nognexaiyue
P“:;',*! ‘axcnepruou oueHke B xoge pabor no BuB
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no

* MporpammHas peanu3auusa u 6rnoyHoe |
TecTupoBaHue

* MpoBepka B3aMmogencTeumsA KOMHOHeHTOB '
CUCTEMbI

* MpoBepka Banugauuu l
* [poBepkKa cucTeMsbl :
* MnaHbl 3KcnyaTayuun U CONpoBOXOEHUSA

* TpeboBaHUA K HAOEXHOCTH

July 28 - August 1, 2003 sQcC-67

\ Other Items Reviewed During
AT V&YV Activities

‘‘‘‘

* Software implementation and unit testing

Integration testing

Validation testing

System testing

Operation and maintenance plans

Reliability requirements

July 28 — August 1, 2003 SQC-68



e o, ‘Apyrue o6bekThl, noagnexauwme

M iakcnep'mou oueHke B xope: paﬁor no BuB
K ¢l~ o

At (npopon>keHne) -

'4"}

* TpeGoBaHuA K UHTEpdemncy -

* TpeGoBaHMsl ko BCEM peXumam sKkcnnyaTaumy,
BKNIOYas YCTaHOBKY CUCTEMBLI M BBOA'B -
3KCMNyaTaumio, NPoBEepPKY, HOPManbHY
3KCMAIyaTaumio u 3KCNyaTauuio B aBapunHbIX
ycrnoBuax | o

* BO3MOXHOCTU NO OGHApYXeHUto
HeucnpaBHOCTEMN, AUArHOCTUKE U
BOCCTAHOBJEHNIO CUCTEMbI

July 28 — August 1, 2003 - SQC-69
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AL 'Other Items Reviewed During
SRS £ 'V&V Activities (continued)

* Interfaces requirements’

* Requirements in all operating conditions,
including system installation and
commlssmnlng, test, normal operatuons and
emergency operation

* Fault detection, diagnostics, and recovery
capabilities on the system

July 28 — August 1, 2003 sQC-70



P Opyrue o6bekTbl; noanexawmue
: : - . DKCNEepTHOM: OLeHKe |
“.o.° B Xope pabor no BuB (npopomkeHue)

* TpeboBaHusa Kk UHTepcency onepatop-mallnHa

¢ TPGGOBaHMﬂ‘!( CUHXpPOHU3aAUNN, BpeMeHNW;
OTKIJIUKa, I'IpOl']yCKHOﬁfCI'IOCO6HOCTVI u !
npon3BoanTenbHOCTU |

i

* dyHKUMOHaNbHOe pa3HooGpa3ue uUnu sawimTa B
rnybuHy, no TpedoBaHUto "

i

July 28 — August 1, 2003 SQC-71

A REG
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Other Items Reviewed During
pBudg V&V Activities (continued)

‘‘‘‘‘

* Operator/machine interface requirements:

* Timing, response time, throughput, and
performance requirements

* Functional diV‘ersity or defense-in-depth, as
required '

July 28 — August 1, 2003 SQC-72



OTtueThl 0 Nnpobnemax BuB

* OT4yeTbl 4OMKHbLI OTCIEXUBAaTLCA ANA
obecneyeHusa pelwieHUa npobnem

* OT4YeTbl AOMKHbI ObiTb OhOpMIieHb! B
NMUCbMeHHOM Buae

* OT4yeTb! JOMKHbLI BKNKOYaTb cneayoLuyro
uHdopmauumio:
> UpeHTudmnkaumnsa cucrembl
> Toynblﬁ xapakTep npobnemsb!

> [Re obHapyxeHa npobnema — B Kakom NpOrpaMMHOM Moayne
(Hanpumep, B nporpamme, 3agaye Unu nognporpamMmme) unu B
annapaTtHom 4yacTu

July 28 - August 1, 2003 SQC-73

® Rég,
Ry v,

s V&V Problem Reports
8 o

* Reports need to be tracked to ensure that
problems are solved

* These need to be written reports

* Reports should include the following =~
information: B o
> System identification
> exact nature of the problem

> Where the problem occurred - which software module (e.g.,”
program, task, or subroutine) or hardware component

July 28 — August 1, 2003 SQC-74



u OTueTbl 0 Nnpobnemax BuB
g (npoponxeHue)

* OTyeThl AOMKHbLI BKMOYaTh CReayloLLylo |

WH opmaLuto: !

> eryauvm B MOMEHT OTKaza — 4TOo npouncxoguno

lilﬁ,

i

> OnutenbHOCThL OTKa3a (Hanpumep, NOCTOSHH
nepuoauyeckuii, nepexoaHbIi Unu He

NOBTOPAIOWUNACA)
> MexaHu3m oTka3a (YTO UMEHHO NpPou3oLWo) |
3

> YKasaHue mexaHu3mMa BoccrtaHoBneHusi (ycTpaHeHue

|

HeMcnpaBHOCTH)
July 28 — August 1, 2003 SQC-75
o "““'tq,o :
AL V&YV Problem Reports
PRSI (continued)

----

* Reports should include the following

information:
» Condition at time of failure - what was happening

> Duration of failure (e.g., permanent, intermittent,
transient, or could not duplicate)

> Failure mechanism (what happened)
> Ildentification of recovery mechanism (how dld it get

fixed) |
i
|

July 28 -~ August 1, 2003 SQC-76
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OTuyeTsl 0 npobnemax BuB
(npoponxeHue)

s1AT
(to e,

* OT4yeThb! JOJMKHLI BKNOYaTh cne.u,yrou.\ylo
MHdopmMaLuIo;

» CTeneHb pacnpocTPaHeHUs HEMCNPaBHOCTH
(oTAenbHbIM NpOrpamMmmHbIN Moaynb,
MHOXeCTBeHHbIe NporpaMmHbie Moaynu, Bce
mopynu MO B OAHOM KomnbloTepe, pyHKUUS

6e3onacHocTH, Bce hyHKUMM 6e30nacHOCTH B OGHOM
KaHane unv B HeCKOJIbKMX KaHanax)

> OCHOBHasi NpUYKHA, ecfnu OHa onpepeneHa

> YKkazaHue cnoco6a ycTpaHeHUsi HeMCnpaBHOCTH

July 28 - August 1, 2003 SQC-77
SN.g+ V&V Problem Reports
PEY (continued)

''''

* Reports should mclude the followmg
information: \

> Extent of failure (individual software module,
multiple software modules, all software. modules
within a smgle computer safety functlon all safety.
functions within a channel, or multlple channels)

> Root cause when determmed

> Identification of fix

July 28 ~ August 1, 2003 : SQC-78



W YnpasneHue kKoHcpurypaumeun No

* OcHOBHasl KOH(Urypauusa [onxKHa :
onpenenATbLCA NO OKOHYaHUU KaXaoro 13
OCHOBHbIX 3Tanos paspaboTku 10

* YTBepXaeHHbIe U3MEHEHUs, BbINOMHEHHBIe
nocne pa3paboTku OCHOBHOM KOchurypauuu

AOJIXHbI ObITL B Hee Ao6aBneHbl |

* OcHOBHas KOH(UrypaLus [OJDKHA ONpeaenaTh
camMylo nocneaHo U3 yTeepXXaeHHbIX
KoHdurypauun NnO

July 28 - August 1, 2003 sQcC-79

. g% Software Configuration Control

''''

* A configuration baseline shall be defined at the
completion of each major phase of the software
development

* Approved changes created subsequent to a
baseline shall be added to the baseline

* A baseline shall define the most recent
approved software configuration

July 28 - August 1, 2003 sQcC-80



U Ynpaeneniue koHdpurypaumnen Mo
shanys (npopomxenue)

* Cucrema npuceBamBaHus 0603Ha4YeHUN
3anemMeHTam Komburypauum p,omKHa
NPUMEHATBLCA TakK, YTOObI: |

(a) omHo3HauHO onpenensaTh Ka)K.QbIM 06'beKT
Koncburypauuu

(b) onpenensaTb U3MeHeHUs B oﬁbexrax
KOHhUrypaumm ¢ nomoLlbIo 06HOBneHMM

(c) nos3BonATbL OAHO3HAYHO ONpenennuTb KaXxayro
KOHchUrypaLuio 0GHOBRNEHHOTO no,
noanexaiyero NCNosib30BaHUIo

July 28 — August 1, 2003 sQC-81

N.¢: Software Configuration Control

: :‘*‘“5‘~{.,~5 (continued)

* A labeling system for conflguratlon |tems shall
be implemented that:

(a) uniquely identifies eécﬁ'cﬁohfi:g‘urati:on. item:
(b) identifies changes to conflguratlon |tems by
revision; and ' ‘

(c) prowdes the ablhty to unlquely |dent|fy each
conflguratlon of the revnsed software T

available for use

July 28 — August 1, 2003 - SQC-82



AT L anaBnel-me KoHdpurypaumen NnoO
i (npoposn>keHue)

Oqub I'lpOCTaH KoHLenuusa — 3Haellb, 4To Y TGGR eCTb
Ha AAHHbIA MOMEHT, U cneaullb 3a 3TMM

HecMoTpsa Ha KaxyLlyOCsl NPOCTOTY, 3Ta KOHLeNLUUs
TPYAHO BbINONTHUMA

MO He siBNsieTCA cbuaneCKuM 0GLEKTOM, K MO)KeT
CylecTBOBaTb MHOIO KONUMA OQHOIO U TOrO Xe I'IO

Muorue ownoku B NO nonanmo"rcn no BUHe nnoxoro
Koncburypauuormoro ynpaeneHus

lMnoxo, korpa Henpasunbuoe MO TecTupyeTcs,
UcnpaBnsaeTCs UNU MHCTaNAUpyeTcs

July 28 — August 1, 2003 SQC-83

~\.g: Software Configuration Control
LRGN & (continued)

* Avery simple concept - know what you have,

and keep track of it

The conceptis S|mple but the execution is
difficult ‘

* Software is not a physical thing, and many
copies of the same software may exist

* Many software errors are traced to poor
configuration management

* The wrong software is tested, fixed, or installed

July 28 — August 1, 2003 SQC-84



AT & NnaH KOHUrypaumoHHoOro
saa g ynpasnexusa MO (Kyno)

llll

* JonxeH CywecTBOBaTh B BUAE OTAESNLHOrO
noKyMeHTa nnbo BXoauTs B APYroi NPOEKTHbLIN
OOKYMEHT

* OnpegenseT npaBa U 0693aHHocm B paMKax
padoT no KYTO ¥

* MNpoeKTHble opraHn3auuu, K KOTOPbIM
‘npumeHumo KYT10 -

d OGﬂs_aiHHocm 3TUX opraHn3sauum no KYINo

* Cchbinkuy Ha cTpaTteruio n gupektusebl KYIO,
KOTOpble NPUMEHUMbI K JaHHOMY NPOEKTY

July 28 — August 1, 2003 SQC-85

: : Software Configuration
P Management (SCM) Plan

----

* This needs to exist either in stand-alone form or
embedded in another project document

* The plan will define the responsibilities and -
authorltles for SCM activities

* the prOJect organization(s) wnthln Wthh SCM is
to apply - '

* the SCM responSIbllltles of these organlzatlons
* references to the SCM policies and directives
that apply to this pro;ect

July 28 — August 1, 2003 - SQC-86



4 HeatenbHocTtb no KYINO

* PaboThbl nd KYNO TtpapnuuoHHo rpynnupyiloTc;l
B YeTbipe (PYHKUMNMU: :

> OnpepgeneHue KoHdUrypauuu |

> YnpaBneHue KoHchUrypaumemn

> YyeT cocTOossHUA

> AyOuTbl U 3KCNepTU3bl KOHhUrypauum

July 28 ~ August 1, 2003 SQC-87

u SCM Activities

* SCM activities are traditionally grouped into
four functions:

» configuration identification
» configuration control

> status acchnting

> configuration audits and reviews

July 28 — August 1, 2003
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.g: OnpepeneHue KoHcUrypauum

* OnpepenserT, naeT HAUMeHOBaHUe U
onucbiBaeT CBOMCTBA Kofa, cneundukauum,
pa3paboTKy U aneMeHTbl, KOTOPble AOKHbI

KOHTPONMpOBaTLCA ANS BbINOSIHEHUSI AAHHOTO "
npoekTa »

* PerynupyemMbiMmu anemeHTamMu MOTyT ObITh:

> NPOMEXYTOUHLIE U KOHEYHbIe npoAayKThl (TaKue KaK
MCMONHAEMbIN KOA, UCXOAHBLIV Ko,

nonb3oBaTeNbCcKas .qOKymeHTauuﬂ unu FIMCTUHMM -
nporpammb)

July 28 — August 1, 2003 SQC-89

Configuration ldentification

* |dentifies, names, and describes the
characteristics of the code, specifications,

design, and data elements to be controlled for |
the project

* Controlled items may be:

> intermediate and final outputs (such as executable

code, source code, user documentation, or program
listings - ... .

July 28 - August 1, 2003 SQC-90



W OnpepgeneHue KoHdUrypauum
LRSS (npoponxeHue)

* PerynupyembiMy aneMeHTaMu MOTYT ObITh:

> Da3bl gaHHbIX
H
> KOHTpPONbHLIE NPUMEpb!

> nnaHbl NpoBeAeHNUs1 UCNbITaHUN
> cneundoukauuum
> nnaHbl ynpaeneHus

»> CUCTEeMHoOe OKpYXeHue (Takoe Kak KOMNUIATOpPLI,
orepauuoHHble CUCTEMbI, UHCTPYMEHTaNbHbIE
nporpaMmmMHbie cpeacTsa U UcnbiTaTeNbHbIe CTeHAbl)

July 28 - August 1, 2003 SQC-91
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P Configuration ldentification
RN S (continued)

Teea?

<&
-
=
<
-
-
2

* Controlled items may be:
» data bases
> test cases
> test plans
> specifications
» managerﬁent plans

» support environment (such as compilers, operating
systems, programming tools, and test beds)

July 28 — August 1, 2003 SQC-92
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YnpaeneHue KoHdurypauuemn
2@5&5}"}’6

* Bce nameHeHus B MO .qomKHbl 6blTb 3aHeceHbl B
AOKYMeHTauuto u conepmaTb

> Onpe,qenenue " uncbopmauum o HeosonuMblx M3MeHEHMﬂX

> A”Hanu3 un OLleHKy 3anpoca Ha BHeceHMe 'UIMEHEHUMI

> YTBepxaeHue 3anpoca unm oTkas |

> Beputukaumio, UMNAeMeHTaumio 1 BHeCEHNe N3MEHeHNN

* M3amMeHeHVe QONXHO ObITh OLleHEHO U OAOGPQHO A0
nMnnemMmeHtTaumumn .o :

July 28 - August 1, 2003 SQC-93
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Configuration Control

%
o
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* All changes to software need to be documented
and contain: ' ' '

> Identification and documentation of the need fora -
change :

> Analysis and evaluation of a change request.
> Approval or disapproval of a request- . -

> Verification, implementation, and release of a change

. The change must be evaluated and approved
prior to implementation

July 28 — August 1, 2003 . SQC-94



Yuer cocTonHusa

* [nA BeAeHUs TEKYLLEero nepeyHs scex
31IeMeHTOB KOHUrypaumum nomkHa !
3anucblBaTbCA cregytolas nHdopMaums;

» YTBepxaeHHasa KoHdurypauums

» CocTosiHMe npeanoXeHHbIX U3MeHEeHUU B
KoHpurypauum .

» CocTosiHMe yTBepXaeHHbIX N3MEeHEeHUN

July 28 — August 1, 2003 SQC-95
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Status Accounting
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“mpor

* In order to maintain a current list of all
configuration items, the following information
needs to be recorded:

» the approved configuration

> the status of proposed changes to the configuration

> the status of approved changes

July 28 — August 1, 2003 sQc-96
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q YyeTr COCTOAHMSA
B (npopormxeHue)
* B nnaHe ynpaBnexus koHdurypauume# (MYK)
AOJMKHO ObLITh NepeyncrneHo, Kakue aaHHble 06
arnemeHTax KOHUrypauum oomKHb! ObITh
cobpaHbl. Crofa AOMKHO BXOOAUTL criegylouiee:

» HaHHble N0 OCHOBHOM KOH(UIrypaLum n N3aMeHeHURM,
KOoTopble AOMKHbI npocne)KMBaTbcn M 3aHOCUTLCH B

% iy
3 5d

oTyeT ‘
> Bu,qbl u nepuonuquocrb Tpe6yeMblx OTYETOB O
COCTOSIHUM
> Cnoco®b! c60pa XpaHeHwus, 06pa60'n<u MU BHECEeHUs B
oT4yeT MHopMaumun -
> YnpaBrneHue 4OCTYNOM K AaHHbIM O COCTOAHUM

July 28 — August 1, 2003 sQcC-97

N @ Status Accounting
(continued)
* The CMP should list what data will be collected
on the configuration items. This list should
included the following: | =
> What data elements are to be tracked and reported
for baselines and changes
» What types of ‘sta’tuszac¢ounting reports are to be
generated and their frequency
> How inforrhajtionié to be collected, stored,
processed, and reported
> How access to the sta'ﬁ_l's data is to be controlled

July 28 — August 1, 2003 . sQC-98



YueT cocTofiHMA
E J (npoporxeHue)

* ToYHbIX YpOBEHb AeTanu3auum u
Heo6XxoAUMbIe AaHHble AOMKHbI
COOTBETCTBOBaTb HYXAaM KOHKPeTHOro
npoekTa

July 28 ~ August 1, 2003 SQC-99
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N Status Accounting

- o f -

XTI (continued)

ssss

* The exact level of detail and specific data
required should be tailored to meet the needs of
the specific project

July 28 — August 1, 2003 SQC-100



P ON npOBepKM U IKCNEepTn3bl

el Kouqmrypau,uu

* lNpoBepku KOH(Urypauum nokasbIBaloT, HaCKOMbKo
Xopowo paboTaeT nnaH KOchurypauMOHHoro
ynpasneHus npu oopMIieHun pearbHoOMN
KOHcurypaumm

* JTU NPOBEpPKN ABNAIOTCA UHCTPYMEHTaMU yrpaBneHus
ANsi CO3AaHMA OCHOBHOM KOHCbVll'ypaLWM

!-n
o
Tiynost®

‘o,

)
\W' "&

* [ns xaxpao# npoBepKu AoMKHa 6bITb onpe.qeneHa |
cnenyroman MH(bopmauvm '

> Uenu nanuou nposepxu

> QnemeHTbI KOHUrypaumm, KoTopble Noanexar npoBepke
unm 3Kcnep'ru3e _

July 28 — August 1, 2003 SQC-101
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U ‘Configuration Audlts and Reviews

’’’’

* Configuration audits show how well the
configuration management plan is working at
recording the actual conflguratlon

* These audits are management tools for
establishing a baseline

* For each audlt the followmg mformatlon should
be defined:

> The objectlve of the aud|t

> The conflguratlon items to be audited or rewewed

July 28 -~ August 1, 2003 SQC-102



NMpoBepku u axénvépru'st‘,l
koHdurypauum (npoporxeHme)

* [InA KaXaoWv NpoBepKU AOKHA ObITh onpe,qeneHa
cnepytouan nHpopmauums : x

» PacnucaHue npoBepKu UK 3KCNepTu3bl '
> UHCTPYKLUU O NpoBeAeHUI0 NPOBEPKU UK 3Kcneerusb|
> Kro 6yaoeTt BEINONMHATL NPOBEPKY

» Kakas uHchopmauus aomkHa 66iTh focTynHa ang
3KCNepTU3bl UNu Heobxoguma ana npose,qeﬂun npoBepku
UMK 3KCNepTU3sbl -

> Mopagok 3anuck nbbix 06HapYKeHHbIX He,qoma'n(bs n
COCTaBNeHUsl OTYETOR C KOPPEKTUPYIOWMMU AeNCTBUAMM

July 28 — August 1, 2003 $QC-103

» Configuration Audits and Reviews
&“, (continued)

''''

* For each audit, the following information should
be defined:

» The schedule of audit or review
> The procedures for conducting the audit or review
> Who is to do the audit

> What information is required to be available for
review or to support the audit or review

» The procedure for recording any deflmenmes and
reporting corrective actions

July 28 - August 1, 2003 SQC-104



"~ XBaTUT Teopun!
°h'4‘~,‘,*!f BOT 4YTO Mbl eACTBUTENbHO Aeriaem

t.'.d

CHavana, 4To Mb! He pgeriaem.

* Mol He u3yyaem NPOAYKT U He onpeaensem
He3aBUCMMO, OyaeT N HoBas CMCTEMA BbINMOMNHATL, B
cnydae Heo6xoAUMOCTH, CBOIO thyHKLMIO Ge3onacHOCTH

* Mol He npoBoauM akcnepTusy MO, MbI NpoBOAUM.
3KCNepTM3y npouecca, ¢ nomoubio koToporo 31o MO
pa3pabatbiBaeTcs

> PeanbHan akcnepTtusa notpebyeT CAUWKOM MHOTO BpeMeHU
M yCUnumn

» PeanbHasn akcneptusa 6yaer nostopat BuB

July 28 - August 1, 2003 $QC-105
\-f Enough Theory |
wezé Here Is What We Actually Do

.....

First, what we do not do -

* We do not examlne the product or determme .
independently if the new system wnll perform o
the safety function when needed

* We do not review software, we review the
process by which the software is developed

> Actual review WOLild take too much time and effort

> Actual review would duplicate the V&V

July 28 — August 1, 2003 - $SQC-106
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°=, XBaTur teopun!
"w BoT UTO Mbl AeUCTBUTESNIBHO Aenaem

'not'
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* Mbl nonaraem, 4To fiuLleH3uaT uc'nonbsoéan
npaBuUSibHbLIN NMpoLecc pa3padoTku n !
TeCTUPOBAHUA CUCTEMbI, @ eCK npousoup,eT
OTKa3 3TOI CUCTEMbI, TO MbI nofaraem, 4To
Pa3HOMNPUHLUUMNHOCTb M 3aluuTa B rNyOUHY
BbINOMHAT TY Xe (YHKLUMNIO 6e30nchoqml

July 28 - August 1, 2003 SQC-107

L ua‘,‘

QO

\J Enough Theory

224v¢  Here Is What We Actually Do

* We depend on the licensee using.a good |
process to develop and test the system, and if
that system fails, we depend on dlver3|ty and
defense-in-depth to perform the same safety
function

July 28 - August 1, 2003 ! sQc-108



& ""““‘u,, I'lpou.ecc npOBEAEHMﬂ 3KCI'IepTH3bl .
M t  Yro MBI geMCcTBUTENbHO Aenaem
* Mes! npoBoAUM 3KcnepTU3y npouecca paspaboTtku MO

» JKcnepTu3a cUCTeMHbLIX cneyndukalmnmn

» JKcnepTH3a NPOEKTUPOBAHUA CUCTEMBI .

> DKcnepTu3a annapaTtHbIX U NporpamMMHbIX cneuundukauumm

» 3KkcnepTusa nporpaﬁwnﬁu BMB . .

> DKcnepTv3a UCTOPUM NPOrPaMMHOTO ¥ annapaTHOro

obecnevyeHus , :

> ﬂpoaepka LlenOUYKK BbINOJSIHAEMbIX 3agay AN MO4eNbHbLIX -
napameTpoB CTaHUuuUn

July 28 — August 1, 2003 SQC-109
£ Review Process
AS '~ What We Actually Do

2
tega?

* We review the process by which the .software is
written

> review the system specifications

> review of system design .-

> hardware and software specmcatlons -
> review of the V&V Program o

> review of software and hardware hlstory: "

> thread audit of sample plant parameters

July 28 - August 1, 2003 SQC-110



~.. Flpouecc npoBeAeHUs 3KCNepTU3Ll
UTo MBI AEMCTBUTENBHO Aenaem
(npoposmxeHue)

N g

©

b4 [-3

: H
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* Mbl NPOBOAUM 3KCMEPTU3Y NpoLecca
paspaboTtku MO
> JKcnepTuia cTtaHOapTOB KOAUPOBaHUSA

> 3KcnepThaa cuctem NO u annapaTHoro
o6ecneyeHusa NO CUHXPOHU3ALMM UK NpoGemMam

nporpaMMHoO-annapaTHoOro B38MMO,E18I_/ICTBMH
!

> JKCnepTH3a NPOrpamMmmbl TECTUPOBAHUA U
pe3ynbTaThl TECTOB . 1

> MpoBepka kBanuduUKaLny coTPYAHUKOB, KOTOpbIe
paspabaTbiBanu cucTemMy, U COTPYOHUKOB,

BbinonHABWNx BuB
July 28 - August 1, 2003 sSQc-111

Review Process

4 ‘What We Actually Do
- (continued)

* We review the process by which the software is

written
> review the coding standards

> software and hardware systems review for timing or
software / hardware interface problems

> look at the test program and test results

> qualifications of the personnel who designed the
system and those who did the V&V

July 28 — August 1, 2003 sSQC-112



~ Mpouecc npoBeaeHMA 3KCNepTU3bl
c’ (npoponxxeHue)

* TunuyHasg ou,eHKa 6e3onacHOCTU COCTOUT B
neTanbHOW SKCnepTuse npouecca
NPOeKTUpoBaHUsS CUCTEMbI U nporpaMMbl BMB
MO, c paccmoTpeHuem npouecca
NPOEKTUPOBaAHUA CUCTEMbI C TOUYKU 3PeHUust
AporpamMmmupoBaHus

> SKcnepTH3a AOCTYMHOW und:opmauuu no ucropuu
NporpaMMHOro M annapaTHOro obecneyeHms '
BKNOYasa npeabiaywue Henosnagku nporpaMMHoro u
annapatHoro obecneyeHus -

> JKcnepTusa onpegerieHHbIX NPUNoOXeHUn BKIKoYan
nobble Heobxoaumble cneundnyeckue

BO3MOXHOCTU
July 28 — August 1, 2003 SQC-113
U Review Process
DT (continued)

,,,,,

* A typical safety evaluation is a detailed review
of the system design process and the software
V&V program, with a programmatic look at the
design process |

> review available information on the software and -
hardware history lncludlng prewous software and
hardware failures

> review the specmc application mcludmg any specnal
features that were required - .

July 28 - August 1, 2003 SQC-114



: Akcneptnsa BuB ;

* MNMoapoGHas akcnepTu3a KOHKpeTHoN BuB
NporpaMmMHoro obecneyeHus, Kotopoe MCMoNb3yeTcs B

AaHHOM MNPUNOXXeHn!, BKIIOYaeT: . '

> HabniogeHue 3a pazpaboTkov NporpaMMHOro koga
> U3yyeHne B3anmoaencTeus nocraemuxlnuueuauaT ¥ npouecca

obpaTtHO# cBA3U i
> 3JKkcnepTusy otyeTos no npobnemam/ownbkam MO n BHeceHuto
COOTBETCTBYIOWMUX NONpaBokK
> JkcnepTtuly npouecca BuB ¢ nomoubio onpoca coTpyagHUKOB,
3aHATbLIX B 3TOM npouecce ]

July 28 - August 1, 2003 SQC-115

g V&V Review

>
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* Detailed review the specific V&V performed on
the software used in the application includes:

> following the code development

> examining the vendor/licensee interface and
feedback process

> reviewihg software problem/error reports and
resulting corrections

» review the V&V pfocess interviewing personnel
involved in the process

July 28 — August 1, 2003 i sQc-116
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* MoppobHan akcnepTusa KOHKpeTHOU BuB

nporpammHoro obecnevexus, KOTOpOe Mcnonk3yeTcs B
AaHHOM MPUNOXEHUU, BKITKOYaeT:

> MpoBepKy HeE3aBUCUMOCTH NKL, NPOBOAALUX
Beputhunkauumro MO

> 3KcnepTusy pa3pa60'nm cbyuxuuonanbnblx Tpeﬁosamm 7]
nocneayloWMX AOKYMeHTOB no paspabotke MO

> JKcnepTu3y XKU3HEHHOro LUKa nporpamMmmbt u Gyayuiero
B3auMoAenCcTBUA NocTaBWUK/NMLEeH3nar

> JKcnepTusy pe3ynbLTaToB BepuduKaLun U Banugaumm

July 28 — August 1, 2003 - sQc-117
LLIN ., E
U V&V Rewew
s S
Dt (contmued)

* Detailed review the specific V&V performed on
the software. used in the appllcatlon mcludes

» verifying the mdependence of the software venflers

> reviewing the development.of the.functional

requirements and subsequent software development
documents

> reviewing software life-cycle and future
vendor/licensee interface

> reviewing the verification and validation results

July 28 - August 1, 2003 SQC-118



\J OpraHuusauua sepucpukavm u
saslas s Banupauum

OxunpaeTcs:
* HezaBUCUMOCTb OT rpynril.pa3padotuukos MO
» HezaBucumble npoBeparoine NHXeHepbl

> COTpyAHUKN CO CPAaBHUMOMN TEXHUYECKOW
kBanudukauuen

* dopmanusoBaHHasi nporpaMmma

July 28 - August 1, 2003 SQcC-119
Verification and Validation
};1 Organization
Look for:
* independence from the software development
group

» separate supervisory.enginéers
> personnel with comparable technical qualifications

* formalized program

July 28 — August 1, 2003 $QC-120



N, 7% OpraHusauus sepudmKanmm n

kat:,*ff Banupaumm (npogosrmxKeHue)
Oxupaercsa:

* MoapobHLIe MHCTPYKLUM U CTpaTernu ans
> TeXHNn4YecKow 3KCnepTU3bI | -
> MYHKUUI NPOBEPKH
> JKCNepTU3 U nposepﬁo'k‘ no -

> Tecmpoaava 7] aHanuaa l'lO

> HMHaMM‘-IeCKOM CUCTEMbI TeCTMpOBaHMH
Mo,qenupymmeu HOpMaﬂbele u HpoeKTHble

coObITnnA
July 28 - August 1, 2003 sQc-121

Verification and Validation

;S-’f Organization
v,“,.‘::’:‘c‘ (continued)
Look for:

* detailed procedures and policies for:

\

> technical review
> audit functions
> software reviews zg_nd audits
> software test -a'hd‘ahalysi's. -
> dynamic system testing snmulatmg normal and
design basis events ‘

July 28 — August 1, 2003 SQC-122



Nogi: OpraHusauus sepmcpmkanmm u
DY Banupaumm (npogorxeHue)
Oxwunaercs:

* [oKyMeHTUpOBaHHasA IKcnepTu3a
NporpaMMHoOro Koga

* Pa3paboTKa KOHTPOSILHOrO rnpumepa
* JKkcnepTu3a aHOManbLHOro pexuma

* OnpepgesieHHas cTeneHb HE3aBUCUMOCTH |
rpynnbl ucnonHutTenen u npouecca BuB

* MnaH npoBeAeHUs UCNbITAHUIA ANSA BCEX |
KOMMOHEHTOB CUCTEM

July 28 ~ August 1, 2003 SQC-123

Verification and Validation
X Organization

Ry (continued)

Look for:

* documented code reviews
* test case development
* abnormal conditions review

* the degree of independence of the V&V team
and process

* test plans for all system components

July 28 - August 1, 2003 SQC-124



\—f Opral-maau.un Bepucbukau,uu "

Banupaumm (pogormkeHue)

Oxunpaetcs:

TecTupoBaHMe KaK YacTk npouecca BuB, Bknioyas
CTaTUYeckoe U AMHaMUYecKoe TeCTUPOBaHHe, a TaKkke
TUNOBbIe METOAMKM TECTUPOBaHUS, Takue Kak
TecTMpoBaHUe MOAYNLHOCTHN, MHTErpaLum, perpeccum un
OKOHYaTenbHOM NPUEMKK, NPOBOAUMOE B TeYeHUe
BCEro npotlecca pa3paboTkm

PaszpaboTka cnegswen Ma'rpnubl

CooneHue o6 OTKHOHeHMﬂX u Koppexmpylommx
AEeMCTBUSIX NO UX yc*rpaHeHmo L

July 28 - August 1, 2003 $QC-125

£ ‘Verification and Validation
y Organization

o‘;’ ‘C.'z"‘ ef -

“arrer (continued)

Look for:

tests as part of the V&V process, including -
static and dynamic testing,-as well as standard
testing methodologies such as unit, mtegratlon
regression, and final acceptance testing |
occurred throughout the development process

* the development of a tracking matrix

* discrepancy reporting and corrective action

July 28 - August 1, 2003 : SQC-126
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dxkcnepTu3a KOHUrypaumoHHoro
ynpasneHus

0
‘0

0,
""'wo’ »

-

sy

g

%, o
Yepa®

Oxupaetcs:

s1AY
(o Ve,

* CTporvu KOHTPONb Haa KOH(UrypauMoHHbIM
ynpasneHuem )

MeTopa ynpaBneHuss UaMeHeHUsIMU Npu pa3paboTke U
oduymnanbHom ochopmneHun BuB

YnpaBneHue BepcUAMMU UCXOOHOIo Koga
npeaBapuUTenbLHOro BbiNycKa; yrnpaBrieHUe Bepcusimu

3anucb UCTOPMM U apXUBUPOBaHUE BbINYLEHHbIX
NpoBepeHHbLIX MoAy el UCXOAHOTo KOAa; 3anuch
MCTOPUM U apXUBUPOBaHue Bepmbwuupoaauﬂi:lx "
BanuaMpoBaHHbLIX Moaynei abCconoTHOro
nporpaMMHOro Koga

July 28 - August 1, 2003 SQC-127
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", Configuration Mlanagement
\ 4 Review

Look for:

* strict configuration management control

* method for change control of development and
V&V documentation

* version control of pre-released source code;
version control

* historical recording and archiving of released
verified source code modules; historical
recording and archiving of verified and
validated absolute code

July 28 — August 1, 2003 SQC-128



%3/ ynpaBneHus (npoponkeHue)

Oxupaercs: |
* YnpaBneHue npoMsBoacTBOM NporpamMmmMHoO-

annapaTtHbIX cpegcTse |

* Kak u rge xpanutcsa 1O B npouecce
KOH(hMTrypaLuMOHHOro ynpasneHus

* DocTtyn kMO

. Eu6nu0TeKapb FIO (He p,omKeH 6blTb
pa3pa60Tun0M I'IO)

July 28 - August 1, 2003

Configuration Management

= ot Mm,(‘o,‘ . )

Mf 'Review
v,‘q“::l.‘:‘o‘ (continued)
Look for: I

* control of firmware rﬁéhufécturmg

* how and where the software under
configuration management lS stored

* access to the software

‘.nu.q,,“ .
3Kcnep1'u3a Koncburypau.uonuoro |

sQcC-129

* software Ilbranan (not a developer of the 4

software

July 28 — August 1, 2003

SQC-130
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TpoBepka LlenoYku

A o ‘BbINOJNIHAEMbIX 3apau4

0
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* EQUHCTBEHHBLIN pa3, Korga Mbl B
NeUCTBUTESIBHOCTU paccMaTpuBaem
nporpaMMHbINA Ko, 3TO BO BpeMs “npoBepKu
Leno4Yku BbINOJIHAEeMbIX 3aaayv”’

STAY,
x\° 2y,
L€

¢

T

*

* 3T1a Leno4ka 3aKmoqae'rc;| B Bb|60pe
NPUMEpPHbIX napameTpOB CTaHUUU U '
npocriexmsaHnu peanusauum NO aTux
napamMeTpoB, HauMHaa OT cocTaBneHus
3aKyno4yHo# cneumwaau,uu 7] pa3pa60TKM
(hYHKLMOHaNbHbIX TPEOOBAHUN K HANMUCAHUIO U
TEeCTUPOBaAHUIO NPOrpaMmMHOro Kona

July 28 - August 1, 2003 SQC-131

ot I uq‘,‘

Nt Thread Audit

* The only time we actually look at the software
code is during the “thread audit”

* This consists of plcklng a sample of plant
parameters and tracing the software
implementation of these parameters from the
purchase specification and development of the
functional requirements to the writing and
testing of the code

July 28 — August 1, 2003 $QC-132
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* MpoBepKa Lieno4Yky BbINONHAEMBIX 3aaay
(npopmomxeHwue)

23
LTS A

‘v.?“‘&}*}:sf
¢ I'lpOBepKa u,enquM BbannHﬂeMbIX 3agad

COCTOMUT U3.
> JKcnepTn3bl haKTUYeCKMX pasfernos l'lpOl'paMMHOI'O

KoAa Ha.BbLIOOPOYHOW OCHOBE
> npoeepKu‘pasnuqulx yposuen .hoxymeﬂ'rauun no
paspaboTke MO u ee cpaBHeHMﬂ C NporpaMmmHbIM
KOOOM. o e e
> MpoBepKU OTYETOB O HAUAEHHbIX oum6Kax 7]

Beputhnkauum BHECEHHbLIX NONPaBoK

> MNpoBepKn HXEHEPHbLIX MEeXOoTpacneBbIX
uHTepdencoB, YTOObI y6e,qmbc;| B NPaBUSILHOCTH

yuyeTa nOTpesHOCTEM ﬂﬂepHOM QHEepreTukKu B
‘ SQC-133

nporpaMmMHOM Koge
July 28 — August 1, 2003

Thread Audit
(continued)

o "“‘u

* The thread audit consists of
> reviewing actual sections of the code on a sample

basis o
> examining the various levels.of software

development documents and comparing them to the

code
examining problem reports and verifying the

™
V &
corrections
‘ .\',“,; . .
> examining the engineering cross-discipline
interfaces to ensure that nuclear specific needs were

correctly incorporated into the code
SQC-134
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NMpoBepka Leno4Yku BbINOJNIHAEMbIX 3agauv
(npoponxeHue)

* [lpoBepkKa LenoyYku BeINOSNTHAEeMbIX 3aaay
COCTOMUT U3: .
> MpoBepkn nHTepdeinca nuLieH3naTa ¢ Tem, YTOObI

yoeanThLCA B NpaBUNbLHOCTU YUYeTa KOHKPeTHbIX
TpebGoBaHuUi

> OGecneveHuns BbLINONHeHUs Npouecca BuB cornacHo
nnaHy nocraBlyMKa

> JKCnepTu3bl OKOHYaTEeNbHbIX

pe3ynbTatoB ,anHOl'O npouecca

July 28 — August 1, 2003 SQC-135

MR REG,,
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§ ) Thread Audit
BRI (continued)

* The thread audit consists of :

> examining the licensee interface to ensure specific
requirements are correctly incorporated

> ensuring that the V&V process is followed according
to the vendor's plan '

> reviewing the final results of the process

July 28 - August 1, 2003 SQC-136



#, '[JOKyMEeHTauusi, paccmaTpueaemas
:Xf! ‘npu nposepeHUM SKCNEPTU3bI
“v C,q . . . _
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*

* Cneuudukauma cuctemsbl
> lpoueccopHas nogcucrtema
> MNopgcucrtema BBona-BBtié'c-),qa
> TecTtoBasa noacucrtema

> I'Ipo'me noacuctTembl, I'lpMHQO6X0,DMMOCTM

July 28 — August 1, 2003 SQC-137

Nag ‘Documentation Reviewed
Ve e

* System Specification
> Processor subsystem
> Input/Output Subsystem
> Test Subsystem

> Other Subsystems as needed

July 28 — August 1, 2003 SQC-138
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% (npopomxeHue)
* OnucaHue annapatHoOro odecnevyeHus

> ®dusnyeckoe onucaHue

o,

» ApxuTektypa cuctembl

> OueHKa KauyecTBa OKpyXatluien cpenbl

» Temnepartypa 1 BlaXHOCTb

» Cencmunyeckan kBanudmnkaums

» Paanauuna .

» OnekTpoMarHuTHoe uany4deHue/paguonomexu

» TpeboBaHMUA K KAaYeCTBY IFIEKTPOIHEPrumn

»> CuctemMbl U3o0nAUYMN U B3aUMOOENCTBUA, ABNAIOWUECA

cucteMaMy 6e30nacHOCTU U He OTHOCALLUECH K CUCTEMAM,

BaXHbIM AnA 6e3onacHocTH

July 28 — August 1, 2003

Documentation Reviewed
yRat s (continued)

* Hardware Description
> Physical description
» System architecture
» Environmental Qualifications
» Temperature and Humidity

> Seismic Qualification

» Radiation

> EMI/ RFI

» Power Quality requirements

> Isolation and Interaction Safety and Non -safety system::;

July 28 ~ August 1, 2003

. JAOKYMeHTauua, paccmarpveaemas
npy NpoBefeHny 3KCNepTU3bl

SQC-139
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* Onucanwue NO
» OnucaHne BBoaa-Bbisoaa MO
> Onucaume MO ANs Nepeaaymn BaHHbLIX
> Onucanwue MNO anAa TeCTUpPOBaHUA U nua_ruodruxu

July 28 - August 1, 2003 SQC-141

Software Review

* Software Description

> 110 Software Description - -
> Communications Software Description

> Test and diagnostic Software Description:

July 28 — August 1, 2003 SQC-142
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Jdkcnepru3a MO
| '*’ﬂ‘ﬁf! 3 (npopornceHue)
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* JokymeHTauus no MO g

> Cneundukauma cUcTeMbl NOCTaBLYUK/3aKa3YMK

> MNnaH ynpaBneHuns pa3paboTkon u
conpoBoxpaeHuem MO

> MnaH paspa6otku MO
> nporpamma obecneuyeHusn kavectsa MO
> MnaHx Ko'HdmrypauMOHHoro ynpasneHus MO

> Cneumpukauuﬂ annapaTHoro MU NporpaMMHoOro
obecrieyeHus

> SKcnepmsa TpeboBaHum k NO

July 28 - August 1, 2003 $QC-143
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s Software Review
RSN S (continued)

ssss

* Software Documentation
> Vendor / Customer System Specification
> Software Management plan
> Software Development plan
» Software Quality Assurance Plan
» Software Configuration Management Plan
» Hardware and Software Specification

> Software Requirements Review (SRR)

July 28 — August 1, 2003 SQC-144
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* NokymeHTauus no MO
> Cneuncdmkauuna tpedbosaHnn Kk NO -~
> OnucaHue paspaboTku MO '
> JKcneptusa npoekra MO -
> JINCTUHIM NCcXoOHOro Kona
> JKcnepTusa uCXogHoro Koaga - -
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\__{ ‘Software Review
W E (continued)

ssss

* Software Documentation
> Software Requirements Specification (SRS)

> Software Design Description (SDD) -~
> Software Design Review (SDR) =~~~ -
> Source Code Listing

> Source Code Review
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* NokymeHTauusa no NnO
> AHanun3 6e3onacHocTy
> lnax Bepudmkaumu u Bannpauum MO

> OT4yeT No BepucuKaumMm n Banvaauumn

> MnaH TectupoBaHus MNO e

> PykoBoacTBO nonb3oBaTens
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Software Review
- z
BT (continued)

* Software Documentation

> Safety analyses

¥

> Software Verification and Validation Plan (SVVP)
» Verification and Validation Report
»> Software Test Plan

> User Instruction Manual
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3aknwoumrtenbHaa ceccus
BONpPOCOB U OTBETOB
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End-of-Topic
Questions-and-Answers Session
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